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Chapter 1 Introduction

1.1 Introduction

Congratulations on your purchase of this outstanding product: M2M Cellular Gateway. For
M2M (Machine-to-Machine) applications, AMIT M2M Cellular Gateway is absolutely the right
choice. With built-in world-class 3G HSPA+ or 4G LTE module, you can just insert the SIM
card from local mobile carrier then connect to Internet. The redundant SIM design provides a
reliable WAN connection for critical applications. By VPN tunneling technology, it's easily to
make remote sites network being an Intranet, all data will be transmitted via the security link
(256-bit AES encryption). To meet a variety of M2M application requirements, AMIT M2M
Cellular Gateway products are based on modular design. A new functional module can replace
current one to support new application in short time, such as for NFC or GPS applications.

This IDG700AM series product is loaded with luxuriant security features including VPN,
Firewall, NAT, Port Forwarding, DHCP Server and many other powerful features for complex
and demanding business and M2M (Machine-to-Machine) applications. The redundancy
design in fallback 9~48 VDC power terminal, dual SIM cards and VRRP function makes the
device as a back-up in power, network connection and data transmission without lost.

Main Features:
® Provide 3G/LTE WAN connection.
Support dual SIM cards for the redundant wireless WAN connection.
Provide one Ethernet port for comprehensive LAN connection.
Feature with VPN and NAT firewall to have powerful security.
Support the robust remote or local management to monitor network.
Designed by solid and easy-to-mount metal body for business and M2M environment to work
with a variety M2M (Machine-to-Machine) applications.

Before you install and use this product, please read this manual in detail for fully exploiting the
functions of this product.
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1.2 Contents List

1.2.1 Package Contents
#Standard Package

|_ltems || Description ___________ Contents ______ Quantity

IDG700AM-0T001 e
! M2M Cellular Gateway wi _ 1pcs

2 Cellular Antenna 2pcs
Power Adapter

3 (DC 12V/1A) ]_pcs
(*)

4 RJ45 Cable 1pcs
CD

5 (Manual) Lpes

6 Mounting Bracket h 2pcs

7 DIN-Rail Bracket - 1pcs

1 The maximum power consumption of IDG700-0T001 is 9.3W.
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1.3 Hardware Configuration
» Front View

o

4

3G/ LTE LED Reset
Antenna Indicators Button

7

Auto MDI/MDIX RJ45 Ports
1x FE LAN to connect local devices

$%Reset Button
The RESET button provides user with a quick and easy way to resort the default setting. Press the RESET

button continuously for 6 seconds, and then release it. The device will restore to factory default

settings.
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> Bottom View

» Left View

3G/LTE(Main)
Antenna

3G/LTE (Aux)
Antenna

Power Terminal
Block
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1.4 LED Indication

LED Icon ‘ Indication LED Color Description

Power Source 1 Green Steady ON: Device is powered on by power source 1

(Fi%w er Source 2 Green Steady ON: Device is powered on by power source 2

3'3'34 A Green Steady ON: SIM card A is chosen for connection

SIMB Green Steady ON: SIM card B is chosen for connection

High Cellular Signal |Green Steady ON: The signal strength of Cellular is strong

Low Cellular Signal  |Green Steady ON: The signal strength of Cellular is weak

LAN Green established
Flash: Data packets are transferred

h Steady ON: Ethernet connection of LAN WAN is

2 If both of power source 1 and power source 2 are connected, the device will choose power source 1 first. The
LED of power source 2 will remain OFF at this condition.

3 The SIM LED indicates which SIM socket will be chosen for connection by system setting, no matter SIM card is
inserted or not.

10
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1.5 Installation Requirement
1.5.1 WARNING

/ ® Do not use the product in high humidity or high \

temperatures.

® Only use the power adapter that comes with the
package. Using a different voltage rating power

. adaptor is dangerous and may damage the product.
Attention P g Y g P

® Do not open or repair the case yourself. If the

product is too hot, turn off the power immediately
and have it repaired at a qualified service center.
\ ® Place the product on a stable surface and avoid /

1.5.2 SYSTEM REQUIREMENTS

e 3G/ LTE cellular service subscription

. 10/100 Ethernet adapter on PC

Computer with the following:

e  Windows®, Macintosh, or Linux-based operating
system

e Aninstalled Ethernet adapter

Browser Requirements:

o Internet Explorer 6.0 or higher

e  Chrome 2.0 or higher

o Firefox 3.0 or higher

e  Safari 3.0 or higher

Network Requirements

Web-based Configuration Utility
Requirements

11
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1.6 Hardware Installation

This chapter describes how to install and configure the hardware

1.6.1 Mount the Unit

The IDG700AM series can be placed on a desktop, mounted on the wall or mounted on a DIN-
rail. The DIN-rail bracket is not screwed on the product when out of factory. Please screw the
DIN-rail bracket on the product first if necessary.

1.6.2 Insert the SIM Card

WARNNING: BEFORE INSERTING OR CHANGING THE SIM CARD, PLEASE MAKE SURE THAT POWER OF
THE DEVICE IS SWITCHED OFF.

The SIM card slots are located at the bottom side of IDG700 series housing in order to protect the SIM
card. You need to unscrew and remove the outer SIM card cover before installing or removing the SIM
card. Please follow the instructions to insert a SIM card. After SIM card is well placed, screw back the
outer SIM card cover.

Step 1: Step 2: Step 3:

Follow red arrow to Lift up SIM holder, Put back SIM holder, and

unlock SIM socket and insert SIM card follow red arrow to lock
SIM socket

12
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1.6.3 Connecting Power

The IDG700AM series can be powered by connecting one or two power sources to the
terminal block. It supports dual 9 to 48VDC power inputs®. Following picture is the power
terminal block pin assignments and it is located at the right side of device. Please check

carefully and connect to the right power requirements and polarity.

There are a DC converter and a DC12V/1A power adapter’ in the package for you to easily connect DC
power adapter to this terminal block.

WARNNING: This commercial-grade power adapter is mainly for ease of powering up the purchased

device while initial configuration. It’s not for operating at wide temperature range environment.
PLEASE PREPARE OR PURCHASE OTHER INDUSTRIAL-GRADE POWER SUPPLY FOR POWERING UP THE

DEVICE.

4 If both of power source 1 and power source 2 are connected, the device will choose power source 1 first. If
power outage occurred from power source 1, this device will switch to power source 2 automatically and

seamlessly.
5 The maximum power consumption of IDG700-0T001 is 9.3W.

13



M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

1.6.4 Connecting to the Network or a Host

The IDG700AM series provides one RJ45 port to connect 10/100Mbps Ethernet. It can auto
detect the transmission speed on the network and configure itself automatically. Connect one
Ethernet cable to the RJ45 port (LAN) of the device on the front panel and plug another end of
the Ethernet cable into your computer’s network port. In this way, you can use the RJ45
Ethernet cable to connect the IDG700AM series to the host PC’s Ethernet port for configuring
or troubleshooting the device.

14
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Chapter 2 Getting Started
2.1 Wizard

Network Setup Wizard

Wired Router Network Setup Wizard will guide you through a basic configuration procedure step
by step.

Step-2 is to change your login password.
Go to Wizard > Network Setup Wizard > Step-2

# Login User Name and Password [Step-2) [ EXIT ]

F old Password | |

F Mew Password | |

v Mew Passwaord Confirmation | |

[ Start > Password = Time > WAN > LAN > WiFi > Summary > Finish ]

Item Value setting Description
Old Password 1. String format: any text If you want to change password, Enter the current password in this item.
New Password 1. String format: any text Enter the new password.

New Password The box is unchecked by .
Enter the new password to re-confirm.

Confirmation default

Exit NA Click the Exit button to cancel Setup Wizard.
Back NA Click the Back button to go to the previous step.
Next NA Click the Next button to go to the next step.

15



M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

Step-3 is to change the time zone.
Go to Wizard > Network Setup Wizard > Step-3

= Time Zone {Step-3) [EXIT]

| (GMT+08:00 Krasnoyarsk v

Detect Again

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish |

Item Value setting Description

Time zone list 1. A Must filled setting Select the time zone for the system clock.

Detect Again NA Click the Detect Again button to detect the time zone from network.
Exit NA Click the Exit button to cancel Setup Wizard.

Back NA Click the Back button to go to the previous step.

Next NA Click the Next button to go to the next step.

Value setting Description
1. String format: any text
2. A Must filled setting
Rule Name 3. By default Always is selected.
4. The box is unchecked by default.

5. NA

16
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Step 4. Internet Connection (WAN Interface Setting)
In this step of the Wizard you will be specifying how your router connects to the Internet by selecting

the appropriate Physical Interface and WAN Type. For detail settings, refer to the following pages for
your required settings.

Go to Wizard > Network Setup Wizard > Step 4. WAN interface

@ Wizard | « WAN Interface (Step-4) [EXIT]

© Network Setup Wizard b Physical Interface Etheret ¥
» VPN Setup Wizard ¥ AN Type Dynamic [P Address ¥

Status

o Basic Network

9 Advanced Network

0 Applications
@ System

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish |

Step 4. WAN interface Setting

Value setting Description

Here you specify the Physical Interface that connects your router to the Internet.
Physical Interface A Must filled setting The type of available Interfaces will depend on the router model. They are normally
the Ethernet port and the 3G/4G wireless interface.
WAN Type A Must filled setting Choose the WAN type for the selected Physical Interface above.
Back N/A Click Back button to go to previous step
Next N/A Click Next button to go to next sub-steps

17
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Physical Interface: Ethernet
WAN Type: Dynamic IP Address

= WAN Interface {Step-4) {Ethernet - Dynamic IP Address} [EXIT]

+ Host Mame | | (Optional)
k I5P Registered MAC Address | | Clane

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish ]

~Dynamic IP Settings

Item Value setting Description
Host Name An optional setting Enter the host name provided by your Service Provider.

. Enter the MAC address that you have registered with your service provider. Or Click
ISP Registered MAC

Address An Optional setting the Clone button to clone your PC’s MAC to this field.

Usually this is the PC’s MAC address assigned to allow you to connect to Internet.
Back N/A Click Back button to go to previous step
Next N/A Click Next button to go to next step

18
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Physical Interface: Ethernet
WAN Type: Static IP Address

= WAN Interface (Step-4) {Ethernet - Static IP Address} [EXIT]

b AN P Address
kAN Subnet Mask
kAN Gateway

b Primary DS

b Secandary DMNE

{Optional)

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish ]

Static IP Settings

Item Value setting \ Description

WAN IP Address A Must filled setting Enter the WAN IP address given by your Service Provider

WAN Subnet Mask A Must filled setting Enter the WAN subnet mask given by your Service Provider

WAN Gateway A Must filled setting Enter the WAN gateway IP address given by your Service Provider
Primary DNS A Must filled setting Enter the primary WAN DNS IP address given by your Service Provider
Secondary DNS Optional setting Enter the secondary WAN DNS IP address given by your Service Provider
Back N/A Click Back button to go to previous step

Next N/A Click Next button to go to next step

19



M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

Physical Interface: Ethernet
WAN Type: PPP over Ethernet

= WAN Interface (Step-4) {Ethernet - PPP over Ethernet} [EXIT]

b PPPOE Account
+ PPPOE Password
v Primary DMES

» Secandary DNS | tOptionaly
F Semice Mame (Optional)
F Assigned IP Address [Optianal)

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish ]

PPPoOE Settings

Item Value setting

Description

PPPoOE Account A Must filled setting Enter the PPPoE User Name provided by your Service Provider.
PPPoE Password A Must filled setting Enter the PPPoE password provided by your Service Provider.
Primary DNS A Must filled setting Enter the IP address of Primary DNS server.

Secondary DNS Optional setting Enter the IP address of Secondary DNS server.

Service Name

Optional setting

Enter the service name if your ISP requires it

Assigned IP Address

Optional setting

Enter the IP address assigned by your Service Provider.

Back

N/A

Click Back button to go to previous step

Next

N/A

Click Next button to go to next step

20
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Physical Interface: Ethernet
WAN Type: PPTP

= WAN Interface (Step-4) {Fthernet - PPTP} [EXIT]

» IP Mode | Static IP Address 7 |
FANAN P Address
kAN Subnet Mask
FOANAN Gateway

b Server IP Address f Mame | |
» PRTP Account | |
» PPTF Passward | |

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish |

PPTP Settings
Item Value setting Description
Select either Static or Dynamic IP address for PPTP Internet connection.
When Static IP Address is selected, you will need to enter the WAN IP
Address, WAN Subnet Mask, and WAN Gateway.
WAN IP Address (A Must filled setting): Enter the WAN IP address given by
IP Mode A Must filled setting your Service Provider. ' '
WAN Subnet Mask (A Must filled setting): Enter the WAN subnet mask
given by your Service Provider.
WAN Gateway (A Must filled setting): Enter the WAN gateway IP address
given by your Service Provider.
When Dynamic IP is selected, there are no above settings required.
Server IP . .
Address/name A Must filled setting ~ Enter the PPTP server name or IP Address.
PPTP Account A Must filled setting ~ Enter the PPTP username provided by your Service Provider.
PPTP Password A Must filled setting ~ Enter the PPTP connection password provided by your Service Provider.
Back N/A Click Back button to go to previous step
Next N/A Click Next button to go to next step

21
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Physical Interface: Ethernet

WAN Type: L2TP

= WAN Interface (Step-4) {Ethernet - L2TP}

k[P Mode
FOWAR 1P Address

kAR Bubnet Mask

b OWARN Gateway

» Bereer IP Address F Name

b LZTF Account
¥ L2TP Password

[EXIT]

| Dyhamic IP Address ¥ |

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish ]

L2TP Settings

Item \ Value setting Description
Select either Static or Dynamic IP address for L2TP Internet connection.
When Static IP Address is selected, you will need to enter the WAN IP Address,
WAN Subnet Mask, and WAN Gateway.
WAN IP Address (A Must filled setting): Enter the WAN IP address given by your
IP Mode A Must filled setting service Provider.
WAN Subnet Mask (A Must filled setting): Enter the WAN subnet mask given by
your Service Provider.
WAN Gateway (A Must filled setting): Enter the WAN gateway IP address given by
your Service Provider.
When Dynamic IP is selected, there are no above settings required.
Server IP . .
Address/name A Must filled setting Enter the L2TP server name or IP Address.
PPTP Account A Must filled setting Enter the L2TP username provided by your Service Provider.
PPTP Password A Must filled setting Enter the L2TP connection password provided by your Service Provider.
Back N/A Click Back button to go to previous step
Next N/A Click Next button to go to next step

22
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In Ethernet LAN Interface (Step-5), configure the LAN IP Address and Subnet Mask of the device.
The

= Ethernet LAN Interface (Step-5) [EXIT]
» LAM P Address 192.168.123.254
» Subnet Mask [285.2552550 j29) v |

[ Start > Password > Time > WAN > LAN > WiFi > Summary > Finish ]

Ethernet LAN Interface

Item Value setting Description
LAN IP Address A Must filled setting Assign an IP Address for LAN, this IP address is a gateway IP.

By default

. Select a Subnet Mask for the default LAN, and it will be assigned to DHCP server to
Subnet Mask 255.255.255.0/24 is
distribute IP address for client.

selected.
Back N/A Click Back button to go to previous step
Next N/A Click Next button to go to next step

23
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VPN Setup Wizard

VPN Wizard will step by step guide you through to complete VPN tunnel setup.

Step-1: Setup Steps

In Step-1, the VPN Setup Step is a screen that displays the summary of steps for VPN setup.
Click Next button to begin VPN setup.

VPN Setup Wizard will guide you through a basic configuration procedure step hy step.

» Step 1. Setup Steps

» Step 2. Select VPN Type

» Step 3. VPN Canfiguration

» Step 4. Setup Summary & Apply

» Step 5. Configuration Complete.

< Back Start > Mesxt »

Step-2: Select VPN Type

From VPN Type dropdown box choose a VPN method to deploy.
Click the Next button to go to the next step.

» VPN Type

< Back Type > Iext >

24
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Step-3: Sub-steps

When IPSec is selected, go to (Step-3) IPSec in the following page.
When PPTP is selected, go to (Step-3) PPTP in the following page.
When L2TP is selected, go to (Step-3) L2TP in the following page.
When GRE is selected, go to (Step-3) GRE in the following page.

(Step-3) IPSec
When IPSec is selected in Step-2 for VPN Type, IPSec configuration window will appear.

=1 VPN Configuration (Step-3) {IPSec} [EXIT]

» Tunnel Mame IPSec #1
» Tunnel Scenario Site to Site v
» Local Subnet 192.168.95.0
b Local Metrask 266.266.266.0
» Remote Subnet 192.168.55.0
» Remote Metmask 2552552559
» Rermote Gateway 192.1668.121.111
» Pre-shared Key 1234567390
[ Start > Type > Confiquration > Summary > Finish |

When complete the IPSec configuration, click Next button, a setup summary will display.
Confirm the setting then click the Apply button to complete the setting.

Please confirm the information below.
[ VPN Type |
VPN Type [IPsee
[ VPN Settings |
Tunnel Name IPSec #1
Tunnel Scenario Site to Site:
Local Subnet 192168950
Local Netmask 255.265.255.0
Remote Subnet 192.168.55.0
Remote Netmask 2852552559
Remote Gateway 192.168.121.111
Preshared Key 1234567890
[ Start > Type = Configuration > Summary > Finish ]

25
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 (Step-3) PPTP .

When PPTP is selected in Step-2 for VPN Type and either PPTP client or server is selected the client or
server configuration window will appear.

PPTP Client
When PPTP Client is selected in Step-2 for VPN Type, PPTP configuration window will appear.

= VPN Configuration (Step-3) {PPTP Client} [EXIT]

+ PFTF Glient Name
» Remote IP/FQDN 192.168.1.1
+ User Account Account: fest | Password: [
» Default Gateway/Remote Subnet |Defauh Gateway ¥ ‘ ‘EI 0.0.00 ‘
» Authentication Protocol PAP CHap MS_CHAP MS_CHAPv2
+ MPPE Encryption Enable
[ Start > Type > Configuration > Summary > Finish |

When complete the PPTP Client configuration, click Next button, a setup summary will display.
Confirm the setting then click the Apply button to complete the setting.

= Setup Summary & Apply (Step4) [EXIT]

Please confirm the information below.

[ VPN Type |
VPN Type [PPTP Client
[ VPN Settings |
PPTP Client Name PPTR #2
Remote IP/FODN 192.168.1.1
User Account Account: test / Password: test
Default Gateway 00000
Authentication Protocol MS_CHAP / MS_CHAPZ
MPPE Encryption Enable
[ Start > Type > Configuration > Summary > Finish ]
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PPTP Server
When PPTP Server is selected in Step-2 for VPN Type, PPTP configuration window will appear.

=1 VPN Configuration (Step3) {PPTP Server} [EXIT]
» Authentication Protocol v PAP CHAP (¢ MS_CHAR [ MS5_CHAP
» WMPPRE Encryption (7] Enable |5Bhits v
» User Account Account: test Passward: e

[ Start > Type > Configuration > Summary > Finish |

When complete the PPTP Server configuration, click Next button, a setup summary will display.
Confirm the setting then click the Apply button to complete the setting.

= Setup Summary & Apply (Step-4) [EXIT]

Please confirm the information below.

[ VPN Type ]
VPN Type [PPTP Server

[ VPN Settings ]

Authentication Protocol PAP 7 CHAP / MS_CHAP f MS_CHAPZ
MPPE Encryption Disable f 56 bits
User Account Account: test / Password: test
[ Start > Type > Configuration > Summary > Finish ] Apply

(Step-3) L2TP

When L2TP is selected in Step-2 for VPN Type and either L2TP client or server is selected the client or
server configuration window will appear.

L2TP Client
When L2TP Client is selected in Step-2 for VPN Type, L2TP configuration window will appear.
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+ LZTF Client Narne L2TP #2
+ Remote IF/FGIDN 192.168.121.123
» User Account Account: test Password: sess
+ Default Gateway/Remote Subnet Default Gateway ¥ | |0.0.0.0/0
» Authentication Protocal ¥ PAP ¥ CHAP @ MS _CHAP @ MS_CHAPW2
+ MPPE Encryption Enable
< Back Configuration > ext »

When complete the L2TP Client configuration, click Next button, a setup summary will display.
Confirm the setting then click the Apply button to complete the setting.

Please confirm the information below.

[ VPN Type ]
VPN Type L2TP Clignt
[ VPN Settings ]
L2TP Client Name L2TP #2
Remote IP/FQDN 192.168.121.123
User Account Account: test / Passward: test
Default Gateway 0.0.0.00
Authentication Protocol PAP / CHAP / MS_CHAP / MS_CHAP2
MPPE Encryption Disahle
Cancel Summary > Apply

L2TP Server
When L2TP Server is selected in Step-2 for VPN Type, L2TP configuration window will appear.

» Authentication Protocal ¥ PAP ¥ CHAP ¥ MS_CHAP [# MS_CHAPW2
+ MPPE Encryption Enable | 40bits ¥
» User Account Account: test Fassword: |ases
< Back Configuration > Mext >

When complete the L2TP Server configuration, click Next button, a setup summary will display.
Confirm the setting then click the Apply button to complete the setting.

28




M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

= Setup Summary & Apply (Step-4)

[EXIT]
Please confirm the information below.
[ VPN Type ]
VPN Type [ 2TP Server
[ VPN Settings ]
Authentication Protocol PAPJ CHAP / MS_CHAP f MS_CHAP2
MPPE Encryption Digable / 40 hits
User Account Account: test f Password: test
[ Start > Type > Configuration > Summary > Finish ]

When GRE is selected in Step-2 for VPN Type, GRE configuration window will appear.

=1 VPN Configuration (Step-3) {GRE} [EXIT]
+ GRE Tunnel Narme GRE #1
» Remote IP 192.168.1.1
b Key 111

v+ Default Gateway/Remote Subnet

Default Gateway ¥| 0.0.0.00

[ Start » Type > Configuration > Summary > Finish |

When complete the GRE configuration, click Next button, a setup summary will display.
Confirm the setting then click the Apply button to complete the setting.

= Setup Summary & Apply (Step-4) [EXIT]
Please confirm the information below.
[ VPN Type |
VPN Type ‘GRE
[ VPN Settings |
GRE Tunnel Name GRE #
Remote IP 192.168.1.1
Key mn
Default Gateway oooon
[ Start > Type > Configuration > Summary > Finish ] Apply




M2M Cellular Gateway

2.3 Status

2.3.3 Network Status

Index skipping is used to reserve slots for new function insertion, when required.

The Network Status window shows the current status for different network type, including network
configuration, connecting information, modem status and traffic statistics.

From the menu on the left, select Status > Network Status

WAN interface IPv4 Network Status

WAN interface IPv4 Network Status screen shows status information for IPv4 network.

=] WAN Interface IPv4 Network Status

ID |Interface |WAN Type IP Addr. Subnet Mask Gateway DNS MAC Address Conn. Status Action
"WiaN-1| Ethernet| DHCP | 192168121111 | 2562552550 | 192.168.121.253 119922.?15688.?12233.1‘-0' 00:50-18:33:66:99 | Connected
YWAN-2 Disable
WAN-3 Disable
YiAN-4 Disable
WAN interface IPv4 Network Status
Item Value setting Description
ID N/A It displays corresponding WAN interface WAN IDs.

Interface N/A It displays the type of WAN physical interface.
Depending on the model purchased, it can be Ethernet, 3G/4G, USB 3G/4G.
It displays the method which public IP address is obtained from your ISP.
WAN Type N/A Depending on the model purchased, it can be Static IP, Dynamic IP, PPPoE, PPTP,
L2TP, 3G/4G.
IP Addr. N/A It displays the public IP address obtained from your ISP for Internet connection.
Default value is 0.0.0.0 if left unconfigured.
It displays the Subnet Mask for public IP address obtained from your ISP for
Subnet Mask N/A play P v
Internet connection. Default value is 0.0.0.0 if left unconfigured.
It displays the Gateway IP address obtained from your ISP for Internet connection.
Gateway N/A
Default value is 0.0.0.0 if left unconfigured.
It displays the IP address of DNS server obtained from your ISP for Internet
DNS N/A play y
connection. Default value is 0.0.0.0 if left unconfigured.
MAC Address N/A It displays the MAC Address for your ISP to allow you for Internet access. Note: Not
all ISP may require this field.
It displays the connection status of the device to your ISP.
Conn. Status N/A play Y
Status are Connected or disconnected.
Action N/A This area provides functional buttons.

Renew button allows user to force the device to request an IP address from the
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DHCP server. Note: Renew button is available when DHCP WAN Type is used and
WAN connection is disconnected.

Release button allows user to force the device to clear its IP address setting to
disconnect from DHCP server. Note: Release button is available when DHCP WAN
Type is used and WAN connection is connected.

Connect button allows user to manually connect the device to the Internet. Note:
Connect button is available when Connection Control in WAN Type setting is set to
Connect Manually (Refer to Edit button in Basic Network > WAN > Internet Setup)
and WAN connection status is disconnected.

Disconnect button allows user to manually disconnect the device from the
Internet. Note: Connect button is available when Connection Control in WAN Type
setting is set to Connect Manually (Refer to Edit button in Basic Network > WAN >

Internet Setup) and WAN connection status is connected.

WAN interface IPv6 Network Status

WAN interface IPv6 Network Status screen shows status information for IPv6 network.

= WAN Interface IPv6 Network Status

WAN ID | Interface | WAN Type Link-Local IP Address Global IP Address Connection Status Actions
WAN-1 | Ethernat Gind A 2001:470:1104:d9b::2/64 Connected Edit

WAN interface IPv6 Network Status

Item Value setting Description

ID N/A It displays corresponding WAN interface WAN IDs.

Interface N/A It displays the type of WAN physical interface.
Depending on the model purchased, it can be Ethernet, 3G/4G, USB 3G/4G.

WAN Type N/A It displays the method which public IP address is obtained from your ISP. WAN type
setting can be changed from Basic Network > IPv6 > Configuration.

Link-local IP It displays the LAN IPv6 Link-Local address.

N/A
Address

It displays the IPv6 global IP address assigned by your ISP for your Internet
Global IP Address N/A play g 8 vy y

connection.

It displays the connection status. The status can be connected, disconnected and
Conn. Status N/A

connecting.

This area provides functional buttons.
Action N/A Edit Button when pressed, web-based utility will take you to the IPv6 configuration

page. (Basic Network > IPv6 > Configuration.)
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LAN Interface Network Status

LAN Interface Network Status screen shows IPv4 and IPv6 information of LAN network.

* LAN Interface Network Status

IPvd Address IPv4 Subnet Mask IPv6 Link-local Address IPvG Global Address Action
192.168.123.254 2552552550 feB0:250:1 8fffe33:665a /B4 Edit IPv4 | Edit IPvE

LAN Interface Network Status

Item Value setting Description

It displays the current IPv4 IP Address of the gateway

IPv4 Address N/A
This is also the IP Address user use to access Router’s Web-based Utility.
IPv4 Subnet Mask N/A It displays the current mask of the subnet.
IPv6 Link-local It displays the current LAN IPv6 Link-Local address.
Address N/A This is also the IPv6 IP Address user use to access Router’s Web-based Utility.

IPv6 Global Address  N/A It displays the current IPv6 global IP address assigned by your ISP for your Internet

connection.

This area provides functional buttons.

Edit IPv4 Button when press, web-based utility will take you to the Ethernet LAN
Action N/A configuration page. (Basic Network > LAN & VLAN > Ethernet LAN tab).

Edit IPv6 Button when press, web-based utility will take you to the IPv6

configuration page. (Basic Network > IPv6 > Configuration.)
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Interface Traffic Statistics

Interface Traffic Statistics screen displays the Interface’s total transmitted packets.

) Interface Traffic Statistics

ID (Interface Received Packets Transmitted Packets
WiAh-1 | Ethernet 1] ]
WAR-2
WAR-3
WAR-4

Interface Traffic Statistics

Item Value setting Description
ID N/A It displays corresponding WAN interface WAN IDs.
Interface N/A It displays the type of WAN physical interface.

Depending on the model purchased, it can be Ethernet, 3G/4G, USB 3G/4G.
Received Packets N/A It displays the downstream packets. It is reset when the device is rebooted.
Transmitted Packets N/A It displays the upstream packets. It is reset when the device is rebooted.

LAN Interface Network Status

LAN Interface Network Status screen shows IPv4 and IPv6 information of LAN network.

* LAN Interface Network Status

IPvd Address IPv4 Subnet Mask IPv6 Link-local Address IPvG Global Address Action
192.168.123.254 2552552550 feB0:250:1 8fffe33:665a /B4 Edit IPv4 | Edit IPvE

LAN Interface Network Status

Item Value setting Description

It displays the current IPv4 IP Address of the gateway

IPv4 Address N/A
This is also the IP Address user use to access Router’s Web-based Utility.
IPv4 Subnet Mask N/A It displays the current mask of the subnet.
IPv6 Link-local It displays the current LAN IPv6 Link-Local address.
Address N/A This is also the IPv6 IP Address user use to access Router’s Web-based Utility.

It displays the current IPv6 global IP address assigned by your ISP for your Internet
IPv6 Global Address  N/A play g gned by y y

connection.

This area provides functional buttons.

Edit IPv4 Button when press, web-based utility will take you to the Ethernet LAN
Action N/A configuration page. (Basic Network > LAN & VLAN > Ethernet LAN tab).

Edit IPv6 Button when press, web-based utility will take you to the IPv6

configuration page. (Basic Network > IPv6 > Configuration.)
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3G/4G Modem Status

The Network Status window shows the current status for different network type, including network
configuration, connecting information, modem status and traffic statistics.

From the menu on the left, select Status > Network Status

3G/4G Modem Status screen shows status information for 3G/4G WAN network.
= 3G/4G Modem Status

Retean.

Physical Interface Card Information Link Status Signal Strength Metwork Hame Actions
GG D1ac Connected Q3% -55dBm) Chunghwa Telecam Detail
LUISE 340G E173 Connected Fd% -7 3dBm) Chunghwa (3G) Detail

3G/4G Modem Status

Item Value setting Description
It displays the type of WAN physical interface.

Physical N/A Depending on the model purchased, it can be 3G/4G and USB 3G/4G.

Interface Note: Some device model may support two 3G/4G modules. Their physical interface name
will be 3G/4G 1 and 3G/4G 2.

Card .

. N/A It displays the vendor’s 3G/4G modem model name.
Information
. It displays the 3G/4G connection status. The status can be Connecting, Connected,

Link Status N/A pe / ¢
Disconnecting, and Disconnected.

Signal N/A It displ he 3G/4G wirel ignal level

Strength t displays the 3G/4G wireless signal level.

Network ) ) )

N/A It displays the name of the service network carrier.

Name

Refresh N/A Click the Refresh button to renew the information.
This area provides functional buttons.

. Detail Button when press, windows of detail information will appear. They are the Modem

Action N/A
Information, SIM Status, and Service Information. Refer to next page for more.
Note: Currently USB 3G/4G doesn’t support this feature.

When th Detail button in the Action column is pressed, 3G/4G modem information windows such as
Modem Information, SIM Status, and Service Information will appear. These windows are explained
below.
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Show Modem Information (Detail Button)

«' Modem Information

Interface Module Name IMEIMEID HW Version FW Version

3G1 D18 366318040753515 20002 D18G1.R.01.1_D09_2031_18 1 [War 21 2014 11:00:00]

Modem Information (after Detail button)

Item Value setting Description

Interface N/A It displays the type of WAN physical interface. It can be 3G1 or 3G2. Note: 3G2 is only for
devices that support dual modules.

Module Name  N/A It displays the vendor’s 3G/4G modem model hame.

IMEI/MEID N/A It displays the device IMEI code of the module.

HW Version N/A It displays the hardware version of the 3G/4G module.

FW Version N/A It displays the firmware version of the 3G/4G module.
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Show SIM Status

SiM PIN Code Status PIN Code Remaining Times PUK Code Remaining Times

Sm-A Ready 3 10

SIM Status (after Detail button)
Item Value setting Description
It displays the operating SIM card. The display can be SIM-A or SIM-B. Note: In some

SIM N/A
AMIT’s products, the device supports one SIM slot and only SIM-A is available.

It displays the stutus of whether the SIM is requied to be unlocked and absent of SIM
card. The display can be Ready, SIM card not inserted, incorrect PIN code, PIN is required,
Blocked.

Ready* the PIN code is entered correctly and the SIM is unlocked.

SIM card not insert* the SIM card is not detected. Check if SIM card is inserted properly.
PIN Code

Status N/A

PIN code incorrect* the PIN code entered is incorrect.

PIN is required* the PIN code is required to unlock the SIM card.

Blocked* the SIM card is locked and need PUK code to unlock. It is probably due to the
device had exceeded the allowed number of times to unlock. Refer to PIN Code

Remaining Times

This displays the remaining time of the counter that you are allowed to try to unlock SIM

card with the PIN code*. Once the number of unlocking tries has been exhused the
PIN Code

Remaining N/A
Times

counter will display zero then the SIM card is locked. You are not allowed to unlock with
the PIN code and would need to enter the PUK code to unlock instead.
Note: You will need to enquire the telecom carrier for the PUK code to unlock or further

technical services.

This displays the remaining time of the counter that you are allowed to try to unlock SIM
PUK Code

Remaining N/A
Times

card with the PUK code*. Once the number of unlocking tries has been exhused the

counter will display zero then the SIM card is locked. Note: When the counter has reached

zero, you will need to enquire the telecom carrier for further technical services.
*To enter or re-enter PIN code please go to Basic Network > WAN > Internet Setup > Connection
with SIM-A Card.
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Show Service Information

|- Service Information

Operator Cell Broadcast MCC MHNC LAC TAC Cell I Service Type Band RSSI

Chunghwa
e 4ER az Mg, 8E30 i LTE E_UTRA_DOPERATIMG_BAMND_3 -53
CS Register Status Eclo PS Register Status |PS Attached Status | Roaming Status IMSI1 SMSC MSISDN
Renistered -1 Renistered Attached MotRoaming | 4GE324000268870 | +8AE931000099 Mg,
Service Information (after Detail button)
Item Value setting Description
Operator N/A It displays the name of the carrier.

It displays the cell messaging information. This is only available in GSM network and that
Cell Broadcast  N/A play eine v

your carrier provides this information.

It displays the MCC (Mobile Country Code) information that obtains from the current

MCC N/A
registered network.

MNC N/A It displays the MNC (Mobile Network Code) information that obtains from the current
registered network.

LAC N/A It displays the LAC (Location Area Code) information in hexadecimal format, only available
in GSM/UMTS networks.

TAC N/A It displays the TAC (Tracking Area Code) information in hexadecimal format, only available
in LTE network.

Cell ID N/A It displays the Cell ID (CID) information in hexadecimal format.

Service Type N/A It displays the service type of the network that currently registered. It can be GSM,
WCDMA or LTE.

Band N/A It displays the band currently used.

RSSI N/A It displays the RSSI (Received Signal Strength Indicator) in unit dBm of the signal.

CS Register N/A It displays the Circuit Switched (CS) registration status to the circuit domain service. The

Status status can be Registered or Unregistered.

Eclo N/A It displays the Ec/lo information, the ratio of the signal to the interference. Note: the
value is taken logarithmically and usually is negative.

PS Register N/A It displays the registration status to the packet domain service. The possible value will be

Status Registered or Unregistered.

PS Attached

Status N/A It shows the PS attached status. It can be Attached or Detached.

Roaming It displays the registration status to the network, at roaming or at home network. It can

Status N/A be Roaming or Not Roaming.

IMSI N/A It displays the IMSI (International Mobile Subscriber Identity) information, which usually
is composed of 15 digits.

SMSC N/A It displays the SMSC (Short Message Service Center) information, which is necessary for
SMS service.

MSISDN N/A It displays the MSISDN (Mobile Station International Subscriber Directory Number)

information. The information is available if the SIM card supports it.
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2.3.7 Client List

The Client List shows you the LAN Interface, IP address, Host Name, MAC Address, and Remaining
Lease Time of each device that is connected to this router.

Go to Status > LAN Client List

#1 LAN Client List

LAN Interface IP Address Host Hame MALC Address Remaining Lease Time

Ethernet Crynarmic F192.163.1.100 amit-2:35611230-1 00-01-04-10-0F-17 2359

LAN Client List

Item Value setting Description
A

LAN Interface N/ Client record of LAN Interface. String Format.

IP Address N/A Client record of IP Address Type and the IP Address. Type is String Format and the
IP Address is IPv4 Format.

Host Name N/A Client record of Host Name. String Format.

MAC Address N/A Client record of MAC Address. MAC Address Format.

Remaining Lease . - . .

Time N/A Client record of Remaining Lease Time. Time Format.
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2.3.9 Firewall Status

The Firewall Status Viewer provides user a quick view of the firewall status and current firewall
settings. The Firewall Status Viewer also keeps the log history of the dropped packets by the
firewall rule policies. It also includes the administrator remote login settings specified in the
Firewall Options. Before Status Viewer can log history ensure to enable Log Alert box for each of
the Filter specified under Advanced Network > Firewall

By clicking the icon [+], the status table will be expanded to display log history. Clicking the Edit
button the screen will be switched to the configuration page.

From the menu on the left, select Status > Firewall Status > Firewall Status Tab

Packet Filter Status

Activated Filter Rule

Edit |

Detected Contents ‘ IP ‘ Time

Activated Filter

Rule N/A
Detected N/A
Contents

P N/A
Time N/A

This is the Packet Filter Rule name.

This is the logged packet information, including the source IP, destination
IP, protocol, and destination port —the TCP or UDP.

String format:

Source IP to Destination IP : Destination Protocol (TCP or UDP)

The Source IP (IPv4) of the logged packet.

The Date and Time stamp of the logged packet. Date & time format.
("Month" "Day" "Hours":"Minues":"Seconds")

Note: Ensure Packet Filter Log Alert is enabled.
Refer to Advanced Network > Firewall > Packet Filters tab. Check Log Alert and save the setting

39




M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

URL Blocking Status

= URL Blocking

Activated Blocking Rule Blocked URL P Time

URL Blocking Status

Item Value setting Description
Activated N/A This is the URL Blocking Rul
Blocking Rule is is the ocking Rule name.
Blocked URL N/A This is the logged packet information.
IP N/A The Source IP (IPv4) of the logged packet.

. The Date and Time stamp of the logged packet. Date & time format.
Time N/A .

("Month" "Day" "Hours":"Minues":"Seconds")

Note: Ensure URL Blocking Log Alert is enabled.
Refer to Advanced Network > Firewall > URL Blocking tab. Check Log Alert and save the setting.

Web Content Filter Status

= Weh Content Filters

Activated Filter Rule Detected Contents IP Time

Web Content Filter Status

Item Value setting Description

Activated Filter .

Rule N/A Logged packet of the rule name. String format.

Detected . .

Contents N/A Logged packet of the filter rule. String format.

IP N/A Logged packet of the Source IP. IPv4 format.

Time N/A Logged paclfet of the Date Time. Datetime format ("Month" "Day
"Hours":"Minues":"Seconds")

Note: Ensure Web Content Filter Log Alert is enabled.
Refer to Advanced Network > Firewall > Web Content Filter tab. Check Log Alert and save the
setting.
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MAC Control Status

= MAC Control

Activated Control Rule Blocked MAC Addresses P Time

MAC Control Status

Item Value setting Description
Activated o
N/A This is the MAC Control Rule name.
Control Rule
Blocked MAC o
Addresses N/A This is the MAC address of the logged packet.
IP N/A The Source IP (IPv4) of the logged packet.
. The Date and Time stamp of the logged packet. Date & time format.
Time N/A .
("Month" "Day" "Hours":"Minues":"Seconds")

Note: Ensure MAC Control Log Alert is enabled.
Refer to Advanced Network > Firewall > MAC Control tab. Check Log Alert and save the setting.

Plication Filters Status

= Application Filters

Filtered Application Category Filtered Application Name P Time

Application Filters Status

Item Value setting Description
Filtered Application L .
Category N/A The name of the Application Category being blocked.
Filtered Application
N PP N/A The name of the Application being blocked.

ame
IP N/A The Source IP (IPv4) of the logged packet.

. The Date and Time stamp of the logged packet. Date & time format.
Time N/A .

("Month" "Day" "Hours":"Minues":"Seconds")

Note: Ensure Application Filter Log Alert is enabled.
Refer to Advanced Network > Firewall > Application Filter tab. Check Log Alert and save the setting.
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IPS Firewall Status

Detected Intrusion IP Time
IPS Firewall Status
Item Value setting Description
Detected
I . N/A This is the intrusion type of the packets being blocked.
ntrusion
IP N/A The Source IP (IPv4) of the logged packet.
Time N/A The Date and Time stamp of the logged packet. Date & time format. ("Month"
"Day" "Hours":"Minues":"Seconds")

Note: Ensure IPS Log Alert is enabled.
Refer to Advanced Network > Firewall > IPS tab.Check Log Alert and save the setting.

Firewall Options Status

= Options

Stealth Mode SP1 Discard Ping from Wil Remote Administrator Management

Firewall Options Status

Item Value setting

Enable or Disable setting status of Stealth Mode on Firewall Options.

Stealth Mode N/A
String Format: Disable or Enable

Enable or Disable setting status of SPI on Firewall Options.

SPI N/A
/ String Format : Disable or Enable

Enable or Disable setting status of Discard Ping from WAN on Firewall

Discard Ping from .
N/A Options.

WAN
String Format: Disable or Enable
Enable or Disable setting status of Remote Administrator.
If Remote Administrator is enabled, it shows the currently logged in
administrator’s source IP address and login user name and the login
Remote time
Administrator N/A )
Management Formate:

IP : "Source IP", User Name: "Login User Name", Time: "Datetime"
Example:
IP: 192.168.127.39, User Name: admin, Time: Mar 3 01:34:13
Note: Ensure Firewall Options Log Alert is enabled.
Refer to Advanced Network > Firewall > Options tab.Check Log Alert and save the setting.
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2.3.b VPN Status

The VPN Status widow shows the overall VPN tunnel status.
From the menu on the left, select Status > VPN Status

IPSec Status

IPSec Status shows the configuration for establishing IPSec tunnel and current connection status.

Index skipping is used to reserve slots for new function insertion, when required.

# IPSec Status
Tunnel Name Tunnel Scenario Local Subnets Remote IP/FODN Remote Subnets Status
IPSec Status
Item Value setting Description
Tunnel Name N/A It displays the tunnel name you have entered to identify.
Tunnel Scenario N/A It displays the Tunnel Scenario specified.
Local Subnets N/A It displays the Local Subnets specified.
Remote Subnets N/A It displays the Remote Subnets specified.
Status N/A It displays the Status of the VPN connection. The status displays are Connected,
Disconnected, Wait for traffic, and Connecting.
Edit Button N/A Click on Edit Button to change IPSec setting, web-based utility will take you to

the IPSec configuration page. (Advanced Network > VPN > IPSec tab)
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PPTP Server/Client Status

PPTP Server/Client Status shows the configuration for establishing PPTP tunnel and current connection

status.
= PPTP Server Status

User Name

Remote IP

Remote Virtual IP Remote Call ID Status

= PPTP Client Status

PPTP Client Name

Interface Virtual 1P

Remote IP/FQDN Default Gateway/Remote Subnet Status

PPTP Server Status

Item Value setting Description

User Name N/A It displays the login name of the user used for the connection.

Remote IP N/A It displays the public IP address (the WAN IP address) of the connected PPTP
client.

Remote Virtual IP N/A It displays the IP address assigned to the connected PPTP client.

Remote Call ID N/A It displays the PPTP client Call ID.

Status N/A It displays the Status of each of the PPTP client connection. The status displays
Connected, Disconnect, and Connecting.
Click on Edit Button to change PPTP server setting, web-based utility will take

Edit Button N/A you to the PPTP server configuration page. (Advanced Network > VPN > PPTP

tab)

PPTP Client Status
Item Value setting Description
Client Name N/A It displays Name for the PPTP Client specified.
It displays the WAN interface with which the gateway will use to request PPTP
Interface N/A Py 8 Y a
tunneling connection to the PPTP server.
Virtual IP N/A It displays the IP address assigned by Virtual IP server of the PPTP server.
Remote IP/FQDN N/A It displays the PPTP Server’s Public IP address (the WAN IP address) or FQDN.
Defaul It displays the specified IP address of the gateway device used to connect to
efault
the internet to connect to the PPTP server —the default gateway. Or other
Gateway/Remote N/A
Subnet specified subnet if the default gateway is not used to connect to the PPTP
server —the remote subnet.
It displays the Status of the VPN connection. The status displays Connected,
Status N/A play play
Disconnect, Connecting.
Click on Edit Button to change PPTP client setting, web-based utility will take
Edit Button N/A you to the PPTP server configuration page. (Advanced Network > VPN > PPTP

tab)
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L2TP Server/Client Status

LT2TP Status shows the configuration for establishing LT2TP tunnel and current connection status.

= L2TP Server Status | Edit |
User Name Remote IP Remote Virtual IP Remote Call ID Status
= L2TP Client Status
L2TP Client Name Interface Virtual IP Remote IP/FODN Default Gateway/Remote Subnet Status

L2TP Server Status
| Item ~ Value setting ~ Description

User Name N/A It displays the login name of the user used for the connection.

Remote IP N/A It displays the public IP address (the WAN IP address) of the connected L2TP
client.

Remote Virtual IP N/A It displays the IP address assigned to the connected L2TP client.

Remote Call ID N/A It displays the L2TP client Call ID.

Status N/A It displays the Status of each of the L2TP client connection. The status displays
Connected, Disconnect, Connecting
Click on Edit Button to change L2TP server setting, web-based utility will take

Edit Button N/A you to the L2TP server configuration page. (Advanced Network > VPN > L2TP

tab)

L2TP Client Status
Item Value sett
Client Name N/A It displays Name for the L2TP Client specified.
It displays the WAN interface with which the gateway will use to request PPTP
Interface N/A isplay i with whi gateway will u qu
tunneling connection to the PPTP server.
Virtual IP N/A It displays the IP address assigned by Virtual IP server of the L2TP server.
Remote IP/FQDN N/A It displays the L2TP Server’s Public IP address (the WAN IP address) or FQDN.
Defaul It displays the specified IP address of the gateway device used to connect to
efault
the internet to connect to the L2TP server —the default gateway. Or other
Gateway/Remote N/A
Subnet specified subnet if the default gateway is not used to connect to the L2TP
server —the remote subnet.
It displays the Status of the VPN connection. The status displays Connected,
Status N/A play play:
Disconnect, Connecting.
Click on Edit Button to change L2TP client setting, web-based utility will take
Edit Button N/A you to the L2TP client configuration page. (Advanced Network > VPN > L2TP
tab)
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2.3.d System Mgmt. Status

The System Management Status window shows the status for managing remote network devices. The
type of management available in your device is depended on the device model purchased. The
commonly used ones are the SNMP, TR-069, and UPnP.

From the menu on the left, select Status > System Mgmt. Status

SNMP Linking Status

SNMP Link Status screen shows the status of current active SNMP connections.
] SNMP Linking Status

User Name IP Address Port Community Auth. Mode Privacy Mode SNMP Version
192.168.12.179 2963 public v
192 168 12 179 3016 public vl
192.168.12.179 3263 public il
192 168 12 179 3290 public vac
192.168.12.179 442 public il
192 168 12 179 3445 public Vo
test1 192.168.12.179 4182 SHA authMoPriv 3

SNMP Link Status

Item Value setting Description

User Name N/A ;c displays the user name for authentication. This is only available for SNMP version

IP Address N/A It displays the IP address of SNMP manager.

Port N/A It displays the port number used to maintain connection with the SNMP manager.

Community N/A It displays the community for SNMP version 1 or version 2c only.

Auth. Mode N/A It displays the authentication method for SNMP version 3 only.

Privacy Mode N/A It displays the privacy mode for version 3 only.

SNMP Version N/A It displays the SNMP Version employed.
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SNMP Trap Information

Show the status of current received SNMP traps.

#* SNMP Trap Information

Trap Level Time Trap Event
1 20713/1/02 0023811 192.168.12.178 Cold Start Reboot
1 20713/1/02 00:38:11 192.168.12.179 Cold Start Reboot
1 2013/1/02 00:38:13 192.168.12.179 Cold Start Reboot
1 2013102 00:353:13 192.168.12.179 Cold Start Reboat

SNMP Trap Information

Item Value setting Description

Trap Level N/A It displays the trap level.

Time N/A It displays the timestamp of trap event.

Trap Event N/A It displays the IP address of the trap sender and event type.

TR-069 Status

The TR-069 Status window shows the current connection status with the TR-068 server.

= TR-069 Status

Link Status

Off

TR-069 Status

Item Value setting Description
It displays the current connection status with the TR-068 server. The connection
Link Status N/A status is either On when the device is connected with the TR-068 server or Off

when disconnected.
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Chapter 3 Basic Network

3.1 WAN

The gateway provides one or more WAN interfaces to let all client hosts in Intranet of the gateway
access the Internet via ISP. But ISPs in the world apply various connection protocols to let gateways or
user's devices dial in ISPs and then link to the Internet via different kinds of transmit media.

So, the WAN Connection lets you specify the WAN Physical Interface, WAN Internet Setup and
WAN Load Balance for Intranet to access Internet. For each WAN interface, you must specify its
physical interface first and then its Internet setup to connect to ISP. If the gateway has multiple WAN
interfaces, you also can assign physical interface to participate in the Load Balance function.

In Physical Interface, you can choose “Ethernet”, “3G/4G”, “USB 3G/4G” or “ADSL” based on the
supported interfaces of the gateway. In Internet Setup, you can choose adequate WAN type for
different kind of WAN interface. When the gateway has multiple WAN interfaces, load balance
function operates between these interfaces to maximize the WAN bandwidth utilization.

' @ Wizard l W Internet Setup Load Balance
| @) o

' Basic Network
B2
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3.1.1 Physical Interface

The first step to configure one WAN interface is to specify which kind of connection media to be
used for the WAN connection, as shown in "Physical Interface" page.

In "Physical Interface" page, there are two configuration windows, "Physical Interface List" and
"Interface Configuration". "Physical Interface List" window shows all the available physical interfaces.
After clicking on the "Edit" button for the interface in "Physical Interface List" window the "Interface
Configuration" window will appear to let you configure a WAN interface.

Load Balance

Internet Setup

« |

Interface Name Physical Interface Operation Mode Line Speed Action
WAMN-1 Ethernet 1 Always on 1000 (Mbps) / 1000 (Mbps)
WAN-2 Ethernet 2 Always on 1000 (Mbps) / 1000 (Mbps)
WAN-3 USB 3G/4G Failover 5 (Mbps) / 21 (Mbps)

Item

Setting

Always on W

1000 Mbps s |/ [1000 Mbps | (Upload / Download)

[] Enable 5 (1-4095)

» Physical Interface

» Operation Mode

» Line Speed

» VLAN Tagging

Physical Interface List

The Physical Interface List shows all WAN interfaces of the gateway device, including their name,
what kinds of physical interface, their operation mode and line speed. There is one "Edit" button for
each WAN interface, which can let you configure the interface. Please see "Interface Configuration"
section beneath. Following are some "Physical Interface List" window examples for different gateway
products.
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An example of a SDE852AM-00001 device

Interface Name Physical Interface Operation Mode Line Speed Action

WAN-1 Ethernet 1 Always on 1000 (Mbps) / 1000 (Mbps) Edit

WAN-2 Ethernet 2 Always on 1000 (Mbps) / 1000 (Mbps) Edit

WAN-3 USB 3G/4G Failover 5 (Mbps) / 21 (Mbps) Edit

An example of an I0G761AM-0TDA1 device

Interface Name Physical Interface Operaticn Mode Line Speed Action

WAN-1 3G/4G Always on 50 (Mbps) / 150 (Mbps) Edit

WAN-2 ADSL Always on 2 (Mbps) / 22 (Mbps) Edit

WAN-3 Ethernet Always on 100 (Mbps) / 100 (Mbps) Edit

WAN-4 USB 3G/4G Failover 5 (Mbps) / 21 (Mbps) Edit

An example of an ODG761AM-0T1 device

Interface Name Physical Interface Operation Mode Line Speed Action
WAN-1 3G/4G Always on 50 (Mbps) / 150 (Mbps)

An example of an BDG761AM-0T1 device

Interface Name Physical Interface Operation Mode Line Speed Action

WAN-1 Ethernet Always on 100100 Edit

WAN-2 3G/4G Always on 50/100 Edit

The contents of "Physical Interface List" in above example windows are just some examples. They
vary from model to model. It depends on the model purchased.

® Interface Name
The logic name of WAN interfaces is identified by “WAN-1", “WAN-2", ..., and so on.

® Physical Interface

This device is equipped with some kinds of WAN Interfaces to support different WAN types of
connections. You can configure one by one to get proper internet connection setup. Refer to AMIT
Product List in Appendix A for number of interfaces, the type of physical interface and suggested logic
WAN name in the device,
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® Operation Mode

There are three option items “Always-on”, “Failover”, and “Disable” for the operation mode
setting. It decides whether the corresponding WAN interface functions as the main access, as a failover
access connection or disable the interface.

® Line Speed

Specify the correct line speed (bandwidth) of uploading and downloading for each WAN interface
allow the device to operate its Q0S&BWM and WAN Load Balance functions normally. It is necessary to
configure the parameters if you want to use QoS&BWM and WAN Load Balance functions on the
gateway device.

® VLAN Tagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Gateway for
specific services. You must specify it in the WAN physical interface. Please note that only Ethernet and
ADSL physical interfaces support the feature.

Interface Configuration

The configuration of a WAN interface includes the settings of interface type, operation mode, line
speed of upload and download, and VLAN tagging. The WAN interface name at the end of window
caption indicates which interface that you are configuring.

Item Setting
» Physical Interface
» Operation Mode Always on W
» Line Speed (100 | [mbps v|/ [100 Mbps | (Upload / Download)
» VLAN Tagging [ ] Enable |2 (1-4095)

The content in above diagram is an example for Ethernet WAN interface.

® Physical Interface

AMIT gateway supports Ethernet, 3G/4G, USB 3G/4G and ADSL physical interfaces. The kinds of
physical interface in the device depend on the specification of gateway product purchased.

Following are some physical interface configuration examples and their illustration diagram.
Please be noted that USB 3G/4G can be used only as a failover interface. The primary connection is
WAN-1 and its operation mode must be "Always on". So, the physical interface of WAN-1 will not be
"USB 3G/4G".
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Configuration Path

[Physical Interface]-[Interface Configuration (WAN-n)], n=1, 2, ...

Physical Interface Ethernet 3G/4G USB 3G/4G ADSL

Operation Mode Always on Always on Failover Always on

Line Speed 100Mbps / | 50Mbps / | 5Mbps / 21Mbps | 2Mbps / 22Mbps
100Mbps 150Mbps

ISP

Ethernet WAN

M/— Gateway
S TS

Cellular Network

(V)

y-

Cellular Network

(V)

£

ISP

xDSL odem

D) 3G/4G WAN

Gateway

R {en USB 3G/4G WAN
% Gateway
=N
|

ADSL WAN

Gateway

SLAM
g

Ethernet WAN: The gateway has one or more RJ45 WAN ports that can be configured to be WAN
connections. For each Ethernet WAN port, please plug in RJ45 cable from your external DSL modem to
the port and follow Ul setting to setup. If the gateway is setup behind a firewall device, plug in RJ45

cable from one Ethernet port of firewall device instead.

3G/4G WAN: The gateway has one or more built-in 3G/4G® modems that can be configured to be WAN
connections. For each built-in modem, there are 1 or 2 SIM cards to be inserted into the modem, please
insert the SIM card and follow Ul setting to setup.

[

Caution

\

Please MUST POWER OFF the gateway before
you insert or remove SIM card.
The SIM card can be damaged if you insert or

remove SIM card while the gateway is in operation.

.

~N

J

6 The specification of embedded module depends on respective model.
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USB 3G/4G WAN: The gateway has one USB port that can support 3G/4G USB modem’ for a WAN
connection. Please plug 3G/LTE USB dongle and follow Ul setting to setup.

ADSL WAN: The gateway has one ADSL modem built-in that can be configured to be a WAN
connection, please plug in RJ11 cable (normally the landline phone cable) in DSL port and follow
Ul setting to setup.

® Operation Mode

There are three option items “Always on”, “Failover”, and “Disable” for the operation mode
setting.

Always on: Set this WAN interface to be active all the time. Only the interfaces with "Always on"
operation mode can share their bandwidth for load balance function. That means when two or
more Internet connections are established simultaneously at "Always on" mode, outgoing data
will be transferred through these WAN connections base on load balance policies. This mode is
especially suitable for high bandwidth requirement, such as video stream transmission.

Failover: A failover interface is a backup connection to the primary. That means only when its
primary WAN connection is broken, the backup connection will be started up to substitute the
primary connection. In addition, there is a "Seamless" option for Failover operation mode. When
seamless option is activated by checking on the "Seamless" box in configuration window, both the
primary connection and the failover connection are started up after system rebooting. But only
the primary connection executes the data transfer, while the failover one just keep alive of
connection line. As soon as the primary connection is broken, the system will switch, meaning
failover, the routing path to the failover connection to save the dial up time of failover connection
since it has been alive.

Disable: Set this WAN interface to be inactive.

> Failover Scenario without Seamless:

As an example, you can set the operation mode of WAN-2 interface to be a backup WAN
connection. WAN-1 interface serves as the primary connection of WAN-2 and its operation mode
is "Always on". But the "Seamless" box is unchecked. That means WAN-2 failover from WAN-1 and
it won’t be activated until primary WAN connection (WAN-1) has failed. When the primary
interface is recovered back with a connection, primary interface will take over data transfer again.
Following 4 tables list the parameter configuration for these two WAN interfaces.

7 Please refer to compatibility list to check which 3G or LTE dongles are supported by this device.
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Configuration Path

[Physical Interface]-[Interface Configuration (WAN-n)], n=1, 2

Interface Name WAN-1 WAN-2
Physical Interface ADSL USB 3G/4G

Operation Mode Always on Failover WAN-1 nSeamless
Line Speed 2Mbps / 22Mbps 5Mbps / 21Mbps

Configuration Path

[Internet Setup]-[Internet Connection Configuration (WAN-n)], n=1, 2

Interface Name

WAN-1 WAN-2

WAN Type

Ethernet over ATM with NAT 3G/4G

Configuration Path

[Internet Setup]-[Ethernet over ATM with NAT WAN Type Configuration]

Interface Name

WAN-1

Connection Control

Auto-reconnect (Always on)

Data Encryption LLc
VPI Number 0
VCI Number 33
Schedule Type UBR

Configuration Path

[Internet Setup]-[3G/4G WAN Type Configuration]

Interface Name

WAN-2

Dial-up Profile

Auto-detection

Connection Control

Auto-reconnect (Always on)

So, the initial status of two WAN connections is shown in following diagram.

B

Next, Failover and Failback processes are shown in following diagram. Their steps are:

ISP (@) Gatewa
Connected ( ) v

I({g Not Connected

Cellular Network

S 1: When system discovers the primary WAN connection is failed.
S 2: System starts the failover process.

S 3: System tries to create the WAN connection by using Failover WAN interface, and use it for

incoming data transmitting mission.

(9]

S 4. System keeps trying to recover the failed primary WAN connection. Once it is recovered,

Initial Status
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system starts the failback process.
S5: When failback process starts, system terminates the current WAN connection via Failover
WAN interface.
S 6: System changes the data routing path back to the primary WAN interface as same state as at
the beginning of system normal operation.

ISP
\\fﬁa [jii
Failover
Cellular Network
ISP
@ E’:‘Lﬁ @ Connection Back
Failback

®) Failback:

((( ))) /g)ﬁ'late Connection

)

Cellular Network

> Seamless Failover Scenario:

As another example, all parameter configuration for WAN-1 and WAN-2 is same as above example
except the "Seamless" box is checked as bellow (in red color).

Configuration Path [Physical Interface]-[Interface Configuration (WAN-n)], n=1, 2
Interface Name WAN-1 WAN-2

Physical Interface ADSL USB 3G/4G

Operation Mode Always on Failover WAN-1 mSeamless
Line Speed 2Mbps / 22Mbps 5Mbps / 21Mbps

When the “Seamless” enable checkbox is activated, it can allow the Failover interface to be
connected continuously after system booting up. The Failover interface just keeps connecting but
without data transfer. The purpose is to aim at the shortening of switch time during failover
process. So, when primary connection is disconnected, failover interface will take over the data
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transfer mission instantly by only changing routing path to failover interface. The dialing-up time
of failover connection is saved since it has been connected beforehand. For some mission-critical
applications, this gateway supports “Seamless Failover”®to shorten switch time during WAN
interface failover process.

So, the initial status of two WAN connections for Seamless Failover is shown in following diagram.

(( . ))Gateway

Connected and
' Data Transfe rringyy an-184

Connected but just

mg? Keep Alive

Initial Status

Cellular Network

Next, Failover and Failback processes are shown in following diagram. Their steps are:

When system discovers the primary WAN connection is failed.

System starts the failover process.

System changes the data routing path to the failover WAN interface for further data

transmitting. It is faster than the one in the normal mode of failover since routing change is

simpler than dialing up a new WAN connection.

S 4. System keeps trying to recover the failed primary WAN connection. Once it is recovered,
system starts the failback process.

S 5. When failback process starts, system will leave alive the current WAN connection via Failover
WAN interface, but no more data transmitting.

S 6: System changes the data routing path back to the primary WAN interface as same state as at

the beginning of system normal operation.

v |n L
wIN =
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ISP 7
AM @ Disconnected (t97) Gateway
l . T h o
' WAN-1ER
@® Failover. | \ .
\ WAN-2: 3G/4 Failover
—((E ))) ‘ﬁnge Routing via WAN-2
A

Cellular Network

IsP () Gateway

,,A EPALAM @ Connection Back
e arnet : . o
J \

® Failback: Change|

Routing back via WAN-
€ —=.

® Leave it Keep Alive
.

Cellular Network

Failback

> Dual SIM Failover Scenario:

If your purchased product has one or more embedded 3G/LTE module, and they have dual SIMs
to be used as connection profiles to connect to mobile system for each 3G/LTE module. But please
be noted, only one SIM card is used for a 3G/LTE module. Failover and Seamless Failover scenarios
mentioned above are interacted between multiple interfaces. One embedded 3G/LTE module
creates only one WAN interface, even it has dual SIMs. A special failover mechanism between
using both SIM cards to connect to mobile system is presented here. It is called as Dual SIM
Failover.

In this Dual SIM Failover, there are four kinds of SIM card usage scenarios, including "SIM-A First",
"SIM-B First“, and “SIM-A Only and “SIM-B Only”. By default, “SIM-A First” scenario is used to
connect to mobile system for data transfer. So in the case when “SIM-A Only” or “SIM-B Only” is
used, the specified SIM slot card is the only one to be used for negotiation parameters between
gateway device and mobile base station. However, in the case of “SIM-A First” or “SIM-B First”
scenario, the gateway will try to connect to the Internet by using SIM-A or SIM-B card first. And
when the connection is broken, gateway system will switch to use the other SIM card for an
alternate automatically and will not switch back to use original SIM card except current SIM
connection is also broken. That is, SIM-A and SIM-B are used iteratively, but either one will keep
being used for data transfer when current connection is still alive.

Following 3 tables list the parameter configuration for the Dual SIM failover scenario. Other
settings that don't show out in the tables, please leave them as default values.
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Configuration Path

[Physical Interface]-[Interface Configuration (WAN-1)]

Interface Name WAN-1

Physical Interface 3G/4G6
Operation Mode Always on

Line Speed 50Mbps / 150Mbps

Configuration Path

[Internet Setup]-[Internet Connection Configuration (WAN-1)]

Interface Name

WAN-1

WAN Type

3G/4G

Configuration Path

[Internet Setup]-[3G/4G WAN Type Configuration]

Interface Name

WAN-1

Preferred SIM Card

SIM-A First

So, the initial status of two WAN connections using different SIM card is shown in the following

diagram.

Cellular Network #1

\@__

Connectedand (€
igl)  Data Transferringsia

A

\\
Initial Status
(SIM-AFirst)

¢

I [3} kN ot Connected

i

Cellular Network #2

Next, Dual SIM Failover process with SIM-A First scenario is shown in the following diagram. The

steps are:

Pre-state: System tries to connect to mobile system for an Internet connection by using
connection profile in SIM-A (for SIM-A First scenario) after system rebooting. If the
connection is successful, data transfer from Intranet to Internet will be executed in
this WAN connection. Call the connection as SIM-A connection. But if SIM-A
connection failed, system will try to connect to mobile system by using connection
profile in SIM-B. If it is successful, call it as SIM-B connection. In this way, use SIM-A
and SIM-B alternately for a successful WAN connection. At last, assume it is SIM-m
connection here for a successful connection, m can be 'A' or 'B'.

S 1: When system discovers the SIM-m connection is failed, system starts the failover process.

S 2: System tries to create another WAN connection by using connection profile in SIM-n, and

use it for incoming data transmitting mission, where n can be 'A' or 'B'.
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S 3: System keeps executing data transfer via SIM-n connection until the connection failed. Once
the SIM-n connection failed, system starts the failover process again and goes back to S2

step.
Cellular Network #1
) (@ When Disconnected ((§)) Gateway
B £
® Failovery I - Failover
((( ))) e ® Start Connecting
£
Cellular Network #2
Cellular Network #1
- (( ))Gateway
7 () ® start Connecting sim-a
; ﬁ PP Y e
® Failover | v Failover

()] @ When Disconnected

A

Cellular Network #2

® Line Speed
To declare correct line speed of uploading and downloading for each WAN interface can let the
device operate its Q0S&BWM and WAN Load Balance functions normally.

If you don't know accurate line speed of your subscribed Internet service, following are some
suggestions:

High Speed Ethernet WAN: Upload 100Mbps, Download 100Mbps;
Gigabit Ethernet WAN: Upload 1000Mbps, Download 1000Mbps;
CAT4 Built-in LTE Module: Upload 50Mbps, Download 150Mbps;
CAT3 LTE USB Dongle: Upload 50Mbps, Download 100Mbps;

3G USB Dongle: Upload 5Mbps, Download 21Mbps;

ADSL2+: Upload 2Mbps, Download 22Mbps.

VVVVYYY

® VLAN Tagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Gateway for
specific services. Ensure to specify it in the WAN physical interface. Please be noted that only Ethernet
and ADSL physical interfaces support the feature.

As an example (just for an example, your device may not have an ADSL WAN), you can setup
WAN-1 without VLAN Tagging by using Ethernet WAN interface for your Intranet to access the Internet.
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In addition, you also can setup WAN-2 with VLAN Tagging (Tag ID 12) using ADSL WAN interface for
your Intranet to access specific service in ISP. Following table list the physical interface configuration
for these two WAN interfaces, and their scenarios are shown in the following diagram.

Configuration Path [Physical Interface]-[Interface Configuration (WAN-n)], n=1, 2
Interface Name WAN-1 WAN-2
Physical Interface Ethernet ADSL
Operation Mode Always on Always on

Line Speed 100Mbps / 100Mbps 2Mbps / 22Mbps
VLAN Tagging OEnable mEnable 12

Ethernet WAN

ISP Gateway
CAM w/oTag @
— [ '— B
@ xDSLModem
Specific Swice @
ADSL WAN
Gateway

Specific Swice @

| P.s.3G/4G or USB 3G/4G can’t carryany VLAN tag in communication packets

w/Tag 12
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3.1.3 Internet Setup

After specifying the physical interface for each WAN connection, administrator must configure
their connection profiles one after one to meet the dial in process of ISPs, so that all client hosts in the
Intranet of the gateway can access the Internet.

In "Internet Setup" page, there are some configuration windows: "Internet Connection List",
"Internet Connection Configuration", "WAN Type Configuration" and related configuration windows for
each WAN type. For the Internet setup of each WAN interface, you must specify its WAN type of
physical interface first and then its related parameter configuration for that WAN type.

"Internet Setup List" window shows your target WAN type for each WAN interface that gateway
provides.

After clicking on the "Edit" button of a physical interface in "Internet Setup List" window, the
"Internet Connection Configuration" window will appear to let you specify which kind of WAN type
that you will use for that physical interface to make an Internet connection. Based on your chosen
WAN type, you can configure necessary parameters in each corresponding configuration window.

Physical Interface m Load Balance

Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 GG Always on IGMG
WAN-2 ADSL Always on Ethemnst over ATM with NAT
WAN-3 Ethermet Always on Dynamic IP
WAN-4 USB 3G/4G Failover GG
Item Setting
» WAN Type GG v
Item Setting
» Preferred SIM Card SIM-A First v
Item Setting
» Dial-up Profile (@ Auto-detection (O Manual-configuration
» PIN Code [ | (Optional)
Item | Setting
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Internet Connection List

The Internet Connection List shows the WAN connection profiles of all WAN interfaces in the
gateway device, including interface name, the kinds of physical interface, their operation mode and
WAN connection type. There is one "Edit" button for each WAN interface to let you configure its
Internet connection. Please see "Internet Connection Configuration" section beneath. Following are
some "Internet Connection List" window examples for different gateway products.

SDE852AM-00001 example

Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 Ethernet 1 Always on Static 1P
WAN-2 Ethernet 2 Always on Static IP
WAN-3 USB 3G/4G Failover IG/4G
I0G761AM-0TDA1 example
-
Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 Ethemet Always on Static IP
WAN-2 3GI4G Always on 3G/4G
WAN-3 ADSL Always on Ethernet over ATM with NAT
WAN-4 USB 3G/4G Failover IG/AG
ODG761AM-0T1 example
Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 3GMG Always on 3G/4G
BDG761AM-0T1 example
Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 Ethernet Always on Static IP
WAN-2 3G4G Failover 3G/4G

The contents of "Physical Interface List",

the model purchased.

as shown in above screenshot, may vary depending on
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® Interface Name
The logic name of WAN interfaces is identified by “WAN-1", “WAN-2", ..., and so on.

® Physical Interface

This device is equipped with some kinds of WAN Interfaces. Please refer to [Basic Network]-
[WAN]-[Physical Interface] section (3.1.1).

® Operation Mode

It is "Always on", "Failover" or "Disable". Please refer to [Basic Network]- [WAN]-[Physical
Interface] section (3.1.1).

® WAN Type

The supported WAN types for each WAN interface depend on the kind of interface.
Following are all kinds of physical interfaces and their supported WAN types.

<> Ethernet interface: A fixed line ISP that provides xDSL or cable modem for you to setup the
WAN connection.
B Static IP Address WAN type: Select this option if ISP provides a fixed IP address to you.
You will need to enter in the IP address, subnet mask, and gateway address, provided to
you by your ISP.

B Dynamic IP Address WAN type: You may choose this WAN type if you connects a cable
modem or a fiber (VDSL modem) for Internet connection. The assigned IP address for
the WAN interface by a DHCP server may be different every time.

B PPP over Ethernet WAN type: As known as PPPoE. This WAN type is widely used for
ADSL connection.

B PPTP WAN type: This WAN type is more popular in Russia.

B L2TP WAN type: This WAN type is more popular in Israel.

<> 3G/4G or USB 3G/4G interface: The ISP is a mobile operator that can provide LTE, HSPA+,
HSPA, WCDMA, EDGE, GPRS data services”.

B 3G/4G WAN type: If you have subscribed 3G/LTE data services from a mobile operator.

You can setup a 3G/4G WAN connection by using the gateway device. This gateway can

support LTE/3G/2G data connection based on mobile system specifications that mobile

9 Different models have different specifications of embedded 3G module. Please refer to specification file for
details.
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operator provides. In addition, if your 3G data plan is not with a flat rate, it's
recommended to set Connection Control mode to Connect-on-Demand or Manually.

<> ADSL interface: Asymmetric digital subscriber line (ADSL) is a type of digital subscriber line
(DSL) technology, a data communications technology that enables faster data transmission
over copper telephone lines than a conventional voiceband modem can provide. Use a RJ11
cable to connect the ADSL port of gateway device to the DSLAM at ISP, and connect further
to a conventional Internet Protocol network.

Ethernet over ATM with NAT WAN type: The option is intended to be used in
implementations which use ATM networks to carry multiprotocol traffic among hosts,
routers and bridges which are ATM end systems.

IP over ATM WAN type: Select this option if ISP provides VPI/VCI, VC-based/LLC-based
multiplexing, IP address, subnet mask, gateway address and DNS to you to setup an
ADSL Internet connection.

PPPoE (ADSL) WAN type: Select this option if your ISP requires you to use a PPPoE
connection for accessing Internet. This option is typically used for DSL services.

PPP over ATM WAN type: The Point-to-Point Protocol over ATM (PPPoA) is a network
protocol for encapsulating PPP frames in AALS. It is used mainly with DSL carrier.

RFC 1483 Bridged WAN type: RFC1483 Bridged is for carrying connectionless network
interconnected traffic over an ATM network. Bridging performs higher-layer protocol
multiplexing implicitly by ATM virtual circuits.

Internet Connection Configuration

To setup the Internet connection profile for each physical WAN interface, you must specify its
WAN Type for the interface and then define related parameters for the WAN type. So the gateway will
connect to ISP that you subscribe to, and ISP further links the connection to the Internet.

WAN Type varies from interface to interface. Based on physical interface, the supported WAN
Types and related settings are shown as below. In the example bellow, the I0G761AM-0TDA1 is used
to show the Internet connection configurations as it includes most kinds of physical interfaces.
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Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 Ethemet Always on Static IP
WAN-2 IGI4G Abways on IGMG
WAN-3 ADSL Always on Ethernet over ATM with NAT
WAN-4 USB 3G/4G Failover 364G
<> Ethernet interface: there are Static IP, Dynamic IP, PPPoE, PPTP and L2TP WAN types.

Static IP Address WAN Type: Settings include WAN IP Address, WAN Subnet Mask, WAN
Gateway, Primary DNS, Secondary DNS, MTU, NAT, Network Monitoring, IGMP and WAN IP
Alias.

Dynamic IP Address WAN Type: Settings include Host Name, ISP registered MAC Address,
Connection Control, Maximum Idle Time, MTU, NAT, Network Monitoring, IGMP and WAN IP
Alias.

PPPoE WAN Type: Settings include IPv6 Dual Stack, PPPoE Account & Password, Primary DNS
/ Secondary DNS, Connection Control, Maximum Idle Time, Service Name / Assigned IP
Address, MTU, NAT, Network Monitoring, IGMP and WAN IP Alias.

PPTP WAN Type: Settings include IP Mode, Server IP / Name, PPTP Account & Password,
Connection ID, Connection Control, Maximum Idle Time, Service Name / Assigned IP Address,
MTU, MPPE, NAT, Network Monitoring, IGMP and WAN IP Alias.

L2TP WAN Type: Settings include IP Mode, Server IP / Name, L2TP Account & Password,
Connection Control, Maximum Idle Time, MTU, MPPE, NAT, Network Monitoring, IGMP and
WAN IP Alias.

3G/4G or USB 3G/4G interface: there is only 3G/4G WAN type.

3G/4G WAN Type: Settings include Dial-up Profile, APN, PIN Code, Dialed Number, Account
& Password, Authentication, Primary DNS, Secondary DNS, Connection Control, Maximum
Idle Time, Time Schedule, MTU, NAT, Network Monitoring and IGMP.

ADSL interface: there are Ethernet over ATM with NAT, IP over ATM, PPPoE (ADSL), PPP over ATM
and RFC 1483 Bridged WAN types.

Ethernet over ATM with NAT and IP over ATM WAN Types: Settings include IP Mode, Host
Name, ISP Registered MAC Address, Connection Control, MTU, NAT, Data Encapsulation, VPI
Number, VCI Number, Schedule Type, Network Monitoring, IGMP and WAN IP Alias.

PPPoE (ADSL) and PPP over ATM WAN Types: Settings include PPPoE Account & Password,
Primary DNS, Secondary DNS, Connection Control, Service Name, Assigned IP Address, MTU,
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NAT, Data Encapsulation, VPI Number, VCI Number, Schedule Type, Network Monitoring,
IGMP and WAN IP Alias.

RFC 1483 Bridged WAN type: Settings include Data Encapsulation, VPI Number, VCI Number,
Schedule Type, Network Monitoring, IGMP and WAN IP Alias.

There are some common and important configuration parameters common to all WAN Type as
listed below.

® Network Monitoring

The gateway supports failover function and the function must depend on the correct decision
when a connection is down. Some parameters are used in the decision process.

DNS Query / ICMP Checking: either one is used to check alive for a WAN connection.

Loading Checking: The response time of replied keep-alive packets may increase when WAN
bandwidth is fully occupied. To avoid keep-alive feature work abnormally, enable this option
will stop sending keep-alive packets when there are continuous incoming and outgoing data
packets passing through WAN connection.

Check Interval: Indicate how often to send keep-alive packet.

Check Timeout: Set allowance of time period to receive response of keep-alive packet. If this
gateway doesn’t receive response within this time period, this gateway will acknowledge this
keep alive is failed.

Latency Threshold: Set acceptance of response time. This gateway will record this keep-alive
check is failed if the response time of replied packet is longer than this setting.

Fail Threshold: Times of failed checking. This WAN connection will be recognized as broken if
the times of continuous failed keep-alive checking equals to this value.

Targetl/Target2: Set host that is used for keep alive checking. It can be DNS1, DNS2, default
Gateway, or other host that you need to input IP address manually.

The decision flow chart of keep-alive checking for a WAN connection is shown as below.
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® Connection Control

There are three ways for connection control, “Auto-reconnect (Always on)”, “Dial-on-demand”
and “Manually”.

Auto-reconnect (Always on): This gateway will establish Internet connection automatically once it
has been booted up, and try to reconnect once the connection is down. It's recommended to
choose this scheme if for mission critical applications to ensure full-time Internet connection.

Dial-on-demand: This gateway won’t start to establish Internet connection until local data is going
to be sent to WAN side. After normal data transferring between LAN and WAN sides, this gateway
will disconnect WAN connection if idle time reaches value of Maximum Idle Time.
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Manually: This gateway won’t start to establish WAN connection until you press “Connect”
button on web Ul. After normal data transferring between LAN and WAN sides, this gateway will
disconnect WAN connection if idle time reaches value of Maximum Idle Time.

Please be noted, if the WAN interface serves as the primary one for another WAN interface in
Failover role, the Connection Control parameter will not be available to you to configure as the
system must set it to “Auto-reconnect (Always on)”.

» Auto-reconnect / Dial-on-demand / Manually Scenario:

As an example, WAN-1, WAN-2 and WAN-3 are all Ethernet interfaces with "Always on" operation
mode. Their WAN Type is set to "Dynamic IP" but with different Connection Control approaches.
WAN-1 uses "Auto-reconnect (Always on)", WAN-2 uses "Dial-on-demand" and WAN-3 uses
"Manually". Following 3 tables list the parameter configuration for these three WAN interfaces.

Configuration Path [Physical Interface]-[Interface Configuration (WAN-n)], n=1,2,3

Interface Name WAN-1 WAN-2 WAN-3
Physical Interface Ethernet Ethernet Ethernet
Operation Mode Always on Always on Always on
Line Speed 100Mbps / 100Mbps 100Mbps / 100Mbps 100Mbps / 100Mbps
Configuration Path [Internet Setup]-[Internet Connection Configuration (WAN-n)], n=1, 2, 3
Interface Name WAN-1 WAN-2 WAN-3
WAN Type Dynamic IP Dynamic IP Dynamic IP
Configuration Path [Internet Setup]-[Dynamic IP WAN Type Configuration]

Interface Name WAN-1 WAN-2 WAN-3
Connection Control Auto-reconnect (Always on) | Dial-on-demand Manually

System keeps alive the WAN connection whose connection control is "Auto-reconnect
(Always on)". After system booting up, the connection will be alive and once the
connection is down, system will re-connect it. The scenario is shown in following diagram.

ISP

@ am ) Disconnected
- i DS dem gmar

Gateway

€ =
@ @ Re-connecting Sjrevest Auto-reconnect
Primary 3 Secondany NS (AIW ays On)
Secondaryl?,N\S, I I I 1
DHCP Servers ™ =1 =1 w1 o
s L
I"—ll'...’ "—ll'. . I"—'I'..Irlll|tra|1et.-.I
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Its steps are:

Pre-state: After system booting up, system tries to let the WAN connection be alive.

S 1: When system discovers the WAN connection is failed.

S 2: System starts to re-connect the WAN connection till connect successfully as same as Pre-
state.

In the "Dial-on-demand" scenario, system will not make the WAN connection until gateway
receives an Internet accessing request from Intranet. And then the connection will keep alive only
when there still is data transfer. If there is no data transfer for a period that is longer than the
Maximum Idle Time, system will disconnect it and let the WAN connection go back to its initial
state —disconnected. The scenario is shown in following diagram.

(@ Start Connecting Gateway
.................. @ Dial_on_
xDSL Modem : demand

® Disconnectwhen
idle timeout

(!i
g

(@ Request Coming

0 00TTOOOTTOTTOT

S BLD

Secondarny, BINS,

DHCP Sefver:

Its steps are:

Pre-state: After system booting up, the WAN connection is disconnected.

S 1: When an Internet accessing request is fed into the gateway from the Intranet.

S 2: System starts to make the WAN connection till connect successfully. Keep the connection
alive only when there still is data transfer to the Internet.

S 3: If the WAN connection idles timeout, system will disconnect it and let it go back to Pre-state.

At last, for "Manually" scenario, system will not make the WAN connection until administrator
click on the "Connect" button on the "Network Status" configuration window. Please refer to
[System]-[Network Status] section. And then the connection will keep alive only when there still
is data transfer. If there is no data transfer for a period that is longer than the Maximum Idle Time,
system will disconnect it and let the WAN connection go back to its initial state —disconnected.
The scenario is shown in following diagram.
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Pre-state: After system booting up, the WAN connection is disconnected.

the "Connect" button on the "Network Status" configuration

System starts to make the WAN connection till connect successfully. Keep the connection

S 1. When administrator click on

window.
S2:

alive only when there still is data transfer to the Internet.
S3:

If the WAN connection idles timeout, system will disconnect it and return to its Pre-state.
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3.3 LAN & VLAN

This section provides a brief description of LAN and VLAN. It also explains how to create
and modify virtual LANs which are more commonly known as VLANS.

3.3.1 Ethernet LAN

The Local Area Network (LAN) can be used to share data or files among computers attached to a
network. Following diagram illustrates the network that wired and interconnects computers.

xD5L and,for

4G Cellular Ethernet LAN

3.3.3 VLAN

The VLAN is a logical network under a certain switch or router device to group lots of client hosts
with a specific VLAN ID. This device supports both Port-based VLAN and Tag-based VLAN. In Port-
based VLAN, all client hosts belong to the same group by transferring data via some physical ports
that are tagged with same VLAN ID in the device. The ports of a VLAN form an independent traffic
domain in which the traffic generated by the nodes remains within the VLAN. However, in Tag-
based VLAN, all packets with same VLAN ID will be treated as the same group of them and own
same access property and QoS property. It is especially useful when individuals of a VLAN group
are located at different floor location.

The VLAN function allows you to divide local network into different “virtual LANs”. In some cases,
ISP may need router to support “VLAN tag” for certain kinds of services (e.g. IPTV) to work
properly. In some cases, SMB departments are separated and located at any floor of building. All
client hosts in the same department should own common access property and QoS property. You
can select either one operation mode, port-based VLAN or tag-based VLAN, and then configure
according to your network configuration.

Please be noted, for some gateway with only one physical Ethernet LAN port, only very limited
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configuration are available if you enable the Port-based VLAN.

There are some common VLAN scenarios for the device as follows:

Port-Based VLAN Tagging for Differentiated Services

Port-based VLAN function can group Ethernet ports, Port-1 ~ Port-4, and WiFi Virtual Access
Points, VAP-1 ~ VAP-8, together for differentiated services like Internet surfing, multimedia
enjoyment, VolIP talking, and so on. Two operation modes, NAT and Bridge, can be applied to each
VLAN group. One DHCP server can be allocated for a NAT VLAN group to let group host member
get its IP address. Thus, each host can surf Internet via the NAT mechanism of business access
gateway. In bridge mode, Intranet packet flow is delivered out WAN trunk port with VLAN tag to
upper link for different services.

VLAN Group 1 NAT

o T = Wireless Network o~ P
f\\. \

WiFi

:\ I & Internet
Pl g . *DSL Modem Ay
X w b 4 v : iEl —
\< > Q_y ) D mir Bridge

\\

e Wireless Network

% @ \QD VLAN Group 2

Wired Netwaork

G

Wired Network

A port-based VLAN is a group of ports on an Ethernet or Virtual APs of Wired or Wireless Gateway
that form a logical LAN segment. Following is an example.

In SMB or a company, administrator schemes out 3 segments, Lobby/Meeting Room, Office, and
Data Center. In a Wireless Gateway, administrator can configure Lobby/Meeting Room segment
with VLAN ID 3. The VLAN group includes Port-3 and VAP-8 (SSID: Guest) with NAT mode and
DHCP-3 server equipped. He also configure Office segment with VLAN ID 2. The VLAN group
includes Port-2 and VAP-1 (SSID: Staff) with NAT mode and DHCP-2 server equipped. At last,
administrator also configure Data Center segment with VLAN ID 1. The VLAN group includes Port-
1 with NAT mode to WAN interface as shown in following diagram.
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Wireless Gateway ()
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ViD2:
DHCP Server: DHCP-2
VID3: &
DHCP Server: DHCP-3 @ Office Network

VLIANID 2

VLANID 2

Above is the general case for 3 Ethernet LAN ports in the gateway. But if the device just has one
Ethernet LAN port, there will be only one VLAN group for the device. Under such situation, it still
supports both the NAT and Bridge mode for the Port-based VLAN configuration.

Tag-based VLAN Tagging for Location-free Departments

Tag-based VLAN function can group Ethernet ports, Port-1 ~ Port-4, and WiFi Virtual Access Points,
VAP-1 ~ VAP-8, together with different VLAN tags for deploying department subnets in Intranet.
All packet flows can carry with different VLAN tags even at the same physical Ethernet port for
Intranet. These flows can be directed to different destination because they have differentiated
tags. The approach is very useful to group some hosts at different geographic location to be in the
same department.
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Tag-based VLAN is also called a VLAN Trunk. The VLAN Trunk collects all packet flows with
different VLAN IDs from Router device and delivers them in the Intranet. VLAN membership in a
tagged VLAN is determined by VLAN ID information within the packet frames that are received on
a port. Administrator can further use a VLAN switch to separate the VLAN trunk to different
groups based on VLAN ID. Following is an example.

In a SMB company, administrator schemes out 3 segments, Lab, Meeting Rooms, and Office. In a
Security VPN Gateway, administrator can configure Office segment with VLAN ID 12. The VLAN
group is equipped with DHCP-3 server to construct a 192.168.12.x subnet. He also configure
Meeting Rooms segment with VLAN ID 11. The VLAN group is equipped with DHCP-2 server to
construct a 192.168.11.x subnet for Intranet only. That is, any client host in VLAN 11 group can’t
access the Internet. At last, he configures Lab segment with VLAN ID 10. The VLAN group is
equipped with DHCP-1 server to construct a 192.168.10.x subnet.
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Gateway VID10 :
DHCP Server: DHCP-1{192.168.10.x)
VID11
DHCP Server: DHCP-2{192.168.11.x)
VID12:
DHCP Server: DHCP-3(192.168.12.x)

xDSL and/or
4G Cellular

Meeting Rooms "\

Meeting Rooms

B

VLAN Group Access Control

Administrator can specify the Internet access permission for all VLAN groups. He can also
configure which VLAN groups are allowed to communicate with each other.

VLAN Group Internet Access

Administrator can specify members of one VLAN group to be able to access Internet or not.
Following is an example that VLAN groups of VID is 2 and 3 can access Internet but the one with
VID is 1 cannot. That is, visitors in meeting room and staffs in office network can access Internet.
But the computers/servers in data center cannot access Internet since security consideration.
Servers in data center only for trusted staffs or are accessed in secure tunnels.
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Wireless Gateway )

@ Office Network

VLANID 2

VLANID 2

Inter VLAN Group Routing:

In Port-based tagging, administrator can specify member hosts of one VLAN group to be able to
communicate with the ones of another VLAN group or not. This is a communication pair, and one
VLAN group can join many communication pairs. But communication pair doesn’t have the
transitive property. That is, A can communicate with B, and B can communicate with C, it doesn’t
imply that A can communicate with C. An example is shown at following diagram. VLAN groups of
VID is 1 and 2 can access each other but the ones between VID 1 and VID 3 and between VID 2
and VID 3 can’t.
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LAN & VLAN Setting

The Ethernet LAN allows user to setup the LAN IP address for device. Setting LAN IP address and
subnet mask will affect the IP that LAN devices can get.

Go to Basic Network > LAN & VLAN > Ethernet LAN

i “Ethernet LAN VLAN
'@ Wizard

| Status = Configuration
tem Setting

. Basic Network
v LAN [P Address 192.168.123.254

| 2552552550 24y v |

* WAN » Subnet Mask

Save | Undo
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Ethernet LAN

Item Value setting Description

LAN IP can let user to access device from LAN.
LAN IP Address A Must filled setting . )

Changing LAN IP means to change the DHCP server IP pool on device.

. . Subnet Mask is used to define the range of IP pool and it will affect the IP address

Subnet Mask A Must filled setting .

that LAN devices can get.
Save N/A Click the Save button to save the configuration.

Click the Undo button to restore what you just configured back to the previous
Undo N/A setting. Please note that the restored setting may not be the factory default setting

but a retrieve of what was saved in the memory.

The VLAN function allows you to divide local network into different virtual LAN. There are Port-
based and Tag-based VLAN types. Select one that applies.

For Port-based VLAN Type
Go to Basic Network > LAN & VLAN > VLAN Tab

In VLAN type select Port-based.

| Configuration [Help ]
Item Setting
b YLAR Type FPor-based ¥

VLAN Configuration

Value setting Description
VLAN Type Port-based is Select Port-based allow you to add rule for each LAN port, and you can do
selected by default advantaged control of according to its VLAN ID.
Select Tag-based allow you to add VLAN ID, and select member and DHCP
Server for this VLAN ID. Go to Tag-based VLAN List table.
Save NA Click the Save button to save the configuration

Create/Edit Port-based VLAN Rules

The port-based VLAN allows you to custom each LAN port. There is a default rule shows the
configuration of all LAN port. Also, If your device has a DMZ port, you will see DMZ configuration, too.
The maxima rule numbers is based on LAN port numbers.

% PortbasedVianList el IEED

Mame VLAN ID T:;;ing NAT / Bridge Port Members LAN IP Address Subnet Mask Joined WAN WAN VID Enable | Actions
DMz 4094 X MAT DMZ Part 182.168.6.254 255.255.255.0 AN - 1 0
LAR Mative VLAN ¥ AT 192.168.123.254 255.255.255.0 AlAANS 0

| Apply | Inter WLAMN Group Raouting
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When Add button is applied Port-based VLAN Configuration screen will appear, which is including
3 sections: Port-based VLAN Configuration, DHCP Server Configuration and IP Fixed Mapping

Rule List and Inter Vlan Group Routing (enter through a button)

ftem Setting
F Marme WLAN-1
» Enahle
b OWLAN D
» WLAN Tagoing Disable ¥
F MAT f Bridge MAT 7

r Porthemhbers

FORTZ PORTZ FORT4
AR WARZ WAR3 VAP WARS WAPE WART WAPE

FOAMAN EANARNVID ta Jain

AllWANS ¥ | |Mone

b LAM IP Address

192.168.2.254

F Subnet Mask

2552552550¢24) v

tem Setting
» DHCP ServerRelay Server ¥
b DHCP Server Marme
Starting Address: |192.168.2.100
b |P Poal
Ending Address;  |192.168.2.200
b Lease Time 26400 seconds
+ Diomain Marme {Optianaly
b Prirmary DS (Optional)
r Secandary DME (Optional)
b Primary WikS (Cptionaly
b Secondary WINS (Optianaly
b Gateway (Optional)
- | Add || Delete
MAC Address IP Address Enable Actions
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Port-based VLAN Configuration

ftem Setting
b Mame WLAMN-1
+ Enahle
b OWLAN D
F WLAN Tagoing Disable ¥
» MAT S Bridge MNAT
+ Port Members FPORTZ PORTZ FORT4

VAP WAPZ WAPZ VAP WAPS WAPE WAPT WAPE

bONAN &AM VID to Jaoin AllWARNS ¥ | |Mone
b LAM IP Address 192.168.2.254
» Subnet Mask 255.255.255.0 (f24) A

Name

Enable

VLAN ID
VLAN Tagging

NAT / Bridge

Port Members

WAN & WAN
VID to Join

LAN IP Address

Subnet Mask

1. A Must filled
setting

2. String format:
already have default
texts

The box is
unchecked by
default.

A Must filled setting
By default Disable is
selected.

By default NAT is
selected.

These box is
unchecked by
default.

By default All WANs
is selected.

A Must filled setting
By default

255.255.255.0(/24)
is selected.

Define the Name of this rule. It has a default text and can not be modified.

Click Enable box to activate this rule.

Define the VLAN ID number, range is 1~4094.

The rule is activated according to VLAN ID and Port Members configuration
when Enable is selected.

The rule is activated according Port Members configuration when Disable is
selected.
Select NAT mode or Bridge mode for the rule.

Select which LAN port and VAP that you want to add to the rule.

Disappear Port-1 when it is configured as WAN interface.

Disappear VAP if the router doesn’t support Wireless function.

Disappear VAP when Selecting Bridge mode.

Select which WAN or All WANSs that allow accessing Internet.

If mode is NAT type and the WAN is 3G type then gray VID field out

If mode is Bridge type, you need to select a WAN and fill the VID field.
Assign an IP Address for the DHCP Server that the rule used, this IP address
is a gateway IP.

Select a Subnet Mask for the DHCP Server.
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DHCP Server Configuration

ltem Setting
r DHCF ServenRelay Serer
b DHCP Server Marme
Starting Address: |192.168.2.100
ool Ending Address:  |192.168.2.200
b Lease Time 26400 seconds
v Diomain Mame (Cptionaly
b Primary DHE (Cptional)
» Secondary DNS (Optianaly
b Primary WikS (Optional)
b Secondary WINS (Optional)
b Gateway (Optional)

DHCP Server /Relay

DHCP Server Name
IP Pool

Lease Time

Domain Name
Primary DNS
Secondary DNS
Primary WINS
Secondary WINS
Gateway

DHCP Server IP
Address

By default Server is
selected.

A Must filled setting
A Must filled setting

A Must filled setting

NA
NA
NA
NA
NA
NA

A Must filled setting

Define the DHCP Server type.
There are three types you can select: Server, Relay, and Disable.

If selecting Server or Disable, just go to DHCP Server Name field to start
setting Server information.

If selecting Relay type, only have to fill the DHCP Server IP Address field. Go
to DHCP Server IP Address

Define name of the DHCP Server.

Define the IP Pool range.

There are Starting Address and Ending Address fields, if a client requests an
IP address from this DHCP Server, it will assign an IP address in the range of
IP pool.

Define a period of time for an IP Address that the DHCP Server leases to a
new device. By default, the lease time is 86400 seconds.

When your lease expires, you must stop using the IP address.

It's optional field, please follow rules of CHCP Server page.

Go to Basic Network > Client / Server / Proxy > DHCP Server

It's optional field, please follow rules of CHCP Server page.

Go to Basic Network > Client / Server / Proxy > DHCP Server

It's optional field, please follow rules of CHCP Server page.

Go to Basic Network > Client / Server / Proxy > DHCP Server

It’s optional field, please follow rules of CHCP Server page.

Go to Basic Network > Client / Server / Proxy > DHCP Server

It's optional field, please follow rules of CHCP Server page.

Go to Basic Network > Client / Server / Proxy > DHCP Server

It's optional field, please follow rules of CHCP Server page.

Go to Basic Network > Client / Server / Proxy > DHCP Server

If selecting Relay type of DHCP Server, assign a DHCP Server IP Address that
clients can request from.

81




M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

(for DHCP Relay

settings only)

Save NA Click the Save button to save the configuration and back to Port-based
VLAN List.

IP Fixed Mapping Rule List
Additionally, you can add rule in the IP Fixed Mapping Rule List, and the rule list in only for

Server/Disable type of DHCP Server /Relay field. This table is the same with Basic Network > Client /
Server / Proxy > DHCP Server > Fixed Mapping Tab

= |P Fixed Mapping Rule List .. .-

MAC Address IP Address Enable Actions

When Add button is applied Mapping Rule Configuration table will appear.

# Mapping Rule Configuration

ftem Setting

F MAC Address | |

F IFP Address | |

¥ Enable O

Save

Mapping Rule Configuration

Item Value setting Description
MAC Address A Must filled setting  Define the MAC Address target that the DHCP Server wants to filter.
IP Address A Must filled setting ~ Define the IP Address that the DHCP Server will assign.

If there is a request from the MAC Address filled in the above field, the
DHCP Server will assign this IP Address to the MAC Address.

Enable The box is Click Enable box to activate this rule.
unchecked by
default.
Save NA Click the Save button to save the configuration. The web browser will take
you back to the VLAN page. There you will need to click on Apply button.
Apply Click on Apply button to apply the changes.

Note: ensure to always click on Apply button to apply the changes after the web browser refreshed
taken you back to the VLAN page.

82



M2M Cellular Gateway

. Delete .

Index skipping is used to reserve slots for new function insertion, when required.

= Port-based VLAN List [FEXIR
Mame VLAN ID T:;:iﬁg MAT / Bridge Port Members LAN IP Address Subnet Mask Joined WAN WWAN VID Enable | Actions
DMz 4094 X MAT DMZ Part 192.168.6.254 255.255.255.0 AN - 1 0
LAN Mative YLAN X MNAT 192.168.123.254 265.255.255.0 All ViaNS 0
WLAN-1 2 X NAT 182.168.2.254 266.266.265.0 AILANS 0 a
Select

| Apply | Inter WLAM Group Routing
FPlease Click Apply button to take effect.

Inter VLAN Group Routing
Click on VLAN Group Routing button the VLAN Group Internet Access Definition and Inter VLAN
Group Routing screen will appear.

= VLAN Group Internet Access Definition

VLAN IDs Members Internet Access{WAN)
1,2 Port:2,3,4 VAP : 1,234,557 3 Allow | Edit |

" Inter VLAN Group Routing

Members

VLAN IDs

The screen in the figure shows the default setting. Each member in different VLAN IDs can’t access
each other. Click on Edit to modify the setting.

When clicking Edit button, a screen similar to this will appear.

= VLAN Group Internet Access Definition

VLAN IDs Members Internet Access{WAN)
@1, 2 Port:2,3,4 VAP : 1,234,557 3 Allow | Edit |
* Inter VLAN Group Routing
VLAN IDs Members Action
9102
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VLAN Group

Item Value setting { Description
VALN Group All boxes are By default, all boxes are checked means all VLAN ID members are allow to

Internet Access checked by default. access WAN interface.
If uncheck a VLAN ID box, it means the VLAN ID member can’t access

Definition

Internet anymore.

(VLAN ID 1 is available always, it is the default VLAN ID of LAN rule)

(VLAN ID 2 is available only when VLAN ID 2 is enabled)

The same applies to other VLAN IDs. (i.e. VLAN ID 3).
Inter VLAN The box is By default, members in different VLAN IDs can’t access each other. Our
Group Routing :n:helcked by device supports 4 rules for Inter VLAN Group Routing.

efault.

If ID_1 and ID_2 are checked, it means members in VLAN ID_1 and VLAN
ID_2 are defined as a group member. Members of VLAN ID_1 can access
members of VLAN ID_2, so as VLAN ID_2 to VLAN ID_1.

(VLAN ID 1 is available always, it is the default VLAN ID of LAN rule)
(VLAN ID 2 is available only when VLAN ID 2 is enabled)
The same applies to other VLAN IDs. (i.e. VLAN ID 3).

Save NA Click the Save button to save the configuration
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The Tag-based VLAN allows you to custom each LAN port according to VLAN ID. There is a default rule
shows the configuration of all LAN ports and All VAPs. Also, If your device has a DMZ port, you will see
DMZ configuration, too. The router supports up to a maximum of 128 tad-based VLAN rule sets.
Go to Basic Network > LAN & VLAN > VLAN Tab

In VLAN type select Tag-based

ftem Setting
b WLARN Type Tag-haged ¥
WLAN 1D DhZ Port DHCF Server Action
4094 FORTE DHCF 1 i
Save
Wb |
- Add Delete
NN ——
VLAN ID Internet Port DHCP Server Actions
Mative VLA 1 3 4 ] DHCF 1 Edit
| W———
== Previous | Mext==
Fart WLAN D=
Fortt Mative WLAN
Fort2 Mative YLAN
Forta Mative YLAMN
Fortd FMative WLAM
Parta Mative WLAN
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# Tag-based V1LAN Configuration
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ftem Setting
b YLAN D [
F Internet Access [# Enahle
+ Port 12003004
bR 1 2 3 4 ] G T g

F DHCF Server

OHCR1 ¥

Save

Tag-based VLAN
Item
VALN ID

Value setting
A Must filled setting

Description
Define the VLAN ID number, range is 6~4094.

Internet Access

The box is checked

Define the VLAN ID member can access Internet or not.

by default.
Port The box is Define which LAN port is part of the VLAN ID.
unchecked by
default.
VAP The box is Define which VAP is part of the VLAN ID.
unchecked by Notice that a VAP is only belong to a VLAN ID.
default. Disappear VAP if the router doesn’t support Wireless function.
DHCP Server By default DHCP 1is  Assign a DHCP Server to these members of this VLAN ID. The field list
selected. available DHCP server and None items for select.
To create or edit DHCP server for VLAN, refer to Basic Network >
Client/Server/Proxy > DHCP Server
Save NA Click the Save button to save the configuration

Notice that after clicking Save button, always click Apply button to take
these rules effect
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3.7 IPv6

The growth of the Internet has created a need for more addresses than are possible with IPv4. IPv6
(Internet Protocol version 6) is a version of the Internet Protocol (IP) intended to succeed IPv4, which is
the protocol currently used to direct almost all Internet traffic. IPv6 also implements additional features
not present in IPv4. It simplifies aspects of address assignment (stateless address auto-configuration),
network renumbering and router announcements when changing Internet connectivity providers. This
gateway supports various types of IPv6 connection (Static IPv6 / DHCPv6 / PPPoEv6 / 6to4 / 6in4).
Please contact your ISP the type of IPv6 is supported before you proceed with IPv6 setup.

Static IPv6

Static IPv6 does the same function as static IPv4. The static IPv6 provides manual setting of IPv6
address, IPv6 default gateway address, and IPv6 DNS.

ISP IP: 2001:470:871c::100 /64
DNS 1:2001:470:20::2
M

' DNS 2:20t‘4860:485 .rd.: BBB
L]
I, —————— —

Gateway

2001:4F0-871c:5 xDSL Modem
Primary D 1007528
Server|s —— 2001:470§4871-50f-75:2 /64
o
2001:470:20=-

Intranet

Secondary @ _
Server 4
2001:470:20:6 )
3 PC1

In above diagram depicts the IPv6 IP addressing, type in the information provided by your ISP to
setup the IPv6 network.

DHCPv6

DHCP in IPv6 does the same function as DHCP in IPv4. The DHCP server sends IP address, DNS
server addresses and other possible data to the DHCP client to configure automatically. The server also
sends a lease time of the address and time to recontact the server for IPv6 address renewal. The client
has then to resend a request to renew the IPv6 address.
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QULIFYD.LIF. SUDL G4 /d e/l U e st ol /L /oaQL/C3 /00

DNS 1:2001:470:20::2

ISP DMNS 2:2001:4860:4800::8888
ﬁ
2001:47p:871c5 xD5L Modem

Prima
Se

10.0.75.2 /8

S

Seconda

o

2001:470:20::6

FPPoEv@

Server

5

In above diagram depicts DHCP IPv6 IP addressing, the DHCPv6 server on the ISP side assigns IPv6
address, IPv6 default gateway address, and IPv6 DNS to client host’s automatically.

PPPoEV6

PPPoEv6 in IPv6 does the same function as PPPoE in IPv4. The PPPoEv6 server provides
configuration parameters based on PPPoEv6 client request. When PPPoEv6 server gets client request
and successfully authenticates it, the server sends IP address, DNS server addresses and other required
parameters to automatically configure the client.

LOLIFVO Ir. LUVL S /U O I U Qesd @l s F 330703704

DNS 1:2001:470:20::2
ISP DNS 2:2001:4860:4860::8B888

2001:470-871c::5 xDSL Modem

Prima .
Se
Secondary DNES |
ServeE [}

2001:470:20::6

PPPaE\rQ

Saryar

100752 /8
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The diagram above depicts the IPv6 addressing through PPPoE, PPPoEv6 server (DSLAM) on the ISP

side provides IPv6 configuration upon receiving PPPoEv6 client request. When PPPoEv6 server gets

client request and successfully authenticates it, the server sends IP address, DNS server addresses and
other required parameters to automatically configure the client.

6tod

6to4 is one mechanism to establish automatic IPv6 in IPv4 tunnels and to enable complete IPv6
sites communication. The only thing a 6to4 user needs is a global IPv4 address.

6to4 may be used by an individual host, or by a local IPv6 network. When used by a host, it must
have a global IPv4 address connected, and the host is responsible for encapsulation of outgoing IPv6
packets and decapsulation of incoming 6to4 packets. If the host is configured to forward packets for
other clients, often a local network, it is then a router.

OOl IFvY4S L1909 oo 1lLbfad

DNS 1:168.95.192.1
DNS 2:168551.1

ISP IPvE: IP: 2002:7227:b77e::1/64
M DNS 1: 2001-4860:456* M Eﬁateway
I E DNS i':fﬂl:xlaﬁ[): B 8!

P xDSL Modem

10.0.75.2/8
2002:7227:-b77e:557:250:18H f=21:d=ea /6-

IPv6 \ =7
“L_._ hglay Server

19'2\_3\:.3\_?:9_1 {Fixed)

In above diagram, the 6to4 means no need to set gateway address "automatic" tunneling solution.
The automatic mean have relay server, as defined in RFC 3068 has included segments draw
192.88.99.0/24 used as 6to4 relay of anycast address to complete 6in4 setting.

6ind

6in4 is an Internet transition mechanism for Internet IPv4 to IPv6 migration. 6in4 uses tunneling to
encapsulate IPv6 traffic over explicitly-configured IPv4 links. As defined in RFC 4213, the 6in4 traffic is
sent over the IPv4 Internet inside IPv4 packets whose IP headers have the IP protocol number set to 41.
This protocol number is specifically designated for IPv6 encapsulation.
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iPd: iP- 114.39 16 49,32
DNS 1:168.85.182.1
DNS 2:168.95.1.1
ISP IPv6: IP- 2001-470-23-239--2/64
DNS 1:-2001:4860:4860::8388
DNS 2: 20Qg860-:4860f88

Gateway

xDSL Modem

Tunnel Brdlde
74 82466
1:470:23:239::1/64

‘IP\J‘G-

In above diagram, the 6ind usually needs to register to a 6in4 tunnel service, known as Tunnel

Broker, in order to use. It also need end point global IPv4 address as 114.39.16.49 to complete 6in4
setting.
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3.7.1 IPv6 Configuration
The IPv6 Configuration setting allows user to set the IPv6 connection type to access the IPv6
network.

Ensure IPv6 is enabled and saved

Go to Basic Network > IPv6 > Configuration Tab
= IPv6 Configuration [Help]

Item Setting

b IPVE [« Enable

Select IPv6 WAN Connection Type
| » WAN Connection Type |

Static IPv6

DHCPvE

PPPoEVE
Gtod
Gind

IPv6 Configuration

Item Value setting Description
Define the selected IPv6 WAN Connection Type to establish the IPv6
connectivity.

1. Only can be
WAN Connection selected when IPv6 Select Static IP\{G when your ISP provid'es y0l:| with a set IPv6 addresses.
Type Enable Then go to Static IPv6 WAN Type Configuration.

2. A Must filled Select DHCPv6 when your ISP provides you with DHCPv6 services.

setting Select PPPoEv6 when your ISP provides you with PPPOEv6 account settings.

Select 6to4 when you want to user IPv6 connection over IPv4.
Select 6ind4 when you want to user IPv6 connection over IPv4.
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Static IPvé WAN Type Configuration

= Static IPvé WAN Type Configuration

b IPvE Address

» Subnet Prefix Length

v Default Gateway

r Primary DNS

b Secondary DNS

¥ MLD Snooping

[ Enable

Static IPvé WAN Type Configuration

Item

{ Value setting

' Description

IPv6 Address A Must filled setting  Enter the WAN IPv6 Address for the router.

f::;teht Prefix A Must filled setting  Enter the WAN Subnet Prefix Length for the router.
Default Gateway A Must filled setting ~ Enter the WAN Default Gateway IPv6 address.
Primary DNS An optional setting Enter the WAN primary DNS Server.

Secondary DNS An optional setting Enter the WAN secondary DNS Server.

MLD Snooping

The box is
unchecked by
default

Enable/Disable the MLD Snooping function

LAN Configuration

# LAN Configuration

» Global Address

|JB4

» Link-local Address

fe80:250:18Mfe16:324e

LAN Configuration

Item
Global Address

\ Value setting
A Must filled setting

Description
Enter the LAN IPv6 Address for the router.

Link-local Address

Value auto-created

Show the link-local address for LAN interface of router.

Then go to Address Auto-configuration (summary) for setting LAN environment.

If above setting is set, click the save button to save the configuration and click reboot button to reboot

the router.
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DHCPv6 WAN Type Configuration

* DHCPv6 WAN Type Configuration

+ ONS (® From Server () Specific DNS

» Primary DNS | |

» Secondary DNS | |

+ MLD Snooping ] Enable

DHCPv6 WAN Type Configuration
Item Value setting Description

The opt!on [From Select the [Specific DNS] option to active Primary DNS and Secondary DNS.
DNS Server] is selected by . . h
Then fill the DNS information.
default
Primary DNS Can not modified by Enter the WAN primary DNS Server.
default
Secondary DNS Can not modified by Enter the WAN secondary DNS Server.
default
The box is
MLD unchecked by Enable/Disable the MLD Snooping function
default

LAN Configuration

& LAN Configuration

» Global Address 2001:470:87 1c:50f:

» Link-local Address faB0:250:18ffa16:324e

LAN Configuration

Item Value setting Description

Global Address Value auto-created Enter the LAN IPv6 Address for the router.

Link-local Address Value auto-created Show the link-local address for LAN interface of router.

Then go to Address Auto-configuration (summary) for setting LAN environment.

If above setting is set, click the save button to save the configuration and click reboot button to reboot
the router.
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PPPoEve WAN Type Configuration

= PPPoEvé WAN Type Configuration

+ Account | |

+ Password | |

b Service Name | |

» Connection Control Auto-reconnect (Always on)
» MLD Snooping ] Enable

PPPoEv6 WAN Type Configuration

Item Value setting Description
Enter the Account for setting up PPPoEv6 connection. If you want more

A t A Must filled setti . .
ceoun ust fifled setting information, please contact your ISP.
password A Must filled setting !Enter thg Password for setting up PPPoEv6 connection. If you want more
information, please contact your ISP.
. A Must filled Enter the Service Name for setting up PPPoEv6 connection. If you want
Service Name . . . .
setting/Option more information, please contact your ISP.
Connection Control  Fixed value The value is Auto-reconnect(Always on).
MTU A Must filled setting !Enter thg MTU for setting up PPPoEv6 connection. If you want more
information, please contact your ISP.
The box is
MLD Snooping unchecked by Enable/Disable the MLD Snooping function
default

LAN Configuration

& LAN Configuration

» Global Address 2001:470:87 1¢:50f:

v Link-local Address f280:260:18Mfe16:324e

LAN Configuration 7

Item Value setting Description

Global Address Value auto-created The LAN IPv6 Address for the router.

Link-local Address Value auto-created Show the link-local address for LAN interface of router.

Then go to Address Auto-configuration (summary) for setting LAN environment.

If above setting is set, click the save button to save the configuration and click reboot button to reboot
the router.
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6to4 WAN Type Configuration

= Gtod WAN Type Configuration

b 6to 4 Address 2002:6ffe:482a:1

» Primary DNS | |

» Secondary DNS | I

+ MLD Snooping ] Enable

6to4 WAN Type Configuration

Item Value setting Description

6to4 Address Value auto-created IPv6 address for access the IPv6 network.

Primary DNS An optional setting Enter the WAN primary DNS Server.

Secondary DNS An optional setting Enter the WAN secondary DNS Server.
The box is

MLD unchecked by Enable/Disable the MLD Snooping function
default

LAN Configuration

=1 LAN Configuration
+ Global Address 2002:6ffe:482a; 250:18ffe16:324e

» Link-local Address faB0:250:18ffe16:324

LAN Configuration 7

Item Value setting Description

Global Address An optional setting Enter the LAN IPv6 Address for the router.

Link-local Address Value auto-created Show the link-local address for LAN interface of router.

Then go to Address Auto-configuration (summary) for setting LAN environment.

If above setting is set, click the save button to save the configuration and click reboot button to reboot
the router.
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6in4 WAN Type Configuration

Please go to find IPv6 tunnel brokers to establish 6in4 tunnel. (can find List of IPv6 tunnel brokers that
support 6in4 service from wiki)

Then filled the Local IPv4 address of router into Client IPv4 Address field in IPv6 tunnel broker setting
page.

= Gin4 WAN Type Configuration

» Remote IPv4 Address [7252.10474 |

+ Local IPvd Addrass 22014352244

» Local IPvE Address |2001:470:1704:d8b::2 | 154
» Primary DNS | |

» Secondary DNS | |

» MLD Snooping ] Enable

6in4 WAN Type Configuration

Item Value setting Description
Remote IPv4 ] .
Address A Must filled setting Filled Server IPv4 Address gotten from tunnelbroker in this field.
Local IPv4 Address Value auto-created IPv4 address of this router.
Local IPv6 Address A Must filled setting Filled Client IPv6 Address gotten from tunnelbroker in this field.
Primary DNS An optional setting Enter the WAN primary DNS Server.
Secondary DNS An optional setting Enter the WAN secondary DNS Server.
The box is
MLD unchecked by Enable/Disable the MLD Snooping function
default

LAN Configuration

* LAN Configuration

» Global Address [2001:470:1f05:d9b:: | 154

» Link-local Address fed0:250:18Mle16:324e

LAN Configuration 7

Item Value setting Description

Global Address A Must filled setting Filled Routed /64 gotten from tunnelbroker in this field.
Link-local Address Value auto-created Show the link-local address for LAN interface of router.

Then go to Address Auto-configuration (summary) for setting LAN environment.
If above setting is set, click the save button to save the configuration and click reboot button to reboot
the router.
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Address Auto-configuration (summary)

= Address Auto-configuration

+ Auto-configuration [# Enable
+ Auto-configuration Type Stateless v

y Router Advertisement Lifetime

(seconds)

* Address Auto-configuration

» Auto-configuration [ Enable
» Auto-configuration Type Stateful

v |PvE Address Range(Start)

2001:470:871c:50f: 54

¥ IPvG Address Range(End)

2001:470:871¢:50f: [0200 54

» IPvE Address Lifetime

fseconds)

Address Auto-configuration

Item \ Value setting Description
The box is
Auto-configuration  unchecked by Check to enable the Autoconfiguration feature.
default
Define the selected IPv6 WAN Connection Type to establish the IPv6 connectivity.
Select Stateless to manage the Local Area Network to be SLAAC + RDNSS
Router Advertisement Lifetime (A Must filled setting): Enter the Router
1. Only can be

Auto-configuration
Type

selected when Auto-
configuration
enabled

2. Stateless is
selected by default

Advertisement Lifetime (in seconds). 200 is setted by default.

Select Stateful to manage the Local Area Network to be Stateful (DHCPv6).

IPv6 Address Range(Start) (A Must filled setting) : Enter the start IPv6 Address for
the DHCPv6 range for your local computers. 0100 is setted by default.

IPv6 Address Range(End) (A Must filled setting): Enter the end IPv6 Address for the
DHCPv6 range for your local computers. 0200 is setted by default.

IPv6 Address Lifetime (A Must filled setting) : Enter the DHCPv6 lifetime for your

local computers. 36000 is setted by default.
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3.9 NAT / Bridge

Network address translation (NAT) is a methodology of remapping one IP address space into
another by modifying network address information in Internet Protocol (IP) datagram packet headers
while they are in transit across a traffic routing device. The technique was originally used for ease of
rerouting traffic in IP networks without renumbering every host. It has become a popular and essential
tool in conserving global address space allocations in face of IPv4 address exhaustion. AMIT products
embed and activate the NAT function by default except the Access Point series of products. You also
can disable it in [Basic Network]-[WAN]-[Internet Setup]-[WAN Type Configuration].

Following features are included in the NAT function: NAT Loopback, Virtual Server, Virtual
Computer, Special AP, ALG and DMZ Host.

3.9.1 NAT Configuration

For gateway products, NAT function is activated by default. For device supporting multiple WAN
interfaces, enabling and disabling NAT function can be done on each WAN. You can configure it in
[Basic Network]-[WAN]-[Internet Setup]-[WAN Type Configuration] page.

Normally, with global IP address or FQDN of WAN interface in the gateway, employees who travel
outside the office can access various servers behind the office gateway. You can set up those servers
by using "Virtual Server" feature of the gateway (refer to next section) to forward all server accessing
requests to local LAN servers for traveling employees for remote access. But most often, employees
are to reconfigure their PC to access to those servers from inside the LAN network each time after their
trip. NAT Loopback can be enabled to overcome. In web-based utility, refer to "Configuration" page, for
"NAT Loopback" feature which can be found in [Basic Network]-[NAT/Bridging]-[Configuration].
"Virtual Server" feature can be found in [Basic Network]-[NAT/Bridging]-[Virtual Server & Virtual
Computer].

With "Virtual Server" feature, traveling employees may thus access office servers using the FQDN
or IP address of WAN interface in the gateway, and the accessing request packets will be delivered to
the WAN interface of gateway after NAT translation. Gateway forwards the inbound request packets to
the local LAN servers and LAN servers make a reply to these request packets by connection tracking
back. But if the NAT Loopback feature in the gateway is enabled, these packets will not flow to the
WAN interface, but only loopback to the local LAN servers. And LAN servers make a reply.
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' @ Wizard W Virtual Server & Virtual Computer Special AP & ALG DMZ

' Status

| BasICNetwone J » NAT Loopback Enable
" WAN

- LANRVLAN

“-WiFi

TR

"« Client/Server/Proxy

Item

NAT Loopback

This feature allows you to access the WAN global IP address from your inside NAT local network. It
is useful when you run a server inside your network. For example, if you set a mail server at LAN side,
your local devices can access this mail server through gateway’s global IP address when enable NAT
loopback feature. On either side are you in accessing the email server, at the LAN side or at the WAN
side, you don’t need to change the IP address of the mail server, as shown in scenario [ of following
diagram.

)
{

b

- S
-~ Sy
A Network-A
(3 Access Remote file server: "
118.18.81.44 Global 1P, JAg18.81.33 A
' ~ o~ Gateway A
A
; \
Rewioia lisas f S, Local IP: 10.0.75.2 \
[ ’ P\ . 4 (1} Access local E-mail server:
| ’/ \ \ 118.18.81.33 1
| |
(I) NAT Loopback example | I ‘\ ,
1 — ) | = ,

(3 Virtual Computer example \ >

E} ail Server \:‘ . ey /
e %B 10.0.75.100 4
/
\
\ File Server /
. Global IP: 118.18.81.44 r
. Local IP: 10.0.75.102 > g
- ’
-~ = -~ _ -
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Scenario Application Timing
Without the need of reconfigure their PC each time, the employee from inside or
outside the office can access enterprise servers. So network administrator must activate
the "NAT Loopback" feature to do that.

Scenario Description

Local user can access mail server by FQDN or global IP when NAT loop back is enable.
Global user can access mail server only when mail server is set as virtual server of the
gateway.

Parameter Setup Example

Following 2 tables list the parameter configuration as an example for above diagram of
gateway with "NAT Loopback" feature activated.

Use default value for those parameters that are not mentioned in these tables.

Configuration Path [Configuration]-[NAT Loopback]

NAT Loopback m Enable

Configuration Path [Virtual Server & Virtual Computer]-[Virtual Server List]
ID 1 2

Public Port 25 (SMTP) 110 (POP3)
Server IP 10.0.75.101 10.0.75.101
Private Port 25 (SMTP) 110 (POP3)
Rule m Enable m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.33 for WAN interface. It serves as a NAT router.

Activate the NAT Loopback feature on the Gateway.

Define the E-mail virtual server to be located at a server with IP address 10.0.75.101 in
the Intranet of Network-A, including SMTP service port 25 and POP3 service port 110.
So, the local user at host with IP address 10.0.75.100 can access the E-mail server by
using the global IP 118.18.81.33. But in reality the E-mail request packets from the local
host will not reach the WAN interface, but just loop back to the E-mail server in the
Intranet.
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The NAT Loopback allows user to access the WAN IP address from inside your local network.

Enable NAT Loopback
Go to Basic Network > NAT / Bridging > Configuration tab

ltem Setting
» MAT Loophack Enable
Configuration
Item Value setting Description
The box is checked b
NAT Loopback Y Check the Enable box to activate this NAT function
default
Save N/A Click the Save button to save the settings.
Undo N/A Click Undo to cancel the settings
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3.9.3 Virtual Server & Virtual Computer

Virtual server is another name for port forwarding used by some routers. In computer networking,
port forwarding or port mapping is an application of network address translation (NAT) that redirects a
communication request from one address and port number combination to another while the packets
are traversing a network gateway, such as a router or firewall. This technique is most commonly used to
make services on a host residing on a protected or masqueraded (internal) network available to hosts
on the opposite side of the gateway (external network), by remapping the destination IP address and
port number of the communication to an internal host.

Port forwarding allows remote computers (a computers on the Internet) to connect to a specific
computer or service within a private local-area network (LAN). So you can deploy some servers in your
Intranet with the firewall protection by your gateway. This device’s NAT firewall filters out unrecognized
packets to protect your Intranet, so all hosts behind this device gateway are invisible to the outside
world. If you wish, you can make some of them accessible by enabling the Virtual Server Mapping.

However, a virtual computer is a host in the Intranet whose IP address is global and is visible to the
outside world. Since it is in the Intranet, it is protected by the firewall gateway when it acts like a node
in the Internet.

In "Virtual Server & Virtual Computer" page, there are two list windows for all virtual servers and
virtual computer. "Virtual Server List" window lists the public port used in the Internet, server IP at LAN
side, private port used in the Intranet, used protocol for the service on the server and the integrated
time schedule rule for all virtual servers. There is an "Add" button for you to add and create new virtual
server, and the "Edit" button to modify the existed virtual server settings. On "Virtual Computer List"
window, the mapping of the global IP address and the local IP address for all virtual computers are
listed. There is also a "Add" button for you to add and create new virtual computer, and the "Edit"
button to modify the existed virtual computer.

Configuration Virtual Server & Virtual Compute: Special AP & ALG DMZ
= Vi o Add Delete
1D Public Port Server IP Private Port Protocol Time Schedule Enable Actions
1 25 10.0.75.101 25 Both (0) Always v [] Select
2 110 10.0.75.101 110 Both (0) Always < [] Select
1D Global IP Local IP Enable Actions
1 118138144 10.0.75 102 v [] Select
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Virtual Server List

"Virtual Server" feature allows you to define some servers with the global IP address or FQDN of
the gateway as if they are servers existed in the Internet. But in fact, these servers are located in the
Intranet and are physically behind the gateway. The gateway serves the service requests by port
forwarding the requests to the LAN servers and transfers the replies from LAN servers to the requester
on the WAN side. For example, if you set an E-mail server on the LAN side with IP address 10.0.75.101,
a remote user can access the gateway for E-mail service if you defined a virtual E-mail server for the
gateway by using the real E-mail server on the LAN side, as shown in scenario [J in following diagram.

-~ - - =~
A Network-A
(3 Access Remote file server: &
118.18.81.44 Global IP; 148 18.81.33 A
6 - - Gateway \\
,- \
Rermote User y N i J Local IP: 10.0.75.2 \
I , #\ N (1) Access local E-mail server:
| / 1 \ 118.18.81.33 1
b | l
(I} NAT Loopback example ' I ‘\ I
1 —_— J
(3) Virtual Computer example 1" \ N % ]
~ !
E-mail Server :.: Ii?}cgl%s;[rm /
et /
10075101 I )
' \ File Server /
\ Global IP: 118.18.81.44 4
. Local IP: 10.0.75.102 . 4
~ 4
e _-

Scenario Application Timing

Set up some application servers in the Intranet of deployed network for services and are
protected by the gateway firewall. In a way that the gateway appears to be the physical
server to the remote users, while the real server is, in reality, operating and providing
service at the LAN side behind the gateway.

Scenario Description

The gateway serves as an E-mail server for remote users E-mail services from the
gateway.
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The gateway executes port forwarding transferring the E-mail service requests to the
LAN servers and sends the replies from LAN servers to the requester.
The E-mail server at LAN side is the server for E-mail service.
Parameter Setup Example
Following table list the parameter configuration as an example for scenario @) in above
diagram. Please be noted that the E-mail service includes SMTP and POP3 service ports.
Use default value for those parameters that are not mentioned in the table.

Configuration Path [Virtual Server & Virtual Computer]-[Virtual Server List]
ID 1 2

Public Port 25 (SMTP) 110 (POP3)
Server IP 10.0.75.101 10.0.75.101
Private Port 25 (SMTP) 110 (POP3)
Rule m Enable m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.33 for WAN interface. It serves as a NAT router.

Define the E-mail virtual server to be located at a server with IP address 10.0.75.101 in
the Intranet of Network-A, including SMTP service port 25 and POP3 service port 110.
So, the remote user can access the E-mail server in the gateway that has the global IP
118.18.81.33 at its WAN side. But the real E-mail server is located at LAN side and the
gateway is the port forwarder for E-mail service.

A virtual server rule can be integrated with a schedule rule. That means, the virtual
server rule can be activated only at the pre-defined time schedule.

Virtual Computer List

"Virtual Computer" feature allows you to assign LAN hosts to global IP addresses, so that they can
be visible to outside world. While so, they are also protected by the gateway firewall as same as they
are protected when being client hosts in the Intranet. For example, if you set an FTP file server at LAN
side with local IP address 10.0.75.102 and global IP address 118.18.82.44, a remote user can access the
file server while it is hidden behind the NAT gateway. That is because the gateway takes care of all
accessing to the IP address 118.18.82.44, including to forward the access requests to the file server and
to send the replies from the server to outside world, as shown in scenario [] of following diagram.
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Network-A
(3) Access Remote file server: _ A
118.18.81.44 Global IP; J48,18.81.33

a -~ Gateway "

, Local IP: 10.0.75.2
Remote User !
I . (D) Access local E-mail server:
I 1 \ 118.18.81.33 |
| |
(D) NAT Loopback example ‘ I \\ |'
'f v J
(3} Virtual Computer example e % ]
" r|
E.-"l;nail Server \o: Ii?}cgl;‘;s;{m '
100.75.101 I Mefo /
’ File Server

Global IP: 118.18.81.44
Local IP: 10.0.75.102

Scenario Application Timing

To setup some hosts in the Intranet of deployed networking to be visible to outside
world but also be protected by the NAT gateway firewall, use the "Virtual Computer"
feature in the gateway to implement the application scenario.

Scenario Description

A LAN host is assigned with a global IP address to be visible to outside world. The host
has an embedded FTP file server and is protected by the gateway firewall.

The gateway acts as the media between the LAN host and outside world to allow
remote access.

Parameter Setup Example

Following table list the parameter configuration as an example for scenario (3 in above
diagram.

Use default value for those parameters that are not mentioned in the table.
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Configuration Path [Virtual Server & Virtual Computer]-[Virtual Computer List]
ID 1

Global IP 118.18.81.44

Local IP 10.0.75.102

Rule m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.33 for WAN interface. It serves as a NAT router.

A LAN host with private IP address 10.0.75.102 has an embedded FTP file server in it.
The host is expected to be visible to the outside world with global IP address
118.18.81.44, but also be protected by the gateway firewall.

Configure a virtual computer in the gateway for the mapping between the global IP
address 118.18.81.44 and the local IP address 10.0.75.102. The gateway will take care
of all accessing to the FTP file server by server's global IP address, and it acts as a media
between the LAN host and the outside world by using its "Virtual Computer" feature.

So remote users can request for file services from the FTP file server, even it is existed
in a LAN host.

The Virtual Server setting allows user to redirect a communication request from one
address and port number combination to another while the packets are traversing a
network gateway, such as a router or firewall.

The Virtual Computer setting allows user to use the original NAT feature, and allows
you to setup the one-to-one mapping of multiple pairs of global IP address and local
IP address.

Enable Virtual Server and Virtual Computer

Go to Basic Network > NAT / Bridging > Virtual Server & Virtual Computer tab

ftem Setting
b Virual Server #| Enable
b Wirual Computer #| Enable
X The box is unchecked by ) . .
Virtual Server Check the Enable box to activate this NAT function
default
i The box is checked by . ) .
Virtual Computer Check the Enable box to activate this NAT function
default
Save N/A Click the Save button to save the settings.
Undo N/A Click Undo to cancel the settings.
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Create/Edit Virtual Server

The router allows you to custom your Virtual Server rules. The router supports up to a maximum of 20
rule-based Virtual Server sets.

= Virtual Server List .' -'

D WAHN Interface Server IP Protocol Public Port | Private Port Time Schedule | Enahle Actions

When Add button is applied Virtual Server Rule Configuration screen will appear.

* Yirtual Server Rule Configuration

ltem Setting
» YWAR Interface [ ALL ] WiAN-1 WAR-2 | WUAR-3
» Server IP L 1
¥ Protocal TCP{E) & UDPAT) v
» Public Port | 5ingle Part v |
» Private Port [Single Port v | | |
F Tirme Schedule (0) Always ¥
» Rule [ | Enahle

Virtual Server Rule Confi

Define the selected interface to be the packet-entering interface of the router.
If the packets to be filtered are coming from WAN-x then select WAN-x for this
1. A Must filled setting 2. field.
Default is ALL. Select ALL for packets coming into the router from any interfaces.
It can be selected WAN-x box when WAN-x enabled.

WAN Interface

. X This field is to specify the IP address of the interface selected in the WAN Interface
Server IP A Must filled setting .
setting above.

When “ICMPv4” is selected
It means the option “Protocol” of packet filter rule is ICMPv4.
Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)
Then check Enable box to enable this rule.
When “TCP” is selected

Protocol A Must filled setting It means the option “Protocol” of packet filter rule is TCP.
Public Port selected a predefined port from Well-known Service, and Private Port
is the same with Public Port number.
Public Port is selected Single Port and specify a port number, and Private Port can
be set a Single Port number.
Public Port is selected Port Range and specify a port range, and Private Port can
be selected Single Port or Port Range.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
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setting under System)

Then check Enable box to enable this rule.

When “UDP” is selected

It means the option “Protocol” of packet filter rule is UDP.

Public Port selected a predefined port from Well-known Service, and Private Port
is the same with Public Port number.

Public Port is selected Single Port and specify a port number, and Private Port can
be set a Single Port number.

Public Port is selected Port Range and specify a port range, and Private Port can
be selected Single Port or Port Range.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Enable box to enable this rule.

When “TCP & UDP” is selected

It means the option “Protocol” of packet filter rule is TCP and UDP.

Public Port selected a predefined port from Well-known Service, and Private Port
is the same with Public Port number.

Public Port is selected Single Port and specify a port number, and Private Port can
be set a Single Port number.

Public Port is selected Port Range and specify a port range, and Private Port can
be selected Single Port or Port Range.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Enable box to enable this rule.

When “GRE” is selected

It means the option “Protocol” of packet filter rule is GRE.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Enable box to enable this rule.

When “ESP” is selected

It means the option “Protocol” of packet filter rule is ESP.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Enable box to enable this rule.

Click the Save button to save the settings.

When “SCTP” is selected

It means the option “Protocol” of packet filter rule is SCTP.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Enable box to enable this rule.

When “User-defined” is selected

It means the option “Protocol” of packet filter rule is User-defined.

For Protocol Number, enter a port number.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling

setting under System)
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Then check Enable box to enable this rule.

Save N/A Click the Save button to save the settings.
Undo N/A Click Undo to cancel the settings.

When the Back button is clicked the screen will return to the Packet Filters
Back N/A
Configuration page.

Create/Edit Virtual Computer

The router allows you to custom your Virtual Computer rules. The router supports up to a maximum of
20 rule-based Virtual Computer sets.

* Virtual Computer List .. '.

D Glohal IP Local IP Enable Actions

When Add button is applied Virtual Computer Rule Configuration screen will appear.

Global IP Local IP Enable
[ 1 [ ] @
Virtual Computer Rule Configuration
Item H Value setting Description
Global IP A Must filled setting This field is to specify the IP address of the WAN IP.
Local IP A Must filled setting This field is to specify the IP address of the LAN IP.
Enable N/A Then check Enable box to enable this rule.
Save N/A Click the Save button to save the settings.
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3.9.5 Special AP & ALG

As a pure NAT gateway, it doesn't allow an active connection request from outside world. All this
kind of requests will be ignored by the NAT gateway. But at the client hosts in the Intranet, users
may use applications that need more service ports to be allowed for passing through the NAT
gateway. The "Special AP" feature in the gateway can solve this problem. That is, some
applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT
router. The Special Applications feature allows some of these applications to work with this
product.

Besides, application-level gateway (ALG) allows customized NAT traversal filters to be plugged into
the gateway to support address and port translation for certain application layer "control/data"
protocols such as FTP, BitTorrent, SIP, RTSP, file transfer in IM applications, etc. In order for these
protocols to work through NAT or a firewall, either the application has to know about an address/port
number combination that allows incoming packets, or the NAT has to monitor the control traffic and
open up port mappings (firewall pinhole) dynamically as required. Legitimate application data can thus
be passed through the security checks of the firewall or NAT that would have otherwise restricted the

traffic for not meeting its limited filter criteria.

Configuration Virtual Server & Virtual Computer
Item Setting
b ALG SIP ALG [ Enable
« i
(] Trigger Port Incoming Ports Time Schedule Enable Actions
1 554 6970-6999 (0) Always % [] Select
ltem Setting
» Trigger Port Port : Popular Applications © [Quick Time 4 W)
+ Incoming Ports [6970-6029 |
» Time Schedule (D) Always v
¢ Rule ]

In "Special AP & ALG" page, there is one configuration window for "ALG" feature. The gateway
provides "SIP ALG" here. In addition, there also be one "Special AP List" window to list all your defined
special applications. Using "Add" or "Edit" button to add and create one new special application or to
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modify an existed one. When "Add" or "Edit" button is applied the "Special AP Rule Configuration"
window will appear to let you define a application rule. The parameters include the trigger port, the
allowed incoming ports, the integrated time schedule rule, and the rule activation.

Special AP List

This feature allows you to request the gateway open a pre-defined set range service ports for
incoming packets to pass through once the trigger port is toggled in the gateway by the Intranet
packets. As shown in following diagram, one defined special application rule is that the trigger port is
pa and the activated ports are pb and pc once the pa port is toggled at LAN interface of gateway.

Network-A
118.18.8
1 Gateway
% @AChvatEd Po 10.0.75.2
pb,'pc
server (D Tr{gger Port: pa

Local User
10.0.75.100
Scenario Application Timing

When local user wants to run an application to access the server in the Internet and the
application need more than one connection session with different service ports to finish
its function. You can define one special application rule for it. The rule can be integrated
with one schedule rule. That is, the special application rule can be activated only at the
pre-defined schedule.

Scenario Description

Local user runs an application to access the Internet server by a trigger packet with the
dedicated destination port.

Gateway opens more service ports for incoming packets to pass through the gateway
into the Intranet from the Internet if the application requires.

Parameter Setup Example
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Following table lists the parameter configuration as an example for the gateway in
above diagram with one special application rule to be defined.
Use default value for those parameters that are not mentioned in the table.

Configuration Path [Special AP & ALG]-[Special AP List]
ID 1

Trigger Port 554 (Quick Time 4)

Incoming Ports 6970-6999

Rule m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.33 for WAN interface. It serves as a NAT router.

Define a special application rule with the trigger port 554 (Quick Time 4) and incoming
ports 6970-6999, and activate the rule.

So, the local user at host with IP address 10.0.75.100 can enjoy the music by using Quick
Time 4 application. The media server is in the Internet.

ALG Configuration

This gateway supports the SIP ALG feature to allow one SIP phone behind the NAT gateway can
call another SIP phone in the Internet, even the gateway executes its NAT mechanism between the
Intranet and the Internet. The NAT gateway monitors the control traffic and open up port mappings
(firewall pinhole) dynamically as required to know about an address/port number combination that
allows incoming packets, so it will support address and port translation for SIP application layer
"control/data" protocols as shown in following diagram. The NAT Gateway enables the SIP ALG feature,
so it will monitor the SIP Phone #1 actions, open up the required ports and make the address and port
translation in a SIP voice communication.
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SIP Server

Scenario Application Timing

When a SIP phone is behind a NAT gateway, and it is expected to make a call to or
receive a call from the Internet. The "SIP ALG" feature must be activated in the NAT
gateway.

Scenario Description

The "SIP ALG" feature in the NAT Gateway is enabled to monitor, open up ports and
make the address and port translation for the voice communication of the SIP phone
behind the gateway.

A SIP phone behind a NAT gateway can call another SIP phone with the help of the SIP
server in the Internet.

Parameter Setup Example

Following table lists the parameter configuration for the NAT gateway in above diagram.

1

SIP Phone #1
10.0.75.100

N

NAT Gateway

Configuration Path [Special AP & ALG]-[Configuration]

ALG

SIP ALG [l Enable

Scenario Operation Procedure

In above diagram, the NAT Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.33 for WAN interface. It serves as a NAT router.

Configure the NAT gateway with SIP ALG being enabled.

When the SIP Phone #1 behind the NAT gateway has booted up, it will register to the
SIP server in the Internet. So, the SIP server knows where the SIP Phone #1 is. In the
same way, the SIP Phone #2 also registers to the SIP server.
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A local user wants to make one call to the SIP Phone #2 by using the SIP Phone #1, the
NAT Gateway will monitor the calling process, open up required service ports for
incoming packets and make the address and port translation for the voice
communication.

First, the calling starts from the SIP Phone #1 to the SIP server. Then the SIP server
invites the SIP Phone #2 and finally, the SIP Phone #1 talks to the SIP Phone #2, as
shown in above diagram.

Special AP & ALG Setting

The Special AP setting allows some applications require multiple connections.
The ALG setting allows user to Support some SIP ALG, like STUN.

Enable Special AP and Virtual Computer

Go to Basic Network > NAT/ Bridging > Special AP & ALG tab

= Configuration

item Setting

+ Special AP [# Enable

b ALG Enable [ SIPALG

Special AP & ALG tab
Value setting Description
i The box is checked by

Special AP Check the Enable box to activate this NAT function
default
The box is checked b

ALG Enable y Check the Enable box to activate this NAT function
default

Save N/A Click the Save button to save the setting

Undo N/A Click Undo to cancel the settings
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Create/Edit Special AP

The router allows you to custom your Special AP rules. The router supports up to a maximum of 8
rule-based Special AP sets.

= special AP List [N

D VUAN Interface Trigger Port Incoming Ports Time Schedule Enable Actions

When Add button is applied Special AP Rule Configuration screen will appear.

= Special AP Rule Configuration [Help ]
item Setting
b ANAR Interface [ ALL [ WuAm-1 A2 A3

v Trigger Port Fort |:| Popular Applications | User-defined v

F Incoming Pors | |

¥ Time Schedule (0} Alweays ¥
F Rule ()]

Save

Special AP List

Item | Value setting Description

Define the selected interface to be the packet-entering interface of the router.
If the packets to be filtered are coming from WAN-x then select WAN-x for this
1. A Must filled setting 2. field.
Default is ALL. Select ALL for packets coming into the router from any interfaces.
It can be selected WAN-x box when WAN-x enabled.

WAN Interface

When Popular Applications is selected “User-defined”
Port is set a port number, and Incoming Ports can be set a port number or a port
range.
Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)
Then check Rule box to enable this rule.
When Popular Applications is selected “Battle.net”
Trigger Port A Must filled setting Port and Incoming Ports will be defined automatically.
Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)
Then check Rule box to enable this rule.
When Popular Applications is selected “Dialpad”
Port and Incoming Ports will be defined automatically.
Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling

setting under System)

Then check Rule box to enable this rule.
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When Popular Applications is selected “ICU 11”

Port is the same with Incoming Ports.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Rule box to enable this rule.

When Popular Applications is selected “MSN Gaming Zone”

Port is the same with Incoming Ports.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Rule box to enable this rule.

When Popular Applications is selected “PC-to-Phone”

Port is the same with Incoming Ports.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Rule box to enable this rule.

When Popular Applications is selected “Quick Time 4”

Port is the same with Incoming Ports.

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to Scheduling
setting under System)

Then check Rule box to enable this rule.

Click Save to save the settings.
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3.9.7 DMZ & Pass Through

DMZ (De Militarized Zone) Host is a host that is exposed to the Internet cyberspace but still within
the protection of firewall by gateway device. So, the function allows a computer to execute 2-way
communication for Internet games, Video conferencing, Internet telephony and other special
applications. In some cases when a specific application is blocked by NAT mechanism, you can
indicate that LAN computer as a DMZ host to solve this problem.

Configuration Virtual Server & Virtual Computer Special AP & ALG m

Item Setting

» DMZ IP Address of DMZ Host : [10.0.75.2 [ Enable

DHCP Relay : [] Enable

¥ Relay

In "DMZ" page, there is only one configuration window for "DMZ" feature. The window lets you
activate the DMZ function and specify the IP address in the Intranet to be DMZ host so that the host
under DMZ function can run applications freely that would, otherwise, blocked by NAT mechanism of
the gateway with DMZ feature disabled. That is, the incoming packets issued by an active application in
the Internet are usually blocked outside of the NAT gateway. But the DMZ host can receive those
packets and make replies. That is, it is reactive to outside world. In the meantime, it is also protected
by the gateway firewall.

Confiquration

This feature allows you to ask the gateway pass through all normal packets to the DMZ host
behind the NAT gateway only when these packets are not expected to receive by applications in the
gateway or by other client hosts in the Intranet. Certainly, the DMZ host is also protected by the
gateway firewall. Activate the feature and specify the DMZ host with a host in the Intranet when
needed.
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Network-A

E g Z i NAT Gateway

---------------------------- - 10.0.75.2

I
(T} Access X serverin gateway actively: (2)Redirect service Fequest to DMZ host:
118.18.81.100 10.0.75.100

DMZ Host
10.0.75.100

Scenario Application Timing

When the administrator of the gateway wants to set up some service daemons in a host
that is in the Intranet to allow remote users request for services from the host actively,
even the host is behind a NAT gateway. But remote users think the gateway provides
those services, so users use the global IP of the gateway to request their services. Apply
the DMZ feature in the NAT gateway to meet the application scenario. In addition,
please also be noted that the client host is still protected by the gateway firewall.
Scenario Description

The DMZ host is behind a NAT gateway and receives all normal and active packets from
the Internet.

Remote user can access the DMZ host by using the IP address of the gateway, and the
gateway will skip the NAT checking on the DMZ host.

DMZ host is still protected by the gateway firewall.

Parameter Setup Example

Following table lists the parameter configuration as an example for the gateway in
above diagram with DMZ enabling.

Use default value for those parameters that are not mentioned in the table.

Configuration Path

[DMZ]-[Configuration]

DMZ

IP Address of DMZ Host: 10.0.75.100 [l Enable
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Scenario Operation Procedure
In above diagram, the NAT Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.33 for WAN interface. It serves as a NAT router.
Configure a host in the Intranet to be the DMZ Host and activate the rule, whose IP
address is 10.0.75.100.
Assume there is an X server installed in the DMZ host. Then, the remote user can
request services from the X server in the DMZ host by skipping the NAT checking by the
gateway.

DMZ & Pass Through Setting

The DMZ setting allows that Host is a host that is exposed to the Internet cyberspace but still with
the protection of firewall by gateway device.

Enable DMZ and Pass Through Enable

Go to Basic Network > NAT / Bridging > DMZ tab

ftem Setting
v OIMZ Enahle ALL WAMN-1 WARN-2 WAM-2  DMZHost:
+ Pass Through Enable # IPSec |# PFTP |# LZTP
DMz 1. A Must filled setting 2. Check the Enable box to activate this NAT function
Default is ALL. Define the selected interface to be the packet-entering interface of the router.

If the packets to be filtered are coming from WAN-x then select WAN-x for this
field.

Select ALL for packets coming into the router from any interfaces.

It can be selected WAN-x box when WAN-x enabled.

This field of DMZ Host is to specify the IP address of Host LAN IP.

Pass Through The box is checked by Check the Enable box to activate this NAT function
Enable IPSec, PPTP, L2TP

Save N/A Click the Save button to save the settings.

Undo N/A Click Undo to cancel the settings
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3.b Routing

If you have more than one router and subnet, you will need to enable routing function to allow
packets to find proper routing path and allow different subnets to communicate with each other.
Routing is the process of selecting best paths in a network. It is performed for many kinds of networks,
like electronic data networks (such as the Internet), by using packet switching technology. The routing
process usually directs forwarding on the basis of routing tables which maintain a record of the routes
to various network destinations. Thus, constructing routing tables, which are held in the router's
memory, is very important for efficient routing. Most routing algorithms use only one network path at a
time.

The routing tables record your pre-defined routing paths for some specific destination subnets. It is
static routing. However, if the contents of routing tables record the obtained routing paths from
neighbor routers by using some protocols, such as RIP, OSPF and BGP. It is dynamic routing. These both
routing approaches will be illustrated one after one.

3.b.1 Static Routing

"Static Routing" function lets you define the routing paths for some dedicated hosts/servers or
subnets to store in the routing table of the gateway. The gateway system will route incoming
packets to different peer gateways based on the routing table. You define the static routing
information in gateway system.

m Dynamic Routing Routing Information

Item Setting
» Static Routing Enable
. : Add
ID Destination IP Subnet Mask Gateway Interface Metric |Enable Actions
1 173.194.72.94 255.255 255 255 118.18.81.1 Auto 255 v’ [] Select
2 188.125.73.108 255255255 255 203.95.80.1 Auto 255 d [] Select

In "Static Routing" page, there are three configuration windows for static routing feature. They
are the "Configuration" window, "Static Routing Rule List" window and "Static Routing Rule
Configuration" window. The "Configuration" window lets you activate the global static routing
feature only. Even you have defined many static routing rules for the gateway, if you want to
disable them temporarily, just uncheck the Enable box to disable it. The "Static Routing Rule List"
window lists all your defined static routing rule entries. Using "Add" or "Edit" button to add and
create one new static routing rule or to modify an existed one. When "Add" or "Edit" button is
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applied the "Static Routing Rule Configuration" window will appear to let you define a static
routing rule. The parameters include the destination IP address and subnet mask of dedicated
host/server or subnet, the IP address of peer gateway, the metric and the rule activation.

Configuration

Just check the "Enable" box to activate the "Static Routing" feature.

Static Routing Rule List

The Static Routing Rule List shows the setup parameters of all static routing rule enteries.
There also be one "Add" button at the "Static Routing Rule List" caption, that can let you add
one new static routing rule. While the "Edit" button at the end of each static routing rule can let
you modify the rule.

Static Routing Rule Configuration

To configure one static routing rule, you must specify related parameters including the
destination IP address and subnet mask of dedicated host/server or subnet, the IP address of peer
gateway, the metric and the rule activation. Following diagram is an example.

Static Routing Scenario

Network-A
Google(173.194.72.94): -> WAN-1~
Yahoo(188.125:73.108): -> WAN-2 .

”

\

/! LY
P ((9)) \
’ WAN—l: ADSL \x
@ Google 118.18.81.33 Gateway -l
118.18.81.1 1
WAN-2: 3G |
203.95.80.22 !
@) Yahoo /
@) ;
£ 20395801 ’ ’ ’ ‘ j"’
Cellular Network Intranet 7 g
~ : iz v
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Scenario Application Timing

When the administrator of the gateway wants to specify what kinds of packets to be
transferred via which one gateway interface and which peer gateway to their
destination. It can be carried out by the "Static Routing" feature.

Scenario Description

Dedicated packet flows from the Intranet will be routed to their destination via the pre-
defined peer gateway and corresponding gateway interface that are defined in the
system routing table by manual.

Parameter Setup Example

Following tables list the parameter configuration as an example for the gateway in
above diagram with "Static Routing" enabling.

Use default value for those parameters that are not mentioned in the tables.

Configuration Path [Static Routing]-[Configuration]

Static Routing M Enable

Configuration Path [Static Routing]-[Static Routing Rule List]

ID 1 2

Destination IP 173.194.72.94 188.125.73.108
Subnet Mask 255.255.255.255 255.255.255.255
Gateway 118.18.81.1 203.95.80.1
Metric 255 255

Rule H Enable H Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface,
118.18.81.33 for WAN-1 interface and 203.95.80.22 for WAN-2 interface. It serves as a
NAT router.

Configure two static routing rules for the gateway. The first one is to define the packets
from the Intranet to the Google web site (173.194.72.94) will be routed via the WAN-1
interface and the ADSL ISP's gateway. The second one is to define the packets to the
Yahoo web site (188.125.73.108) will be routed via the WAN-2 interface and the Cellular
Network ISP's gateway.

System will route the packets from the Intranet to Google site and Yahoo site based on
above settings.
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Static Routing Setting

The static routing setting allows user to create and customize static routing rules through the
router based on their office setting.

Go to Basic Network > Routing > Static Routing Tab

& Configuration [Help ]
tem Setting
» Static Routing [T Enable

Static Routing Tab

Item H Value setting Description

Enable Static The box is unchecked by
Routing function  default

Check the Enable box to activate this function

Create/Edit Static Routing Rules

The router allows you to custom your static routing rules. It supports up to a maximum of 64 rule sets.

= |Pv4 Static Routing Rule List Delete

ID Destination IP Subnet Mask Gateway IP Interface Metric | Enable Actions

When Add button is applied Static Routing Rule Configuration screen will appear.

* |Pv4 Static Routing Rule Configuration

ftem Setting

¥ Destination [P |

b Subnet Mask | 255.255.255.0 g24) 7|

b Gatewsay P |

F Interface IAutn vI
F Metric |

» Rule [T Enahle
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IPv4 Static Routing

Item

Destination IP

Value setting
1. IPv4 Format
2. A Must filled setting

\ Description

The Destination IP of this static routing rule.

Subnet Mask

255.255.255.0 (/24) is set
by default

The Subnet Mask of this static routing rule.

1. IPv4 Format

Gateway IP . . The Gateway IP of this static routing rule.
2. A Must filled setting
Interface Auto is set by default The Interface of this static routing rule.
. 1. Numberic String Format
Metric The Metric of this static routing rule.

2. A Must filled setting

Enabling the
rule

The box is unchecked by
default.

Click Enable box to activate this rule.

Save NA Click the Save button to save the configuration
Click the Undo button to restore what you just configured back to the previous
Undo NA setting. Please note that the restored setting may not be the factory default setting
but a retrieve of what was saved in the memory.
Back NA When the Back button is clicked the screen will return to the Static Routing

Configuration page.
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3.b.3 Dynamic Routing

Dynamic Routing, also called adaptive routing, describes the capability of a system, through which
routes are characterized by their destination, to alter the path that the route takes through the
system in response to a change in network conditions. The adaptation is intended to allow as
many routes as possible to remain valid (that is, have destinations that can be reached) in
response to the change.

This gateway supports dynamic routing protocol, such as RIPv1/RIPv2 (Routing Information
Protocol), OSPF (Open Shortest Path First), BGP (Border Gateway Protocol) for you to establish
routing table automatically. The feature of dynamic routing will be very useful when there are lots
of subnets in your network. Generally speaking, RIP is suitable for small network. OSPF is more
suitable for medium network. BGP is more used for big network infrastructure.

In the "Dynamic Routing" page, there are seven configuration windows for dynamic routing
feature. They are the "RIP Configuration" window, "OSPF Configuration" window, "OSPF Area List",
"OSPF Area Configuration", "BGP Configuration", "BGP Neighbor List" and "BGP Neighbor
Configuration" window. RIP, OSPF and BGP protocols can be configured individually.

The "RIP Configuration" window lets you choose which version of RIP protocol to be activated or
disable it. The "OSPF Configuration" window can let you activate the OSPF dynamic routing
protocol and specify its backbone subnet. Moreover, the "OSPF Area List" window lists all defined
areas in the OSPF network. Using the "Add" button to add and create one new OSPF area and the
"Edit" button to modify an existed one. Creation and modification can be done in the "OSPF Area
Configuration" window. However, the "BGP Configuration" window can let you activate the BGP
dynamic routing protocol and specify its self ID. The "BGP Neighbor List" window lists all defined
neighbors in the BGP network. By using the "Add" button to add and create one new BGP
neighbor and the "Edit" button to modify an existed one. You can do them in the "BGP Neighbor
Configuration" window.
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Static Routing m Routing Information

Item Setting
* RIP RIPvZ w
Item Setting
» OSPF Enable
» Backbone Subnet [10.0.0.0/16
J | Add || Delete |
D Area Subnet Area D Enable Actions

1 10.0.75.0/24 10.0.75.254 % [] Select
2 10.0.76.0/24 10.0.76.254 v [] Select

Item Setting

» BGP Enable

» Self ID (100

J | Add || Delete |
ID Neighbor IP Neighbor ID Enable Actions
1 10.101.0.1 101 v [] Select
2 10.102.0.1 102 N [] Select
3 10.103.0.1 103 v [] Select
4 10.104.0.1 104 v, [] Select

These three dynamic routing protocols are described as follows.

RIP Scenario

The Routing Information Protocol (RIP) is one of the oldest distance-vector routing protocols,
which employs the hop count as a routing metric. RIP prevents routing loops by implementing a
limit on the number of hops allowed in a path from the source to a destination. The maximum
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number of hops allowed for RIP is 15. This hop limit, however, also limits the size of networks that
RIP can support. A hop count of 16 is considered an infinite distance, in other words the route is
considered unreachable. RIP implements the split horizon, route poisoning and holddown
mechanisms to prevent incorrect routing information from being propagated.

RIP Configuration

In the "RIP Configuration" window, you can just choose the version of RIP protocol to activate the
dynamic routing feature, or disable it.

OSPF Scenario

Open Shortest Path First (OSPF) is a routing protocol for Internet Protocol (IP) networks. It uses a
link state routing algorithm and falls into the group of interior routing protocols, operating within
a single autonomous system (AS). OSPF is perhaps the most widely used interior gateway protocol
(IGP) in large enterprise networks. IS-IS, another link-state dynamic routing protocol, is more
common in large service provider networks. The most widely used exterior gateway protocol is
the Border Gateway Protocol (BGP), the principal routing protocol between autonomous systems
on the Internet.

OSPF is an interior gateway protocol (IGP) for routing Internet Protocol (IP) packets solely within a
single routing domain, such as an autonomous system. It gathers link state information from
available routers and constructs a topology map of the network. The topology is presented as a
routing table to the Internet Layer which routes datagrams based solely on the destination IP
address found in IP packets.

OSPF detects changes in the topology, such as link failures, and converges on a new loop-free
routing structure within seconds. It computes the shortest path tree for each route using a
method based on Dijkstra's algorithm, a shortest path first algorithm.

The OSPF routing policies for constructing a route table are governed by link cost factors (external
metrics) associated with each routing interface. Cost factors may be the distance of a router
(round-trip time), data throughput of a link, or link availability and reliability, expressed as simple
unitless numbers. This provides a dynamic process of traffic load balancing between routes of
equal cost.

An OSPF network may be structured, or subdivided, into routing areas to simplify administration
and optimize traffic and resource utilization. Areas are identified by 32-bit numbers, expressed
either simply in decimal, or often in octet-based dot-decimal notation, familiar from IPv4 address
notation.

OSPFE Configuration

In the "OSPF Configuration" window, you can just check the "Enable" box to activate the OSPF
dynamic routing protocol and specify its backbone subnet.
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OSPF Area List

The OSPF Area List shows all OSPF area definition. There also be one "Add" button at
the "OSPF Area List" caption to allow you to add one new OSPF area. The "Edit" button at the
end of each OSPF area definition can let you modify it.

OSPF Area Configuration

To configure one OSPF area, you must specify related parameters including the area subnet, the
area ID and area activation by an "Enable" box. Following diagram is an example for the scenario.

Area 1:
Area Subne
Area |D:

.0/24

Scenario Application Timing

When the administrator of the gateway wants to deploy one OSPF gateway in a large
enterprise and expects the gateway to learn its routing table by using OSPF protocol
from the enterprise backbone. The OSPF gateway will forward its routing information to
other routers that are under the gateway and not linked to the enterprise backbone.
Scenario Description

The OSPF gateway gathers routing information from the backbone gateways in area 0
by using OSPF dynamic routing protocol.
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The OSPF gateway will forward its routing information to other routers that are under
the gateway and not linked to the enterprise backbone.
Parameter Setup Example
Following tables list the parameter configuration as an example for the OSPF gateway in
above diagram.
Use default value for those parameters that are not mentioned in the tables.

Configuration Path [Dynamic Routing]-[OSPF Configuration]
OSPF B Enable

Backbone Subnet 10.0.0.0/16

Configuration Path [Dynamic Routing]-[OSPF Area List]

ID 1 2

Area Subnet 10.0.75.0/24 10.0.76.0/24
Area ID 10.0.75.254 10.0.76.254
Area Il Enable Il Enable

Scenario Operation Procedure

In above diagram, the OSPF Gateway is one gateway of the enterprise backbone (area
code is 0.0.0.0 and area subnet is 10.0.0.0/16) and it links with other OSPF gateways in
the backbone. It dominates two areas of subnets: area 1 with area code is 10.0.75.254
and area subnet is 10.0.75.0/24, and area 2 with area code is 10.0.76.254 and area
subnet is 10.0.76.0/24.

By operating with OSPF protocol, the OSPF gateway can gather the routing information
from other OSPF gateways in the enterprise backbone. And then it forwards the routing
information to the routers in its dominated areas.

Finally, the routers in the dominated areas of the OSPF Gateway know the shortest
routing path for each destination IP address of outgoing packets.

BGP Scenario

Border Gateway Protocol (BGP) is a standardized exterior gateway protocol designed to exchange
routing and reachability information between autonomous systems (AS) on the Internet. The
protocol is often classified as a path vector protocol but is sometimes also classed as a distance-
vector routing protocol. The Border Gateway Protocol makes routing decisions based on paths,
network policies, or rule-sets configured by a network administrator, and is involved in making
core routing decisions.

BGP may be used for routing within an AS. In this application it is referred to as Interior Border
Gateway Protocol, Internal BGP, or iBGP. In contrast, the Internet application of the protocol may
be referred to as Exterior Border Gateway Protocol, External BGP, or eBGP.
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BGP Configuration

The "BGP Configuration" window allows you to check "Enable" box to activate the BGP dynamic
routing protocol and specify its self code.

BGP Neighbor List

The BGP Neighbor List shows all BGP neighbors definition. There also be one "Add"
button at the "BGP Neighbor List" caption that can let you add and create one new BGP
neighbor. The "Edit" button at the end of each BGP neighbor definition can let you modify it.

BGP Neighbor Configuration

To configure one BGP neighbor, you must specify related parameters including the neighbor IP,
the neighbor ID and neighbor activation by an "Enable" box. Following diagram is an example for
the scenario.
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Scenario Application Timing
Most Internet service providers (ISPs) must use BGP to establish routing between one
another (especially if they are multihomed). Very large private IP networks use BGP
internally. An example would be the joining of a number of large OSPF (Open Shortest
Path First) networks where OSPF by itself would not scale to size. Another reason to use
BGP is multihoming a network for better redundancy, either to multiple access points of
a single ISP or to multiple ISPs.
Scenario Description
The BGP gateway dominates an autonomous system (AS) of networking and links with
some other border gateways for exchanging routing information.
The BGP gateway will distribute the collected routing information in its dominated AS.
Then all routers in the AS know how to route packets to other AS.
Parameter Setup Example
Following tables list the parameter configuration as an example for the BGP gateway in
above diagram.
Use default value for those parameters that are not mentioned in the tables.

Configuration Path [Dynamic Routing]-[BGP Configuration]

BGP B Enable

Self ID 100

Configuration Path [Dynamic Routing]-[BGP Neighbor List]

ID 1 2 3 4
Neighbor IP 10.101.0.1 10.102.0.1 10.103.0.1 10.104.0.1
Neighbor ID 101 102 103 104
Neighbor H Enable H Enable H Enable H Enable

Scenario Operation Procedure

In above diagram, the BGP Gateway is one gateway of its dominated AS (self IP is
10.100.0.1 and self ID is 100) and it links with other BGP gateways in the Internet. The
scenario is like the networking in one ISP to be linked with the ones in other ISPs.

By operating with BGP protocol, the BGP gateway can gather the routing information
from other BGP gateways in the Internet. And then it forwards the routing information
to the routers in its dominated AS.

Finally, the routers in the dominated AS of the BGP Gateway know how to route packets
to other AS.
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Dynamic Routing Setting

The dynamic routing setting allows user to customize RIP, OSPF, and BGP protocol through the
router based on their office setting.

Go to Basic Network > Routing > Dynamic Routing Tab

& Configuration

ftem Setting

¥ Dynamic Routing ¥ Enable

Value setting Description

Enable Dynamic  The box is unchecked by
Routing function default

Check the Enable box to activate this function

The RIP configuration setting allows user to customize RIP protocol through the router based on
their office setting.

& RIP Configuration [Help ]

ftem Setting

b RIF Enable IDisabIe vI

Value setting Description

Select Disable will disable RIP protocol.
Enable RIP Disable is set by default Select RIP v1 will enable RIPv1 protocol.
Select RIP v2 will enable RIPv2 protocol.
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The OSPF configuration setting allows user to customize OSPF protocol through the router based
on their office setting.

& OSPF Configuration

ftem Setting

¥ OSPF [T Enable

r Router D |

F Authentication INnne vI

F Backbone Subnet |

Item Value setting Description

Enable OSPF Disable is set by default Click Enable box to activate the OSPF protocol.
1. IPv4 Format

Router ID The Router ID of this router on OSPF protocol

2. A Must filled setting

The Authentication method of this router on OSPF protocol.

Select None will disable Authentication on OSPF protocol.

Select Text will enable Text Authentication with entered the Key in this field on
OSPF protocol.

Select MD5 will enable MD5 Authentication with entered the ID and Key in these
fields on OSPF protocol.

Authentication None is set by default

1. Classless Inter Domain

Routing (CIDR) Subnet

Mask Notation. (Ex: The Backbone Subnet of this router on OSPF protocol.
192.168.1.0/24)

2. A Must filled setting

Backbone
Subnet
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Create/Edit OSPF Area Rules

The router allows you to custom your OSPF Area List rules. It supports up to a maximum of 32 rule sets.

= OSPF Area List Delete

D Area Subnet Area lD Enahle Actions

When Add button is applied OSPF Area Rule Configuration screen will appear.

* OSPF Area Configuration

tem Setting

F Area Subnet |

F Area D |
b Ares [T Enahle
Save |
Item Value setting Description

1. Classless Inter Domain
Routing (CIDR) Subnet
Area Subnet Mask Notation. (Ex: The Area Subnet of this router on OSPF Area List.
192.168.1.0/24)
2. A Must filled setting
1. IPv4 Format
Area ID . . The Area ID of this router on OSPF Area List.
2. A Must filled setting
The box is unchecked by
Area Enable default Click Enable box to activate this rule.

Save N/A Click the Save button to save the configuration
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The BGP configuration setting allows user to customize BGP protocol through the router based on
their office setting

* BGP Configuration

ftemn Setting
r BGP [T Enahle
b ASH |
r Router D |
Item Value setting Description
Enable BGP The box is unchecked by Check the Enable box to activate the BGP protocol.
function default
ASN 1. Numberic String The ASN Number of this router on BGP protocol.
Format
2. A Must filled setting
Router ID 1. IPv4 Format The Router ID of this router on BGP protocol.
2. A Must filled setting

Create/Edit BGP Network Rules

The router allows you to custom your BGP Network rules. It supports up to a maximum of 32 rule sets.

= BGP Network List

ID Hetwork Subnet Enable Actions

When Add button is applied BGP Network Rule Configuration screen will appear.

# BGP Network Configuration

ftem Setting

» MNetwork Subnet P |255.255.255.0 24y =]

b MNetwork [T Enable

Save |

Item \ Value setting \ Description
1. IPv4 Format The Network Subnet of this router on BGP Network List. It composes of entered
Network Subnet ) .
2. A Must filled setting the IP address in this field and the selected subnet mask.
The box is unchecked by
Network Enable Click Enable box to activate this rule.
default.
Save N/A Click the Save button to save the configuration
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Create/Edit BGP Neighbor Rules

The router allows you to custom your BGP Neighbor rules. It supports up to a maximum of 32 rule sets.

& BGP Neighbor List [ 2i[s] Delete

ID Heighbor IP Remote ASH Enahle Actions

When Add button is applied BGP Neighbor Rule Configuration screen will appear.

# BGP Heighbor Configuration

ftem Setting
b Meighbor IP |
F Remote ASH I—
F Meighhbor [T Enable
Save |

Item Value setting \ Description

. 1. IPv4 Format
Neighbor IP ; ) The Neighbor IP of this router on BGP Neighbor List.
2. A Must filled setting

1. Numberic String Format ) . .
Remote ASN . . The Remote ASN of this router on BGP Neighbor List.
2. A Must filled setting

. The box is unchecked b
Neighbor Enable default Y Click Enable box to activate this rule.
efault.

Save N/A Click the Save button to save the configuration
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3.b.5 Routing Information

The routing information allows user to view the routing table and policy routing information
based on their office setting. Policy Routing Information is available when the Load Balanced is

enabled and the Load Balance Strategy is By User Policy.

Go to Basic Network > Routing > Routing Information Tab

* Routing Table

Destination IP Subnet Mask Gateway IP Metric | Interface
192.168.1.0 2552552550 0.0.0.0 0 LA
192.168.127.0 2552552550 0.0.0.0 0 WAR-1
169.254.0.0 255.255.0.0 0.0.0.0 0 LA
127.0.0.0 255.0.0.0 0.0.0.0 0 Io
0.0.0.0 0.0.0.0 192 168.127.220 0 WAR-1
Item Value setting Description
Destination IP N/A Routing record of Destination IP. IPv4 Format.

Subnet Mask N/A Routing record of Subnet Mask. IPv4 Format.
Gateway IP N/A Routing record of Gateway IP. IPv4 Format.
Metric N/A Routing record of Metric. Numeric String Format.
Interface N/A Routing record of Interface Type. String Format.

# Policy Routing Information

Policy Routing Source

Source IP

Destination IP

Destination
Port

Wi Interface

Load Balance

Item

Value setting

Description

Policy Routing Source  N/A Policy Routing of Source. String Format.

Source IP N/A Policy Routing of Source IP. IPv4 Format.
Destination IP N/A Policy Routing of Destination IP. IPv4 Format.
Destination Port N/A Policy Routing of Destination Port. String Format.

WAN Interface N/A

Policy Routing of WAN Interface. String Format.
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3.d Client & Server & Proxy

This section presents application clients, servers or proxies running in the gateway system. There
are mainly Dynamic DNS client and DHCP server in the current gateway device.

3.d.1 DNS & DDNS

How does user access your server if your WAN IP address changes all the time? One way is to
register a new domain name, and maintain your own DNS server. Another simpler way is to apply a
domain name to a third-party DDNS service provider. The service can be free or charged. If you want to
understand the basic concepts of DNS and Dynamic DNS, you can refer to Wikipedia website'®*.

To host your server on a changing IP address, you have to use dynamic domain name service
(DDNS). Therefore, anyone wishing to reach your host only needs to know the domain name. Dynamic
DNS will map the name of your host to your current IP address, which changes each time you connect
your Internet service provider.

In short, the Dynamic DNS service allows the gateway to alias a public dynamic IP address to a
static domain name, allowing the gateway to be more easily accessed from various locations on the
Internet. The user has to register a domain name to a third-party DDNS service provider to use DDNS
function.

RIS oice senver

J
Item Setting

* DDNS Enable

» Provider |N0—|P.c0m v

» Host Name [JP-NB |

» Username / E-mail [Chinghuihsieh |

» Password / Key [eessesssssee |

In the "Dynamic DNS" page, there is only one configuration window to set up the necessary
parameters for Dynamic DNS function.

10 http://en.wikipedia.org/wiki/Domain_Name_System
11 http://en.wikipedia.org/wiki/Dynamic_DNS
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Dynamic DNS

The required parameters for the dynamic DNS agent in the gateway system include the DDNS
service provider, the host name of the gateway, and the user name (or E-mail address) and password
(or key) for authenticating to the service provider successfully. This device supports most popular third-
party DDNS service provider, including DynDNS.org(Dynamic), DynDNS.org(Custom), No-IP.com,
TZO.com, and DHS.org. Before you enable Dynamic DNS, you need to register an account with one of
these Dynamic DNS servers that we list in Provider field.

Once the IP address of a WAN interface in the gateway has changed, the dynamic DNS agent in the
gateway will inform the DDNS server with the new IP address. The server automatically re-maps your
domain name with the changed IP address. So, other hosts in the Internet world will be able to link to
your gateway by using your domain name regardless of the changing global IP adress.

Dynamic DNS Scenario

Network-A
Inform WAN'’s IP
ISP DDNMS Server Changegatewav

ey, = — == — == e T T T x5 Modem
- i
” —— s, E
i \ ' QIE IF‘,
, — Gateway,
S o Broft tols Subnet Mask, Ethernet LAN
@ d = . Primary DMS,

10.0.75.2
DNJ Ser ﬁﬁSServer#'l Secondary DNS
:
L ]
No-IP DDNS Server & ’ ’ @
DNS Server #n Intranet

Scenario Application Timing

When the IP address of the Gateway is often changed by ISP, and other hosts in the
Internet want to link to the gateway device by using its corresponding domain name.
The gateway must provide the dynamic DNS function to carry out the requirement.
Scenario Description

Apply one account to the DDNS provider for DDNS service before DDNS function in the
gateway can work.

The gateway asks the DDNS server to re-map the domain name and WAN's IP address of
the gateway once the IP address has been changed.
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Parameter Setup Example
Following table lists the parameter configuration as an example for the gateway in
above diagram with "Dynamic DNS" enabling.
Use default value for those parameters that are not mentioned in the table.

Configuration Path [Dynamic DNS]-[Dynamic DNS]
DDNS m Enable

Provider No-IP.com

Host Name JP-NB

Username / E-mail Chinghuihsieh

Password / Key ddnspassword

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and gets a dynamic IP 118.18.81.33 for WAN-1 interface. It serves as a NAT router.
Configure the required parameters for DDNS function by referring to above setup
example. When the gateway has booted up and has gotten a dynamic IP address for the
WAN interface, the DDNS agent in the gateway tries to request the DDNS server with
the mapping between the domain name and the obtained WAN IP address of the
gateway.

The DDNS server broadcasts the mapping to other DNS servers for DNS hosting service
in the Internet world. So, other hosts in the Internet can link to the gateway by using
the domain name.

Once the gateway has dynamically changed its WAN IP address from ISP, the DDNS
agent tries again to request the DDNS server with the re-mapping between the domain
name and the new WAN IP address of the gateway.

The DDNS server broadcasts again the new mapping to other DNS servers for DNS
hosting service in the Internet world.

Finally, other hosts in the Internet can still link to the gateway by using the domain
name, even the WAN IP address of the gateway has changed.
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DNS & DDNS Setting

The DNS & DDNS setting allows user to create/modify pre-defined domain name list and setup
Dynamic DNS feature.

Go to Basic Network > Client / Server / Proxy > Dynamic DNS Tab
Create/Edit Pre-defined Domain Name List

The router allows you to custom your pre-defined domain name list. It supports up to a maximum of
128 sets.

# Pre-defined Domain HMame List Delete

Domain Hame IP Address Definition Enable Actions

When Add button is applied Pre-defined Domain Name Configuration screen will appear.

# Pre-defined Domain Hame Configuration

ftem Setting

r Domain Mame |

kP Address |

¢+ Definition Enable [T Enable

Pre-defined Domain Name Configuration

Item Value setting Description

1. String format can be
Domain Name  any text Enter a domain name that mapping the IP Address.
2. A Must filled setting

1. IPv4 format
IP Address . . Enter a IP Address that mapping the Domain Name.
2. A Must filled setting

Enabling the The box is unchecked by

Click Enable box to activate this rule.

rule default.

Save N/A Click Save to save the settings

Undo N/A Click Undo to cancel the settings

Back N/A When the Back button is clicked the screen will return to the Dynamic DNS

configuration page.
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Setup Dynamic DNS

The router allows you to custom your Dynamic DNS settings.

* DDNS {(Dpmamic DNS) Configuration [Help ]
ftem Setting

F DOME [: Enable

b AN Interface [want =]

F Provider |DvnDNS.nrg(Dynamic}j

F Host Mame |

F Lser Bame f E-mail |

b Password [ ey |

DDNS (Dynamic DNS) Configuration

Description

Item Value setting
Enable DDNS The box is unchecked by
function default

Check the Enable box to activate this function

WAN Interface WAN 1 is set by default

Selected the WAN Interface IP Address of the router.

DynDNS.org (Dynamic) is
set by default

Provider

Your DDNS provider of Dynamic DNS.

1. String format can be
Host Name any text

2. A Must filled setting

Your registered host name of Dynamic DNS.

1. String format can be
any text
2. A Must filled setting

User Name / E-
Mail

Your User name or E-mail addresss of Dynamic DNS.

1. String format can be
Password / Key  any text

2. A Must filled setting

Your Password or Key of Dynamic DNS.

Save N/A

Click Save to save the settings

Undo N/A

Click Undo to cancel the settings
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3.d.3 DHCP Server
> DHCP Server

The gateway supports up to 4 DHCP servers to fulfill the DHCP requests from different VLAN
groups (please refer to VLAN section for getting more usage details). And there is one default
setting for whose LAN IP Address is the same one of gateway LAN interface, with its default
Subnet Mask setting as “255.255.255.0”, and its default IP Pool ranges is from “.100” to “.200” as
shown at the DHCP Server List page on gateway’s WEB UI.

User can add more DHCP server configurations by clicking on the “Add” button behind “DHCP
Server List”, or clicking on the “Edit” button at the end of each DHCP Server on list to edit its
current settings.

Also, user can select DHCP Server and delete it by clicking on the “Select” check-box and the
“Delete” button.

Gateway

e

@ Meeting Room

S50

@ Office Network
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> DHCP Clients List

To show the DHCP clients list with some details/information like the LAN Interface, IP Address,
Host Name, MAC Address and the Remaining Lease Time.

» Fixed Mapping

User can assign fixed IP address to map the specific client MAC address by select them then copy,
when targets were already existed in the DHCP Client List, or to add some other Mapping Rules by
manually in advance, once the target's MAC address was not ready to connect.

LY

PC-B @ Office Network
........... MACAGESS ......oeeerrseenn, L T—
{ PC-A: 00-12-34-AB-CD-0A '=F { 192.168.123.150 }
: ixed Mapping } :
i PC-B: i
i PC-C: 00-12-34-AB-CD-0C } 10.10.133.181 |
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DHCP Server Setting

The DHCP Server setting allows user to create and customize DHCP Server policies to assign IP
Addresses to the devices on the local area network (LAN).

Go to Basic Network > Client / Server / Proxy > DHCP Server Tab

Create/Edit DHCP Server Policy
The router allows you to custom your DHCP Server Policy. It supports up to a maximum of 4 policy sets.

. add | Delete | DHCP Client List |
snglrf,-gr LAN IP Subnet Mask IP Pool Lease |Domain | Primary | Secondary | Primary | Secondary Gateway | Enable Actions
Name Address Time | Hame DNS DNS WINS WINS
- Edit
DHCFR 182 168.1.254 | 255 2585 2550 192168.1.100 aE6400 0.0.00 0000 0000 0000 0.0.0.0 = —I . |
1 1921 5812':'0 Fixed Mappmg

When Add button is applied DHCP Server Configuration screen will appear.

ftem

Setting

F DHCF Server Mame

[DHCP 2

F LAM IP Address

[192.168.2.254

F Subnet Mask

|255.255.255.D f24)

=

F IP Foaol

Starting Address: |
Ending Address: |

F Lease Time

|BE4IZIE| seconds

» Domain MName | {Cptional)
F Primary DME | (Dptional)
F Secondary DMS | (Dptional
F Primary WikS | (Dptional)
F Secondary WIMS | (Optional)
FoGatewnay | (Dptional)
F Server [~ Enahle
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DHCP Server Configuration

Item

Value setting
1. String format can be

\ Description

DHCP Server

Name any text Enter a DHCP Server name. Enter a name that is easy for you to understand.
2. A Must filled setting

LAN IP 1. IPv4 format.

Address The LAN IP Address of this DHCP Server.

2. A Must filled setting

Subnet Mask

255.0.0.0 (/8) is set by
default

The Subnet Mask of this DHCP Server.

IP Pool

1. IPv4 format.
2. A Must filled setting

The IP Pool of this DHCP Server. It composed of Starting Address entered in this
field and Ending Address entered in this field.

Lease Time

1. Numberic string format.
2. A Must filled setting

The Lease Time of this DHCP Server.

Domain Name

String format can be any
text

The Domain Name of this DHCP Server.

Primary DNS IPv4 format The Primary DNS of this DHCP Server.
Secondary )
DNS IPv4 format The Secondary DNS of this DHCP Server.
Primary WINS  |Pv4 format The Primary WINS of this DHCP Server.
Secondary
IPv4 format The Secondary WINS of this DHCP Server.
WINS
Gateway IPv4 format The Gateway of this DHCP Server.
Enabling the The box is unchecked by
Click Enable box to activate this Server.
Server default.
Save NA Click the Save button to save the configuration
Click the Undo button to restore what you just configured back to the previous
Undo NA setting. Please note that the restored setting may not be the factory default setting
but a retrieve of what was saved in the memory.
When the Back button is clicked the screen will return to the DHCP Server
Back NA

Configuration page.
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Create/Edit Mapping Rule List on DHCP Server
The router allows you to custom your Mapping Rule List on DHCP Server. It supports up to a maximum
of 64 rule sets. When Fix Mapping button is applied, the Mapping Rule List screen will appear.

* Mapping Rule List

[Help 1

MAC Address

IP Address Enahle Actions

When Add button is applied Mapping Rule Configuration screen will appear.

= Mapping Rule Configuration

ftem

Setting

F MAC Address

F IP Address

r Rule

[T Enable

Mapping Rule Configuration

Item Value setting \ Description
1. MAC Address string
MAC Address format The MAC Address of this mapping rule.
2. A Must filled setting
1. IPv4 format.
IP Address . . The IP Address of this mapping rule.
2. A Must filled setting
Enabling the The box is unchecked by
Click Enable box to activate this rule.
Rule default.
Save N/A Click the Save button to save the configuration
Click the Undo button to restore what you just configured back to the previous
Undo N/A setting. Please note that the restored setting may not be the factory default setting
but a retrieve of what was saved in the memory.
When the Back button is clicked the screen will return to the DHCP Server
Back N/A
Configuration page.
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LAHN Interface

Copyta Fied Mapping |

IP Address

Host Hame

MAC Address

Remaining Lease Time

Actions

Ethernet

Dynamic £ 192.168.1.100

amit-25611230-1

Qo0:01:0810:0F17

232046

[T Select

When the DHCP Client is selected and Copy to Fixed Mapping button is applied. The IP and MAC

address of DHCP Client will apply to the Mapping Rule List on specific DHCP Server automatically.
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Chapter5 Advanced Network

5.1 Firewall

The firewall functions include Packet Filters, URL Blocking, Web Content Filters, MAC Control,
Application Filters, IPS and some firewall options.

5.1.1 Firewall Configuration

T
‘ '@ s | JConnguration’| ° PacketFilters  ° URL Blocking Web ContentFilters  MAC Control " Application Filters  IPS " Options

' Status
' i » Firewall
' @ Advanced Network '

* QoS & BWM
- VPN

* Redundancy
- System Management

' @ Applications
l @ System

Firewall Configuration
Enable Firewall check box will activate all firewall functions.

The firewall configuration allows user to enable or disable all functions including Packet Filters,
URL Blocking, Web Content Filters, MAC Control, Application Filters, IPS, and Firewall Options.

Enabling Global Firewall Function
Go to Advanced Network > Firewall > Configuration Tab

= Firewall Configuration

ftem Setting

¥ Firewyall ¥ Enahble

Firewall Configuration Setting

Item Value setting Description
Enable Firewall function The box is checked by default Check the Enable box to activate all firewall functions
Save N/A Click Save to save the settings
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5.1.3 Packet Filters

"Packet Filters" function can let you define some filtering rules for incoming and outgoing packets.
So the gateway can control what packets are allowed or blocked to pass through it. A packet filter
rule should indicate from and to which interface the packet enters and leaves the gateway, the
source and destination IP addresses, and destination service port type and port number. Lastly,
the time schedule to which the rule will be active.

Configuration “ URL Blocking Web Content Filters MAC Control Application Filters IPS Options

Item Setting
+ Packet Filters [+ Enable
+ Black List / White List |IZJen',r all to pass except those match the following rules. v
+ Log Alert [] Enable
- Add | | Delete
D Rule Name mg?r’:'ce InteTr%ice Source IP Destination IP Deslt}lgle_:tnon Protocol | Time Schedule | Enable Actions
1 Access 80 Any Any 10.0.75.200-10.0.75.250 0.0.0.0 80-80 TCP (0) Always tE‘
Selec
2 Access 443 Any Any | 10.0.75.200-10.0.75.250 0.0.00 443443 TCP (0) Always tD
Selec

In "Packet Filters" page, there are three configuration windows for packet filtering function. They
are the "Configuration" window, "Packet Filter Rule List" window, and "Packet Filter Rule
Configuration" window.

The "Configuration" window can let you activate the packet filtering function and specify to black
listing or to white listing Inbound or Outbound packets defined in the "Packet Filter Rule List"
entry. In addition, log alerting can be enabled through an “Enable” checkbox to log events. Second,
the "Packet Filter Rule List" window lists all your defined packet filtering rule entry. At last, the
"Packet Filter Rule Configuration" window can let you define one packet filtering rule.

Confiqguration

Check the "Enable" box to activate the "Packet Filters" function. Select either the black list or the
white list for following "Packet Filter Rule List". Finally, enable the log alerting when needed.
When you choose "Allow all to pass except those match the following rules" for the "Packet Filter
Rule List", you are setting the defined packet filtering rules to belong to the black list. The packets,
listed in the rule list, will be blocked from entering or leaving the gateway if they match to one
rule. Other packets can pass through the gateway. In contrast, when you choose "Deny all to pass
except those match the following rules" for the "Packet Filter Rule List", you are setting the
defined packet filtering rules to belong to the white list. The packets, listed in the rule, will be
allowed to enter or leave the gateway if they match to one of the rules. Other packets will be
blocked.
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Packet Filter Rule List

The "Packet Filter Rule List" shows the setup parameters of all packet filtering rules. There also be
one "Add" button at the "Packet Filter Rule List" caption, that can let you add and create one new
packet filtering rule. The "Edit" button at the end of each packet filtering rule can let you modify the
rule. Refer to the following sub-sections for more reference.

Packet Filter Rule Configuration

When you want to add a new packet filtering rule or edit one already existed, the "Packet Filter
Rule Configuration" window shows up for you to configure. The parameters in a rule include the
rule name, the from and to which interface the packet enters and leaves, the source and
destination IP addresses, the destination service port type and port number, the integrated time
schedule rule and the rule activation. Refer to 6.2.1 Scheduling Settings section in this user
manual on how to configure a time schedule. See following scenario example.

Packet Filters with White List Scenario

Network-A

T,

xDSL and/or
L4 4G Cellular

_______ User Group
10.0.75.200~250
“http://....." & ”htfps://.....”\1
Allowed to access when \'-
packets with TCP Port 80

and 443.
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Scenario Application Timing
When the administrator of the gateway wants to allow only specific packets through
the gateway, he can use the "Packet Filters" function to carry out to allow specific
packets by defining the white list as shown in above diagram. Certainly, when the
administrator wants to deny only specific packets from going through, he can use the
"Packet Filters" function by defining the black list to carry out to meet the requirement.
It is contrasting to above diagram.
Scenario Description
To only allow dedicated packets that match to one packet filtering rule to flow through
the gateway and block other packets that are not defined in the “Packet Filter Rule List”
entry.
Parameter Setup Example
Following tables list the parameter configuration as an example for the gateway in
above diagram with "Packet Filters" enabling.
Use default value for those parameters that are not mentioned in the tables.

Configuration Path [Packet Filters]-[Configuration]

Packet Filters m Enable

Black List / White List Deny all to pass except those match the following rules.

Configuration Path [Packet Filters]-[Packet Filter Rule List]

ID 1 2

Rule Name Access 80 Access 443

Source IP IP Range: 10.0.75.200 ~ 10.0.75.250 IP Range: 10.0.75.200 ~ 10.0.75.250
Destination IP Specific IP Address: 0.0.0.0 Specific IP Address: 0.0.0.0
Destination Port User-defined Service: 80 ~ 80 User-defined Service: 443 ~ 443
Protocol TCP TCP

Rule m Enable m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface,
118.18.81.33 for WAN-1 interface. It serves as a NAT router.

Enable the packet filter function and specify the "Packet Filter Rule List" is a white list
and configure two packet filtering rules for the gateway. Create one rule to allow HTTP
packets and the other rule to allow HTTPS packets to pass through the gateway.

System will allow only HTTP and HTTPS packet to pass through the gateway for those
hosts in the Intranet and their IP addresses are in the range from .200 to .250.
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The packet filter setting allows user to create and customize packet filter policies to allow or reject
specific inbound/outbound packets through the router based on their office setting.

Enabling Packet Filter

Go to Advanced Network > Firewall > Packet Filters Tab

& Configuration

[Help ]

lkem

Setting

k Packet Filters

» Black List Hadhite List

| Deny those match the fallowing rules. j

r Log Alert

[~ Enahble

Item Name Value setting

Description

Enable Packet The box is unchecked by ) ) )
. . Check the Enable box to activate Packet Filter function
Filter function default
Black List / When Deny those match the following rules is selected, as the name suggest,
T Deny those match the . ) ) .
White List . . packets specified in the rules will be blocked —black listed. In contrast, with Allow
. following rules is set by . . o
(Filter Method default those match the following rules, you can specifically white list the packets to pass
: efau
Selection) and the rest will be blocked.
The box is unchecked by )
Log Alert Check the Enable box to activate Event Log.
default
Save N/A Click Save to save the settings
Undo N/A Click Undo to cancel the settings

Note: Packet Filter function is only available when Firewall feature is enabled. Refer to section 4.1

Firewall

153



M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

Create/Edit Filter Rules
The router allows you to customize your packet filtering rules. It supports up to a maximum of 20 filter rule sets.

# Packet Filter List Delete

Source |Destination| Time
Port Port Schedule

Rule From To Destination | Source

Name |Interface |Interface |>0urce IP P mac |Protocol

Enahle | Actions

When Add button is applied Filter Rule Configuration screen will appear.

& Packet Filter Rule Configuration

ftem Setting
» Rule Mame |Rule

» From Interface Ay ¥

¥ To Interface Ay <

» Source IP [ any |

» Destination IP | Any =]

b Source MAC |Any =

F Protocol Ay -

» Source Port | User-defined Service = | -
» Destination Port | User-defined Service =] | -
» Time Schedule [0y Aways =]

F Rule [T Enable

Create/Edit Filter Rules

Item Name Value setting Description
1. String format can be

Rule Name any text Enter a packet filter rule name. Enter a name that is easy for you to remember.
2. A Must filled setting

Define the selected interface to be the packet-entering interface of the router. If

the packets to be filtered are coming from LAN to WAN then select LAN for this

field. Or VLAN-1 to WAN then select VLAN-1 for this field. Other examples are
From Interface A Must filled setting VLAN-1 to VLAN-2. VLAN-1 to WAN.

Select Any to filter packets coming into the router from any interfaces.

Please note that two identical interfaces are not accepted by the router. i.e. VLAN-

1 to VLAN-1.

Define the selected interface to be the packet-leaving interface of the router. If the
packets to be filtered are entering from LAN to WAN then select WAN for this

To Interface A Must filled setting field. Or VLAN-1 to WAN then select WAN for this field. Other examples are VLAN-
1 to VLAN-2. VLAN-1 to WAN.

Select Any to filter packets leaving the router from any interfaces.
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Please note that two identical interfaces are not accepted by the router. i.e. VLAN-
1 to VLAN-1.

This field is to specify the Source IP address.

Select Any to filter packets coming from any IP addresses.

Select Specific IP Address to filter packets coming from an IP address.

Select IP Range to filter packets coming from a specified range of IP address.

Source IP A Must filled setting
Select IP Address-based Group to filter packets coming from a pre-defined group.
Note: group must be pre-defined before this option become available. Refer to
System > Grouping > Host grouping. You may also access to create a group by the
Add Rule shortcut button.
This field is to specify the Destination IP address.
Select Any to filter packets that are entering to any IP addresses.
Select Specific IP Address to filter packets entering to an IP address entered in this
field.
Select IP Range to filter packets entering to a specified range of IP address entered
Destination IP A Must filled setting in this field.

Select IP Address-based Group to filter packets entering to a pre-defined group
selected. Note: group must be pre-defined before this selection become available.
Refer to System > Grouping > Host grouping. You may also access to create a
group by the Add Rule shortcut button. Setting done through the Add Rule button
will also appear in the Host grouping setting screen.

This field is to specify the Source MAC address.

Select Any to filter packets coming from any MAC addresses.

Select Specific MAC Address to filter packets coming from a MAC address.

Source MAC A Must filled setting Select MAC Address-based Group to filter packets coming from a pre-defined
group selected. Note: group must be pre-defined before this selection become
available. Refer to System > Grouping > Host grouping. You may also access to
create a group by the Add Rule shortcut button.

For Protocol, select Any to filter any protocol packets

Then for Source Port, select a predefined port dropdown box when Well-known
Service is selected, otherwise select User-defined Service and specify a port range.
Then for Destination Port, select a predefined port dropdown box when Well-
known Service is selected, otherwise select User-defined Service and specify a
port range.

For Protocol, select ICMPv4 to filter ICMPv4 packets

For Protocol, select TCP to filter TCP packets

Protocol A Must filled setting Then for Source Port, select a predefined port dropdown box when Well-known
Service is selected, otherwise select User-defined Service and specify a port range.
Then for Destination Port, select a predefined port dropdown box when Well-
known Service is selected, otherwise select User-defined Service and specify a
port range.

For Protocol, select UDP to filter UDP packets
Then for Source Port, select a predefined port dropdown box when Well-known
Service is selected, otherwise select User-defined Service and specify a port range.

Then for Destination Port, select a predefined port dropdown box when Well-
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Enabling the rule

Save
Undo

Back
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A Must filled setting

The box is unchecked by
default.

N/A

N/A

N/A

known Service is selected, otherwise select User-defined Service and specify a
port range.

For Protocol, select GRE to filter GRE packets

For Protocol, select ESP to filter ESP packets

For Protocol, select SCTP to filter SCTP packets

For Protocol, select User-defined to filter packets with specified port number.
Then enter a pot number in Protocol Number box.

Apply Time Schedule to this rule, otherwise leave it as Always.

If the dropdown list is empty ensure Time Schedule is pre-configured. Refer to
System > Scheduling > Scheduling Setting tab

Click Enable box to activate this rule then save the settings.

Click Save to save the settings
Click Undo to cancel the settings
When the Back button is clicked the screen will return to the Packet Filters

Configuration page.
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5.1.5 URL Blocking

"URL Blocking" function can let you define blocking or allowing rules for incoming and outgoing
Web request packets. With defined rules, gateway can control the Web requests containing the
complete URL, partial domain name or pre-defined keywords. For example, one can filter out or allow

4

only the Web requests based on domain input suffixes like .com or .org or keywords like “bct” or “mpe”.

An URL blocking rule should indicate the URL, partial domain name or included keywords in the
Web requests from and to the gateway and what destination service port. In addition, the integrated
time schedule can be applied to activate rules based on date and time.

Gateway logs and displays illegal web accessing, in the web-based utility, that matches rules in the
defined URL blocking rule entry in the black-list or in the exclusion of the white-list.

Configuration Packet Filters m Web Content Filters MAC Control Application Filters IPS Options
Item Setting
+ URL Blocking [+ Enable
+ Black List / White List |AIIOW all to pass except those match the following rules. v
» Log Alert [] Enable
» Invalid Access Web Redirection [l Enable
- Add Delete
ID Rule Name URL / Domain Name |/ Keyword Destination Port Time Schedule Enable Actions
1 Block sex & sexygir sex;sexygir (0) Always [] Select
2 Block playboy playboy (0) Always [] Select

In "URL Blocking" page, there are three configuration windows. They are the "Configuration"
window, "URL Blocking Rule List" window, and "URL Blocking Rule Configuration" window.

The "Configuration" window can let you activate the URL blocking function and specify to black
listing or to white listing the packets defined in the "URL Blocking Rule List" entry. In addition, log
alerting can be enabled through an “Enable” checkbox to log on-going events. Refer to "System
Status" in "6.1.1 System Related" section in this user manual on where and how to view log.
Another "Enable" checkbox for Invalid Access Web Redirection allow you to enable warning
message to be displayed on your browser during an illegal web accessing. Second, the "URL
Blocking Rule List" window lists all your defined URL blocking rule entry. At last, the "URL Blocking
Rule Configuration" window can let you define one URL blocking rule.
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Confiquration

Check the "Enable" box to activate the "URL Blocking" function. Select either the black list or the
white list for following "URL Blocking Rule List". Finally, enable the log alerting and the Web
redirection for invalid accessing when needed.

When you choose "Allow all to pass except those match the following rules" for the "URL Blocking
Rule List", you are setting the defined URL blocking rules to belong to the black list. The packets,
listed in the rule list, will be blocked if one pattern in the requests matches to one rule. Other
Web requests can pass through the gateway. In contrast, when you choose "Deny all to pass
except those match the following rules" for the "URL Blocking Rule List", you are setting the
defined packet filtering rules to belong to the white list. The Web requests, listed in the rule, will

be allowed if one pattern in the requests matches to one rule. Other Web requests will be blocked.

URL Blocking Rule List

The "URL Blocking Rule List" shows the setup parameters of all URL blocking rules. There also be
one "Add" button at the "URL Blocking Rule List" caption, that can let you add and create one new URL
blocking rule. The "Edit" button at the end of each URL blocking rule can let you modify the rule. Refer

to the following sub-sections for more reference.

URL Blocking Rule Configuration

When you want to add a new URL blocking rule or edit one existed rule, the "URL Blocking Rule
Configuration" window shows up for you to configure the rule. The parameters in a rule include
the rule name, the URL/Domain Name/Keyword, the destination service ports, the integrated
time schedule rule and the rule activation. Refer to 6.2.1 Scheduling Settings section in this user
manual on how to configure a time schedule. See following scenario example.
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URL Blocking with Black List Scenario

Network-A
Denied to access those URLs with “sex”, “sexygirl” =" = T =
or “playboy”, like - )
“http://www.sex.com, o B
http://www.sexygirl.com, rF

https://www.playboy.com”

P g s "
\.ﬁ xDSL and/or

" 4G Cellular

e e o e o e
—

URLs without sex, sexygirl or
playboy i
Allowed to access T

SENPEDNTE]

Scenario Application Timing

When the administrator of the gateway wants to block the Web requests with some
dedicated patterns, he can use the "URL Blocking" function to carry out to block specific
Web requests by defining the black list as shown in above diagram. Certainly, when the
administrator wants to allow only the Web requests with some dedicated patterns to go
through the gateway, he can use the "URL Blocking" function by defining the white list
to carry out to meet the requirement. It is contrasting to above diagram.

Scenario Description

Web requests with dedicated patterns in the black list will be blocked by the gateway.
Other ones can pass through the gateway.

Parameter Setup Example

Following tables list the parameter configuration as an example for the gateway in
above diagram with "URL Blocking" enabling.

Use default value for those parameters that are not mentioned in the tables.
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Configuration Path [URL Blocking]-[Configuration]

URL Blocking m Enable

Black List / White List Allow all to pass except those match the following rules.
Invalid Access Web Redirection m Enable

Configuration Path [URL Blocking]-[URL Blocking Rule List]

ID 1 2

Rule Name Block sex & sexygirl Block playboy
URL/Domain Name/Keyword sex;sexygirl playboy

Rule m Enable m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface,
118.18.81.33 for WAN-1 interface. It serves as a NAT router.

Enable the URL blocking function and specify the "URL Blocking Rule List" is a black list
and configure two URL blocking rules for the gateway. Create one rule to deny the Web
requests with "sex" or "sexygirl" patterns and the other to deny the Web requests with
"playboy" pattern to go through the gateway.

System will block the Web requests with "sex", "sexygirl" or "playboy" patterns to pass
through the gateway.

URL blocking Setting

The URL blocking setting allows user to create and customize URL blocking policies to allow or
reject http packets with specific keyword, domain name, or URL through the router based on their

office setting.

Go to Advanced Network > Firewall > URL Blocking Tab

ftem Setting
¥ LIRL Blocking [w: Enahle
» Black List fyhite List | Deny those match the following rules. j
¥ Log Alert [T Enable
F Iralid Access Web Redirection [T Enable
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Item Value setting Description
Enable URL .
. The box is unchecked by . o .
Blocking default Check the Enable box to activate this filter function
function etau
Black List / Deny those match the When Deny those match the following rules is selected, as the name suggest,
White List (Filter . . packets specified in the rules will be blocked —black listed. In contrast, with Allow
following rules is set by .
Method default those match the following rules, you can specifically white list the packets to pass
: efau
Selection) and the rest will be blocked.
The box is unchecked by . .
Log Alert Check the Enable box to activate to activate Event Log.

default

Invalid Access

Web Redirection default

The box is unchecked by

Check the Enable box to activate this function. When the user attempts to open a

blocked http URL by the web browser, it will redirect to a warning page.

Create/Edit Filter Rules

The router supports up to a maximum of 20 URL blocking rule sets. Ensure that the URL Blocking is
enabled before we can create blocking rules.

& URL Blocking Rule List

ID Rule Hame Source IP

Source MAC

Destination
Port

Time

Schedule Enable | Actions

URL / Domain Name / Keyword

When Add button is applied Filter Rule Configuration screen will appear.

& URL Blocking Rule Configuration

ltem Setting
r Rule Mame [Rulet
¥ Source P |?”~”!-f ﬂ
b Source MAC |Any =]
» URL [ Domain Mame [ Keyward |
» Destination Port [ Any =l

F Time Schedule

| (D) Always =)

r Rule [T Enahle
Item Value setting Description
1. String format can be
Rule Name any text Enter a url blocking rule name. Enter a name that is easy for you to understand.
2. A Must filled setting
This field is to specify the Source IP address.
Source IP Select Any to filter packets coming from any IP addresses.

A Must filled setting

Select Specific IP Address to filter packets coming from an IP address entered in
this field.
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Select IP Range to filter packets coming from a specified range of IP address
entered in this field.

Select IP Address-based Group to filter packets coming from a pre-defined group
selected. Note: group must be pre-defined before this selection become available.
Refer to System > Grouping > Host grouping. You may also access to create a group
by the Add Rule shortcut button. Setting done through the Add Rule button will
also appear in the Host grouping setting screen.

This field is to specify the Source MAC address.

Select Any to filter packets coming from any MAC addresses.

Select Specific MAC Address to filter packets coming from a MAC address entered
in this field.

Source MAC A Must filled setting Select MAC Address-based Group to filter packets coming from a pre-defined
group selected. Note: group must be pre-defined before this selection become
available. Refer to System > Grouping > Host grouping. You may also access to
create a group by the Add Rule shortcut button. Setting done through the Add Rule
button will also appear in the Host grouping setting screen.

Specify URL, Domain Name, or Keyword list to filtering rule. It supports up to a

“w.n
;.

maximum of 10 Keywords in a rule by using the delimiter

URL / Domain
/ § . In the Black List mode, if the matching rule is found, the packets with http header

Name / A Must filled setting .

Keyword will be dropped.
In the White List mode, if the matching rule is found, the packets with http header
will be accepted and other packets with http header will be dropped.
Apply Time Schedule to this rule, otherwise leave it as Always.

Time Schedule A Must filled setting If the dropdown list is empty ensure Time Schedule is pre-configured. Refer to

System > Scheduling setting.

Enabling the The box is unchecked by
Click Enable box to activate this rule.

rule default.
Save N/A Click the Save button to save the configuration
Click the Undo button to restore what you just configured back to the previous
Undo N/A setting. Please note that the restored setting may not be the factory default setting
but a retrieve of what was saved in the memory.
Back N/A When the Back button is clicked the screen will return to the URL Blocking

Configuration page.
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5.1.9 Web Content Filters

"Web Content Filters" function can block HTML requests with some specific extension file names,
like ".exe", ".bat" (applications), "mpeg” (video), and so on. It also blocks HTML requests with some
script types, like Java Applet, Java Scripts, cookies and Active X.

“ Configuration  ~ PacketFilters URL Blocking 'Web Content Filters MAC Control " Application Filters IPS " Options
-
Item Setting
» Web Content Filters [/] Enable
» Popular File Extension List [ Cookie [/ Java [« ActiveX
» Log Alert [/ Enable
. =3
1D Rule Name User-defined File Extension List Time Schedule Enable Actions
1 execution files .exe;.com (0) Always O
Select
-
Rule Name User-defined File Extension List (Use ; to Concatenate) Time Schedule Enable
[exe com |

In "Web Content Filters" page, there are three configuration windows for the filtering function.
They are the "Configuration" window, "Web Content Filter List" window, and "Web Content Filter
Configuration" window.

The "Configuration" window can let you activate the Web content filtering function. Some popular
script types, like Java Applet, Java Scripts, cookies and Active X are in the window and you can
check their boxes to enable the gateway to filter out the Web requests with corresponding
patterns. Furthermore, log alerting can be enabled by clicking an "Enable" checkbox to log events.
Second, the "Web Content Filter List" window lists all your defined file extension lists that are
used by the gateway to filter out unwanted Web requests. At last, the "Web Content Filter
Configuration" window can let you define one Web content filtering rule.

Configuration

Check the "Enable" box to activate the "Web Content Filters" function. Select some popular script
types that you want to block. Finally, enable the log alerting when needed.
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Web Content Filter List

The "Web Content Filter List" shows the setup parameters of all filtering rules. There also be one
"Add" button at the “Web Content Filter List" caption, that can let you add and create one new Web
content filtering rule. The "Edit" button at the end of each filtering rule can let you modify the rule.
Refer to the following sub-sections for more reference.

Web Content Filter Confiquration

When you want to add a new Web content filtering rule or edit one existed rule, the "Web
Content Filter Configuration" window will appear when you click on the Add or Edit button to
configure. The parameters in a rule include the rule name, the defined file extension list to be
filtered out, the integrated time schedule rule and the rule activation. See following scenario
example for your reference.

Network-A

Deny the Web requests to ask for
.comor.exe objects

xD5SL and/or
4G Cellular

Allow the Web requests not
related to .gbj and .exe
objects

L

Wired Network

Scenario Application Timing

When the administrator of the gateway wants to block the Web requests for dedicated
contents or objects, he can use the "Web Content Filters" function to carry out such
request blocking.

Scenario Description

Web requests for dedicated contents or objects in the defined list will be blocked by the

164



M2M Cellular Gateway

Index skipping is used to reserve slots for new function insertion, when required.

gateway. Other ones can pass through the gateway.

Parameter Setup Example

Following tables list the parameter configuration as an example for the gateway in
above diagram with "Web Content Filters" enabling.
Use default value for those parameters that are not mentioned in the tables.

Configuration Path

[Web Content Filters]-[Configuration]

Web Content Filter

m Enable

Popular File Extension List

m Cookie mJava m ActiveX

Log Alert

m Enable

Configuration Path

[Web Content Filters]-[Web Content Filter List]

ID 1

Rule Name execution files
User-defined File Extension List .exe; .com
Rule m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface,
118.18.81.33 for WAN-1 interface. It serves as a NAT router.

Enable the Web content filters function to check and filter out Web requests on Cookie,
Java and ActiveX objects then define further with objects in the “Web Content Filter List”
that may include extension ".exe" and ".com".

System will block requests containing objects with extension ".exe" or ".com".

The web content filters setting allows user to create and customize blocking policies to allow or
reject http packets with specific file extension list through the router based on their office setting.

Go to Advanced Network > Firewall > Web Content Filters Tab

tem Setting
¥ Wieh Content Filters [T Enable
¥ Popular File Extension List [T Cookie [T Java [T Actives
¥ Log Alert [~ Enahle
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Web Content Filters Tab

Item Value setting Description
Enable Web .
. The box is unchecked by ) o )
Content Filters defaul Check the Enable box to activate this filter function
function efault
Check the Cookie box to activate this filter function, as the name suggests, this
pattern matching rule define as the packet with the keyword “Cookie:”.
Check the Java box to activate this filter function, as the name suggests,
Popular File this pattern matching rule define as the packet with the keyword “.js”, “.class”,
L The boxes are ) ) ] ) ) i )
ExtenSIon LISt h k d b d f |t ".Jar", ”-Jsp", “ .JaVa", ”.jse", ”.JCm”, u.thn ,or ".Jad".
. unchecke efau
Selection 4 Check the ActiveX box to activate this filter function, as the name suggests, this
pattern matching rule define as the packet with the keyword “.ocx”, “.cab”, “.ole”,
“.olb”, “.com”, “vbs”, “vrm”, or “.viv”.
If one of the matching rules is found, the packets with http header will be dropped.
The box is unchecked by ) .
Log Alert default Check the Enable box to activate to activate Event Log.
efau

Create/Edit Filter Rules
The router supports up to a maximum of 20 filter rule sets. Ensure that the Web Content Filers is
enabled before we can create filter rules.

= Weh Content Filter List Delete

ID Rule Hame Source IP Source MAC User-defined File Extension List Time Schedule | Enable | Actions

When Add button is applied Filter Rule Configuration screen will appear.

= Weh Content Filter Configuration [Help ]
ftem Setting

+ Rule MName |Rulet

F Source P INW j

b Source MAC | Any =]

b Llzer-defined File Extension List (LIse ; to I

Concatenate)

F Time Schedule I(EI) Always v|

r Rule [T Enable
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Description

1. String format can be

Enter a web content filter rule name. Enter a name that is easy for you to

Rule Name any text
2. A Must filled setting understand.

This field is to specify the Source IP address.
Select Any to filter packets coming from any IP addresses.
Select Specific IP Address to filter packets coming from an IP address entered in
this field.
Select IP Range to filter packets coming from a specified range of IP address

Source IP A Must filled setting entered in this field.
Select IP Address-based Group to filter packets coming from a pre-defined group
selected. Note: group must be pre-defined before this selection become available.
Refer to System > Grouping > Host grouping. You may also access to create a group
by the Add Rule shortcut button. Setting done through the Add Rule button will
also appear in the Host grouping setting screen.
This field is to specify the Source MAC address.
Select Any to filter packets coming from any MAC addresses.
Select Specific MAC Address to filter packets coming from a MAC address entered
in this field.

Source MAC A Must filled setting Select MAC Address-based Group to filter packets coming from a pre-defined

group selected. Note: group must be pre-defined before this selection become
available. Refer to System > Grouping > Host grouping. You may also access to
create a group by the Add Rule shortcut button. Setting done through the Add Rule

button will also appear in the Host grouping setting screen.

User-defined
File Extension
List (Use ; to

Concatenate)

A Must filled setting

Specify file extension list to filtering rule. It supports up to a maximum of 10 file

extension names in a rule by using the delimiter “;”.
If the matching rule is found, the packets with http header will be dropped.

Time Schedule

A Must filled setting

Apply Time Schedule to this rule, otherwise leave it as Always.
If the dropdown list is empty ensure Time Schedule is pre-configured. Refer to
System > Scheduling setting.

Enabling the The box is unchecked by
Click Enable box to activate this rule.
rule default.
Save N/A Click the Save button to save the configuration
Click the Undo button to restore what you just configured back to the previous
Undo N/A setting. Please note that the restored setting may not be the factory default setting
but a retrieve of what was saved in the memory.
When the Back button is clicked the screen will return to the Web Content Filters
Back N/A

Configuration page.
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5.1.b MAC Control

"MAC Control" function allows you to assign the accessibility to the gateway for different users
based on device’s MAC address, including wired hosts or WiFi stations.

~ Configuration * Packet Filters ™ URL Blocking ‘Web Content Filters m * Application Filters IPS ™ Options

-
Item Setting

» MAC Control Enable
» Black List / White List |AJIOW all to pass except those match the following rules. V|
» Log Alert /] Enable
» Known MAC from LAN PC List [ select one — v [ Copyto
. Add

1D Rule Name MAC Address Time Schedule Enable Actions

1 Block JP NB 20-6A6A6A6AEB (0) Always [] Select
ol

Rule Name MAC Address (Use : to Compose) Time Schedule Enable
[Block JP NB [20:6A-GAGAGAGE | “
Undo

In "MAC Control" page, there are three configuration windows for MAC control function. They are
the "Configuration" window, "MAC Control Rule List" window, and "MAC Control Rule
Configuration" window.

The "Configuration" window can let you activate the MAC Control function and specify to black
listing or to white listing the devices in the "MAC Control Rule List" entry. Furthermore, log
alerting can be enabled through an "Enable" checkbox to log events. Another "Known MAC from
LAN PC List" is a tool that you can use to do quick copy the known MAC address of client hosts in
the Intranet to facilitate creating rules. Use the "Copy to" button to copy. Second, the "MAC
Control Rule List" window lists all your defined MAC control rule entry. At last, the "MAC Control
Rule Configuration" window can let you define one MAC control rule.

Configuration

Check the "Enable" box to activate the "MAC Control" function. Select either the black list or the
white list for following "MAC Control Rule List". Finally, enable the log alerting during MAC
controlling process when needed.

When you choose "Allow all to pass except those match the following rules" for the "MAC Control
Rule List", you are setting the defined MAC control rules to belong to the black list. The client
hosts, listed in the rule list, in the Intranet will be rejected for the connection to the gateway if
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their MAC addresses match to one rule. Other client hosts can connect to the gateway. In contrast,
when you choose "Deny all to pass except those match the following rules" for the "MAC Control
Rule List", you are setting the defined MAC control rules to belong to the white list. The client
hosts, listed in the rule, in the Intranet will be allowed for the connection to the gateway if their
MAC addresses match to one rule. Other client hosts can't connect to the gateway.

MAC Control Rule List

The "MAC Control Rule List" shows the setup parameters of all MAC control rules. There also be
one "Add" button at the “MAC Control Rule List" caption, that can let you add and create one new
MAC control rule. The "Edit" button at the end of each MAC control rule can let you modify the rule.
Refer to the following sub-sections for more reference.

MAC Control Rule Configuration

When you want to add a new MAC control rule or edit one already existed, the "MAC Control Rule
Configuration" window shows up for you to configure. The parameters in a rule include the rule
name, the MAC address, the integrated time schedule rule and the rule activation. Refer to 6.2.1
Scheduling Settings section in this user manual on how to configure a time schedule. See following
scenario for example.

MAC Control with Black List Scenario

Network-A

Deny the “IP NB” with MAC addréss
20:6A6A6A:6A:6B” to connect to the
gateway

‘-___h-

- - “ —
< xDSL and/or WiFi
= ~4GLellular
JP NB

20:6A:6A:6A:6A:6B

Gateway

Allow the “Local PC” vrith MAC
address : “00:50:18:99:89:01" to Local PC
connect to the gateway Sifbefiitesfesfl
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Scenario Application Timing

When the administrator of the gateway wants to reject some client hosts with specific
MAC addresses in the Intranet to connect to the gateway, he can use the "MAC Control"
function to carry out to reject by defining the black list as shown in above diagram.
Certainly, when the administrator wants to allow only the client hosts with dedicated
MAC addresses to connect to the gateway, he can use the "MAC Control" function by
defining the white list to carry out to meet the requirement. It is contrasting to above
diagram.

Scenario Description

To only reject client hosts with dedicated MAC addresses in the black list to connect to
the gateway and block other hosts that are not defined in the “MAC Control Rule List”
entry.

Parameter Setup Example

Following tables list the parameter configuration as an example for the gateway in
above diagram with "MAC Control" enabling.

Use default value for those parameters that are not mentioned in the tables.

Configuration Path [MAC Control]-[Configuration]

MAC Control m Enable

Black List / White List Allow all to pass except those match the following rules.
Log Alert m Enable

Configuration Path [MAC Control]-[MAC Control Rule List]

ID 1

Rule Name Block JP NB

MAC Address 20:6A:6A:6A:6A:6B

Rule m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface,
118.18.81.33 for WAN-1 interface. It serves as a NAT router.

Enable the MAC control function and specify the "MAC Control Rule List" is a black list,
and configure one MAC control rule for the gateway to deny the connection request
from the "JP NB" with its own MAC address.

System will block the connecting from the "JP NB" to the gateway but allow others.
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MAC Control Setting

The MAC control setting allows user to create and customize MAC address policies to allow or
reject packets with specific source MAC address. Before you proceed ensure that the Firewall is
enabled and saved. Go to Advanced Network > Firewall > Configuration tab.

Enabling MAC Control
Go to Advanced Network > Firewall > MAC Control Tab

[tem

Setting

F MAC Control

iEnable

k Black List / White List

| Deny MAC Address Below. v

¥ Log Alert

™ Enable

F Known MAC from LAM PC List

| 192.168.1.100(amit-25611230-1) x|  Copyto |

Enabling MAC Control

Item

Enable MAC
Control function

H Value setting
The box is unchecked by
default

‘ Description

Check the Enable box to activate the MAC filter function

Black List /
White List (Filter
Method

Deny MAC Address
Below is set by default

When Deny MAC Address Below is selected, as the name suggest, packets
specified in the rules will be blocked —black listed. In contrast, with Allow MAC

Address Below, you can specifically white list the packets to pass and the rest will

Selection) be blocked.
The box is unchecked by ) .
Log Alert Check the Enable box to activate to activate Event Log.
default
Known MAC Select a MAC Address from LAN Client List. Click the Copy to to copy the selected
. N/A
from LAN PC List MAC Address to the filter rule.
Save N/A Click Save to save the settings
Undo N/A Click Undo to cancel the settings
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Create/Edit MAC Control Rules

The router supports up to a maximum of 20 filter rule sets. Ensure that the MAC Control is enabled
before we can create control rules.

& MAC Control Rule List

ID Rule Hame MAC Address Time Schedule Enable Actions

When Add button is applied Filter Rule Configuration screen will appear.

= MAC Control Rule Configuration

Rule Hame MAC Address {Use : to Compose) Time Schedule Enable

[Fule | | (0 Always = | r
Save |

Create/Edit MAC Control Rules

Item Value setting Description
1. String format can be

Rule Name any text Enter a MAC Control rule name. Enter a name that is easy for you to remember.
2. A Must fill setting

MAC Address 1. MAC Address string

(Ues: to Format Specify the Source MAC Address to filter rule.

Compose) 2. A Must fill setting

Apply Time Schedule to this rule, otherwise leave it as Always.
Time Schedule A Must fill setting If the dropdown list is empty ensure Time Schedule is pre-configured. Refer to
System > Scheduling > Scheduling Setting tab

Enabling the The box is unchecked by
Click Enable box to activate this rule, then save the settings.

rule default.

Save N/A Click Save to save the settings

Undo N/A Click Undo to cancel the settings

Back N/A Click Back button to return to the MAC Control Configuration page.
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5.1.d Application Filters

Configuration Packet Filters URL Blocking Web Content Filters MAC Control " Application Filters IPS Options
item Setting

+ Application Filters [v] Enable

+ Log Alert Enable

» Schedule (0) Always s

r QQ Enable

+ Facebook [v] Enable

+ Skype Enable

» Alww Enable

+ BT(BitTorrent, BitSpirit, BitComet) Enable

+ eDonkey/eMule/Shareaza Enable

¥+ HTTP Multiple Thread Download Enable

Application Filter function can categorize Internet Protocol packets based on their application
layer data and allow or deny their passing of gateway. It supports the application filters for various
Internet chat software, P2P download, Proxy, and A/V streaming. You can select the applications
to be blocked after the function is enabled, and may also specify schedule rule to apply.

P2P Software” BT, eDonkey/eMule /Shareaza”
Streaming “MMS, RTSP.PPStream,PPSLive, Qucd”
Denied to access for those applications.

X Gateway
o = o = = = = =
xDSL and/or
LY AG Cellular
""-_.________ g UserGroup
""\ ® 192.168.123.200~250
Allowed to access for general * |3
Network applications. L
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Scenario Application Timing
When the administrator of the gateway wants to block some P2P or Stream applications,
he can use the "Application Filters" function to activate by checking the "Enable" box.
Scenario Description
Applications, by checking the "Enable" box, will be rejected or limited connection
sessions to access the Internet.
Parameter Setup Example
Following tables list the parameter configuration as an example for the gateway in
above diagram with "Application Filters" enabling.
Use default value for those parameters that are not mentioned in the tables.

Configuration Path [Application Filters]-[Configuration]
Application Filter m Enable
Log Alert m Enable
Configuration Path [Application Filters]-[Application Filter List]
Rule Name Rule 1
Source IP IP Range : 192.168.123.200 - 192.168.123.250
P2P Software mBT(BitTorrent, BitSpirit, BitComet)
meDonkey/eMule/Shareaza
Streaming mMMS
mRTSP
mPPStream
mPPSLive
mQvcd
Rule m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway as a NAT router. The subnet of Gateway
is 192.168.123.0/24.

Select IP Range and entry IP Address 192.168.123.200 - 192.168.123.250

Enable the Application filters function and activate “BT(BitTorrent, BitSpirit, BitComet)”,
“eDonkey/eMule/Shareaza”, “MMS”, “RTSP”, “PPStream”, “PPSLive” and “Qvcd” by
checking the "Enable" box.

Application Filters Setting

The Application Filters setting allows user to create and customize Application Filters policies to
reject packets related to specific applications through the router based on their office setting.

Go to Advanced Network > Firewall > Application Filters Tab
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= Configuration [Help ]

ltemn Setting

» Application Filters [T Enahle

P Log Alert [T Enable

Application Filters

Item Setting Value setting Description
Enable
Application Check the Enable box to activate this filter function

The box is unchecked by

Filters function default

The box is unchecked by
Log Alert default Check the Enable box to activate Event Log.
efau

Create/Edit Filter Rules

The router supports up to a maximum of 20 filter rule sets. Ensure that the Application Filers is enabled
before we can create filter rules.

= Application Filter List Delete

Rule Hame Source IP Source MAC Application Time Schedule Enahle Actions

When Add button is applied Filter Rule Configuration screen will appear.

w7 Application Fiter Rule Configuration

tem Setting
» Rula Mame |Rule1
¥ Source IP |*°*”5’ =l
¥ Source MAC |Any =]
I~ oo
[~ Skype
b Chat Software T Facehook
I Aldiwewy
I Line

[T BT(BitTorrent, BitSpirit, BitComet)
™ eDonkewemulelShareaza

F P2F Software [T HTTF Multiple Thread Dovwnload
I Thunder

™ Baofeng

™ HTTF prosy
F Froxy [T S0OCKS 415 progy

I mms

I RTSP

v Strearning [T PPStream

I PPLiwve(PPTV)
™ cwod

r Time Schedule I (0) Always vl

F Rule I~ Enable
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1. String format can be
Rule Name any text

2. A Must filled setting

Enter a Application filter rule name. Enter a name that is easy for you to

understand.

This field is to specify the Source IP address.
Select Any to filter packets coming from any IP addresses.

Select Specific IP Address to filter packets coming from an IP address entered in

this field.
S P Select IP Range to filter packets coming from a specified range of IP address
ource

A Must filled setting entered in this field.

Select IP Address-based Group to filter packets coming from a pre-defined group
selected. Note: group must be pre-defined before this selection become available.
Refer to System > Grouping > Host grouping. You may also access to create a group
by the Add Rule shortcut button. Setting done through the Add Rule button will
also appear in the Host grouping setting screen.
This field is to specify the Source MAC address.
Select Any to filter packets coming from any MAC addresses.
Select Specific MAC Address to filter packets coming from a MAC address entered
in this field.

Source MAC . . ) ) )

A Must filled setting Select MAC Address-based Group to filter packets coming from a pre-defined
group selected. Note: group must be pre-defined before this selection become
available. Refer to System > Grouping > Host grouping. You may also access to
create a group by the Add Rule shortcut button. Setting done through the Add Rule
button will also appear in the Host grouping setting screen.

All boxes are unchecked ) o ) )

Chat Software Check the boxes to activate the application filter functions you want on this rule.
by default.

All boxes are unchecked ) o ] )

P2P Software Check the boxes to activate the application filter functions you want on this rule.
by default.

All boxes are unchecked ) o ) )

Proxy Check the boxes to activate the application filter functions you want on this rule.
by default.
. All boxes are unchecked ) o ] )
Streaming Check the boxes to activate the application filter functions you want on this rule.
by default.
Apply Time Schedule to this rule, otherwise leave it as Always.
Time Schedule A Must filled setting If the dropdown list is empty ensure Time Schedule is pre-configured. Refer to

System > Scheduling setting.

Enabling the The box is unchecked by
Click Enable box to activate this rule then save the configuration.

rule default.
Save N/A Click the Save button to save the configuration
Click the Undo button to restore what you just configured back to the previous
Undo N/A setting. Please note that the restored setting may not be the factory default setting
but a retrieve of what was saved in the memory.
Back N/A When the Back button is clicked the screen will return to the Application Filters

Configuration page.
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5.1.f IPS

Intrusion Prevention Systems are network security appliances that monitor network and/or
system activities for malicious activity. The main functions of IPS are to identify malicious activity,
log information about this activity, attempt to block/stop it and report it. You can enable the IPS
function and check the listed intrusion activities when needed. There are some intrusion
prevention items need a further Threshold parameter to work properly for intrusion detection.
You can enable the log alerting so that system will record Intrusion events when corresponding
intrusions are detected.

Configuration

- Please check the "Enable" box to activate the "IPS" function and the log alerting when needed.

Configuration Packet Filters URL Blocking Web Content Filters MAC Control Application Filters _ Options

Item Setting
+ IPS Enable
+ Log Alert Enable

Item Setting
 SYN Flood Defense Enable Packets/second (10~10000)
» UDP Flood Defense [] Enable 300 Packets/second {10~10000)
+ |ICMP Flood Defense [ Enable 300 Packets/second (10~10000)
» Port Scan Detection Enable Packets/second (10~10000)
+ Block Land Attack [] Enable
+ Block Ping of Death [] Enable
+ Block IP Spoof Enable
» Block TCP Flag Scan Enable
¥ Block Smurf [] Enable
+ Block Traceroute [] Enable
+ Block Fraggle Attack [ Enable
+ ARP Spoofing Defence [] Enable 300 Packets/second {(10~10000)

Save Undo

The "Configuration" window can let you enable some features. In addition to enabling, you can
specify threshold in packets per second for each detection.
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IPS Scenario

Gateway

Global IP: 118.18.81.200
Local IP: 192.168.1.253

Attackers x v X Block lots of TCP attack packets to

Web Server: HTTP 80
HTTPS 443

i 3
Black lots of TCP attack packets to Wed Server
Mail Server :SMTP 25 \ Local IP: 192.168.1.3
POP3 110 Mail Server
Local IP : 192.168.1.2

Scenario Application Timing

The administrator provides some application servers in the Intranet of deployed
networking and has to open specific ports to make services for employees oversea or
Internet users. There are some risks to always open service ports in the internet for
admin users. In order to avoid such attacked risks, please enable IPS functions.

Scenario Description

The gateway serves as an E-mail server, Web Server and open TCP-Port 8080 allowing
user to access web-based utility of Gateway, so remote users or unknown users can
request those services from the gateway.

Parameter Setup Example

Following tables list the parameter configuration as an example for the gateway in
above diagram with "IPS" enabling.

Use default value for those parameters that are not mentioned in the tables.

Configuration Path [IPS]-[Configuration]
ISP m Enable
Log Alert m Enable
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SYN Flood Defense

m Enable 300 Packets/second

Port Scan Detection

m Enable 200 Packets/second

Block IP Spoof

m Enable

Block TCP Flag Scan

m Enable

Scenario Operation Procedure

In above diagram, the gateway detects incoming packets which TCP ports are 25,
80,110,443 and 8080 then forward to transfer the E-mail service requests to the LAN
servers and send the replies from LAN servers back to the requester.

System will block lots of packets in seconds.

IPS Setting

The Intrusion Prevention System (IPS) setting allows user to customize intrusion prevention rules

to prevent malicious packets.

Enabling IPS Firewall

Go to Advanced Network > Firewall > IPS Tab

= Configuration [Help ]

ftem

Setting

FIPS

[T Enable

r Log Alert

[~ Enahble

Enabling IPS Firewall

Description

Item H Value setting
Enable IPS The box is unchecked by
function default

Check the Enable box to activate IPS function

The box is unchecked by

Log Alert Check the Enable box to activate to activate Event Log.
default

Save N/A Click Save to save the settings

Undo N/A Click Undo to cancel the settings
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Setup Intrusion Prevention Rules

The router allows you to select intrusion prevention rules you may want to enable. Ensure that the IPS
is enabled before we can enable defenses.

* Intrusion Prevention

ftem Setting
» SYM Flood Defense [T Enable [300 Facketsfsecond (10~10000}
» UDP Flood Defense [T Enable [E00 Packetsisecond (10~10000)
b ICMP Flood Defense [T Enable |300 Facketsfsecond (10~10000}
» PortScan Detection [T Enable [E00 Packetsisecond (10~10000)
¥ Block Land Aftack [T Enable
b Block Ping of Death [T Enable
+ Block IP Spoof [T Enable
b Block TCP Flag Scan [T Enable
» Block Smurf [T Enable
b Block Traceroute [T Enable
+ Block Fraggle Attack [T Enable
» ARP Spoofing Defence [T Enable [F00  Packetsisecond (10-10000)
Save | Undo |

Setup Intrusion Prevention Rules

Item Name  Value setting Description

SYN Flood 1. A Must filled setting Click Enable box to activate this intrusion prevention rule and enter
Defense 2. The box is unchecked by default. the traffic threshold in this field.

UDP Flood 3. traffic threshold is set to 300 by Click Enable box to activate this intrusion prevention rule and enter
Defense default the traffic threshold in this field.

ICMP Flood 4. The value range can be from 10 to Click Enable box to activate this intrusion prevention rule and enter
Defense 10000. the traffic threshold in this field.

1. A Must filled setting

2. The box is unchecked by default.
Port Scan

Defection 3. traffic threshold is set to 200 by Click Enable box to activate this intrusion prevention rule and enter
default the traffic threshold in this field.
4. The value range can be from 10 to
10000.

Block Land .

Attack The box is unchecked by default. Click Enable box to activate this intrusion prevention rule.
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Death

Block IP Spoof
Block TCP Flag
Scan

Block Smurf
Block
Traceroute
Block Fraggle
Attack

ARP Spoofing
Defence

Save
Undo
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1. A Must filled setting

2. The box is unchecked by default.
3. traffic threshold is set to 300 by
default

4. The value range can be from 10 to
10000.

NA

NA

Click Enable box to activate this intrusion prevention rule and enter
the traffic threshold in this field.

Click Save to save the settings

Click Undo to cancel the settings
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5.1.h Options

There are some useful functions in this page. “Stealth Mode” lets gateway not to respond to port
scans from the WAN so that makes it less susceptible to discovery and attacks on the
Internet. "SPI” enables gateway to record the packet information like IP address, port address,
ACK, SEQ number and so on while they pass through the router. And the gateway checks every
incoming packet to detect if this packet is valid. “Discard Ping from WAN” makes any host on the
WAN side can’t ping this product. It means this device won't reply any ICMP packet from Internet.
“Remote Administrator Hosts” enables only the LAN users to browse the web-based utility to
perform administration task locally. This feature also enables you to perform administration task
also from a remote host. If this feature is enabled, only the specified IP address can perform
remote administration. If the specified IP address is 0.0.0.0, any host can access web-based utility
to perform administration task. You can use subnet mask bits '/nn' notation to specified a group
of trusted IP addresses for example, '10.1.2.0/24'.

Firewall Options

Please check the "Enable" box to activate the functions needed.

Configuration Packet Filters URL Blocking Web Content Filters MAC Control Application Filters IPS m

Item Setting
+ Stealth Mode [] Enable
b SPI Enable
¥ Discard Ping from WAN [] Enable
= ) [] Enable
+ Remote Administrator Hosts (Protocol /1P / Mask : Port) HTTP Any - 80
Save Undo
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SPI Scenario

o~ T

P ™
Dst IP and Port /Netwurk-A N
118.18.81.200: 1999 DstIP and Port / \_\
SrclP and Port 203.95.80.22: 80 f/ \

\
\

200.10.10.10: 80 SrcIP and Port
118.18.81.200:1999

Gateway
A —— ! Global IP: 118.18.81.200 '_

Unknown User
With Portscan Utility
Global IP: 200.10.10.10

Cloud Server DstIP and Port

Global IP: 203.95.80.22 118.18.81.200:1999
SrcIP and Port
203.95.80.22 : 80

Scenario Application Timing

Users in Network-A initiate to access cloud server through Gateway which records
connected sessions. Sometimes, unknown users will simulate the Packet but use
different Src IP to masquerade.

Scenario Description

In order to prevent security leak when local users surf the internet.

Parameter Setup Example

Following tables list the parameter configuration as an example for the gateway in
above diagram with "SPI" enabling.

Configuration Path [Options]-[Firewall Options]

SPI m Enable

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.200 for WAN interface. It serves as a NAT router.

Activate the SPI feature at the Gateway.

Users in Network-A initiate to access cloud server through Gateway. Sometimes,
unknown users will simulate the Packet but use different Src IP to masquerade.

System will block such packets from unknown users.
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Discard Ping from WAN and Remote Administrator Hosts Scenario

Use “Ping tool” to detect if Global IP is existed,
Gateway doesn’t reply this request. Gateway

- Global IP: 118.18.81.200
Re nteUsz'____.--"'"—F—

Remote User can configure GUI of Gateway
via Browser “Http.//118.18.81.200:8080“

Scenario Application Timing

“Discard Ping from WAN” makes any host on the WAN side can’t ping this gateway
reply any ICMP packet from Internet while with “Remote Administrator Hosts” allowing
to browse the web-based utility to perform administration task remotely.

Scenario Description

In order to prevent security leak when local users surf the internet.

Following tables list the parameter configuration as an example for the gateway in
above diagram.

Configuration Path [Options]-[Firewall Options]

Discard Ping from WAN m Enable

Remote Administrator Hosts m Enable HTTPS , ANY : 8080
Please disable “SPI” Function.

Scenario Operation Procedure

In above diagram, the Gateway is the gateway of Network-A and the subnet of its
Intranet is 10.0.75.0/24. The gateway has the IP address of 10.0.75.2 for LAN interface
and 118.18.81.200 for WAN interface. It serves as a NAT router.

Activate the features at the Gateway.

Remote users can’t get response via Ping Utility, but can access the web-based utility of
Gateway via port 8080 of TCP.
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Firewall Setting

The firewall options setting allows network administrator to modify the behavior of the Firewall
and to enable Remote Router Access Control.

Enabling Firewall Options

Go to Advanced Network > Firewall > Options Tab

= Firewall Options [Help ]

ftem Setting
+ Stealth Mode [T Enable
» 5P ¥ Enahle
¥ Dizcard Ping from Yk [T Enable

Enabling Firewall Options

Item Value setting Description

Enable Stealth The box is unchecked by
. Check the Enable box to activate Stealth Mode function
mode function default
Enable SPI The box is checked by
. Check the Enable box to activate SPI function
function default
Discard Ping The box is unchecked by Check the Enable b . Discarding Ping functi
from WAN defau|t eck the Enable box to activate Discar INng Fing unction

Remote Router Access Control

The router allows network administrator to manage router remotely. The network administrator
can assign specific IP address and service port to allow accessing the router.

# Remote Administrator Host Definition

Senvice
ID Protocol IP Subnet Mask Enable | Action
Port
1 HTTP Ay [P [slra, a0 Edit |
2 HTTP Ay [P [sJrA, a0 Edit |
3 HTTP Ay [P [sJrA, a0 Edit |
4 HTTP Any [P IsdrA, a0 Edit |
5 HTTP Ay [P [l a0 Edit |
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Remote Administrator Host Definition

Item iVaIue setting LDescription
Protocol HTTP is set by default Select HTTP or HTTPS method for router access.

This field is to specify the remote host to assign access right for remote access.

Select Any IP to allow any remote hosts

IP A Must filled setting v " Y ) N
Select Specific IP to allow the remote host coming from a specific subnet. An IP

address entered in this field and a selected Subnet Mask to compose the subnet.

1. 80 for HTTP by default

Service Port 2. 443 for HTTPS by This field is to specify a Service Port to HTTP or HTTPS connection.
default
Enabling the The box is unchecked by
Click Enable box to activate this rule.
rule default.
Save N/A Click Enable box to activate this rule then save the settings.
Undo N/A Click Undo to cancel the settings
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5.3 QoS & BWM

The total amount of data traffic increases nowadays as the higher demand of mobile applications,
like Game / Chat / VoIP / P2P / Video / Web access. In order to pose new requirements for data
transport, e.g. low latency, low data loss, the entire network must ensure them via a connection service
guarantee.

The main goal of QoS & BWM (Quality of Service and Bandwidth Management) is prioritizing
incoming data, and preventing data loss due to factors such as jitter, delay and dropping. Another
important aspect of QoS is ensuring that prioritizing one data flow doesn’t interfere with other data
flows. So, QoS helps to prioritize data as it enters your router. By attaching special identification marks
or headers to incoming packets, QoS determines which queue the packets enter, based on priority. This
is useful when there are certain types of data you want to give higher priority to, such as voice packets
given higher priority than Web data packets.

To utilize your network throughput completely, administrator must define bandwidth control rules
carefully to balance the utilization of network bandwidth for all users to access. It is indeed required
that an access gateway satisfies the requirements of latency-critical applications, minimum access right
guarantee, fair bandwidth usage for same subscribed condition and flexible bandwidth management.
AMIT Security Gateway provides a Rule-based QoS to carry out the requirements.

5.3.1 Configuration

AMIT gateways adopt rule-based approach to define the QoS & BWM function. Before the function
works as expected, some system resources must be allocated correctly in "Configuration" page as
below.

m Rule-based QoS

Item Setting
» Total Priority Queues of All WANs El
» WAN Interface

Item Setting
» Bandwidth of Upstream 50 Mbps W
» Bandwidth of Downstream 150 Mbps W
» Total Connection Sessions

In "Configuration" page, there are some configuration windows for QoS & BWM function. They
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are the "System Resource Configuration" window and "WAN Interface Resource" window. The
number of supported WAN interfaces in the gateway will have same number of "WAN Interface
Resource" windows available. Specify a WAN interface in the "System Resource Configuration"
window with which the bandwidth will be managed, and then configure the Bandwidth resource
for that WAN interface in the corresponding "WAN Interface Resource" window. The system
resource information provides important parameters for the QoS & BWM function. Incorrect
information will result in poor bandwidth utilization.

System Resource Confiquration

The gateway system needs to know some system resource status for QoS & BWM function to work
normally. The system resources include the number of total priority queues in system and the resource

status for each WAN interface.

WAN Interface Resource

Each WAN interface should be configured carefully for its upstream bandwidth, downstream

bandwidth and maximum number of connection sessions.

The Configuration of QoS allows user to configure total bandwidth and session of each WAN.
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Ensure QoS are enabled and saved

Go to Advanced Network > QoS & BWM > Rule-based QoS Tab

= Rule-based QoS Configuration

tem

Setting

b Rule-based Qos Enable

r Flexible Bandwidth Management

Configure Bandwidth and Session

Go to Advanced Network > QoS & BWM > Configuration Tab

# System Resource Configuration

[Help ]

tem

Setting

» Total Priority Glueues of All WAk

F AN Interface

ol

VAN -1 ¥

*1 WAHN Interface Resource

ltem Setting
¥ Bandwidth of Upstream
b Bandwidth of Downstream
b Total Connection Sessions

System Resource Configuration
Item

H Value setting

Total Priority

Queues of All WANSs A Must filled setting

{ Description

Define the total priority that is related to configure of each rule-based QoS if select

Priority Queues of Resource. It is also related to default banwidth of WANs.

By default WAN-1 is

WAN Interface selected.

Select WAN-1 and then the following will show setting function that you can
configure.

(WAN-1 is available only when WAN-1 interface is enabled)

The same applies to other WAN interfaces (i.e. WAN-2).

Bandwidth of Upstream

Specify total upload bandwidth of WAN-n.
Bandwidth of Downstream

Specify total download bandwidth of WAN-n.
Total Connection Sessions

Specify total connection sessions of WAN-n

Save

N/A

Click the Save button to save the settings.
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5.3.3 Rule-based QoS

This gateway provides lots of flexible rules for you to set QoS policies. Basically, you need to know
three parts of information before you create your own policies. First, “who” needs to be managed?
Second, “what” kind of service needs to be managed? The last part is “how” you prioritize. Once
you have this information, you can continue to learn functions in this section in more detail.

Configuration m

Item Setting
» Rule-based Qos Enable [v] Enable
» Flexible Bandwidth Management (] Enable

ol | Add | | Delete || Clear || Restart |

" " . " Sharing Time :
Interface Group Service |Resource|Control Function Direction Method | Schedule Enable| Actions
All Edit
10.0.75.196/30 |DSCP:CS4| DSCP AF23 Inbound Group | (0) Always
WANs [] Select
All Edit
WANs 10.0.75.16/28 All SESSION 20000 Qutbound Group | (0) Always
] Select

In "Rule-based QoS" page, there are three configuration windows for QoS & BWM function. They
are the "Configuration" window, "QoS Rule List" window, and "QoS Rule Configuration" window.
The "Configuration" window can let you activate the Rule-based QoS function. In addition, you
can also enable the "Flexible Bandwidth Management" (FBM) feature for better utilization of
system bandwidth by FBM algorithm. Second, the "QoS Rule List" window lists all your defined
QoS rules. At last, the "QoS Rule Configuration" window can let you define one QoS rule.

Configuration

Check the "Enable" box to activate the "Rule-based QoS" function. Also enable the FBM feature
when needed. When FBM is enabled, system adjusts the bandwidth distribution dynamically
based on current bandwidth usage situation to reach maximum system network performance
while transparent to all users. Certainly, the bandwidth subscription profiles of all current users
are considered in system's automatic adjusting algorithm.
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The "QoS Rule List" shows the parameter settings of all QoS rule entry. There also be one "Add"
button at the "QoS Rule List" caption, that can let you add and create one new QoS rule. The "Edit"
button at the end of each QoS rule can let you modify the rule. Please see following sub-section. Refer
to the following sub-sections for more reference.

QoS Rule Configuration

When you want to add a new QoS rule or edit one already existed, the "QoS Rule Configuration"
window shows up for you to configure. The parameters in a rule include the applied WAN
interfaces, the dedicated host group based on MAC address or IP address, the dedicated kind of
service packets, the system resource to be distributed, the corresponding control function for
your specified resource, the packet flow direction, the sharing method for the control function,
the integrated time schedule rule and the rule activation. Refer to 6.2.1 Scheduling Settings
section in this user manual on how to configure a time schedule. Following diagram illustrates
how to organize an QoS rule.

A QoS Rule

PremisePart —

ConclusionPart —

Specity WAN Interface & Group Category

(by MAC, or IP Range)

Identify the Service Type
(ALL, DSCP, TOS, user-defined, well-known)

y

Identify QoS Direction (Outbound, Inbound, Both),
and Sharing Methed (Group, or Individual)

Resource Selection

Comment

Bandwidth Connection Sessions Priority Queues DSCP
A.pp-lyBan-dv.rldth Apply Session Limits Apply Priority (176) Apply DSCP Marking
Limits (MinR, MaxR)

QoS Scheme QoS Scheme QoS Scheme
QoS Scheme
QoS rule for QoS rule for QoS5 rule for QoS rule for
b_an_dw!dth gaurantee / connection sessions priontizing the converting the DSCP
Limitation. Limitation. traffics. marking.
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In diagram above, a QoS rule is organized by the premise part and the conclusion part. In the
premise part, you must specify the WAN interface, host group, service type in the packets, packet
flow direction to be watched and the sharing method of group control or individual control.
However, in the conclusion part, you must make sure which kind of system resource to distribute
and the control function based on the chosen system resource for the rule. The Rule-based QoS
has following features.

Flexible QoS Rule Definition

Multiple Group Categories

Specify the group category in a QoS rule for the target objects that rule to be applied on.

Group Category can bases on VLAN ID, MAC Address, IP Address, Host Name or Packet Length.
Category depends on product model.

Differentiated Services

Specify the service type in a QoS rule for the target packets that rule to be applied on.
Differentiated services can be base on 802.1p, DSCP, TOS, VLAN ID, User-defined Services and
Well-known Services.

Well-known services include FTP(21), SSH(TCP:22), Telnet(23), SMTP(25), DNS(53), TFTP(UDP:69),
HTTP(TCP:80), POP3(110), Auth(113), SFTP(TCP:115), SNMP&Traps(UDP:161-162), LDAP(TCP:389),
HTTPS(TCP:443), SMTPs(TCP:465), ISAKMP(500), RTSP(TCP:554), POP3s(TCP:995),
NetMeeting(1720), L2TP(UDP:1701) and PPTP(TCP:1723).

Available Control Functions

There are 4 resources can be applied in a QoS rule: bandwidth, connection sessions, priority
queues and DiffServ Code Point (DSCP). Control function that acts on target objects for specific
services of packet flow is based on these resources.

For bandwidth resource, control functions include guaranteeing bandwidth and limiting
bandwidth. For priority queue resource, control function is setting priority. For DSCP resource,
control function is DSCP marking. The last resource is Connection Sessions; the related control
function is limiting connection sessions.

Individual / Group Control

One QoS rule