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First steps with Poseidon

1) Configure or verify (DHCP) the IP address using IP Config.
IP Config is available for free at www.HW-group.com and on the supplied CD.

UDP Setup 2.2.0 for HW group products (www.hw-group.com) i M
T [~ Your PC network settings 1 B A |
LS ? About..
i TR Fk IP address:  192.168.1.214
roup 2. www_hw-group.com
g Netmask:  255.255.255.0
_rurr U GrOUD-COM Setup utityfor the HW group devices Gateway:  192.168.1.253 &  Find Devices
Device list:
MaC MName IP Device type | Port | Parameters &
00:04:59:01:E0:3C 80.250.21.88  |IP ‘Watchdog lite 33 TCP setup=Y |
00:04:59:03:0D:04 80.250.21.85 Poseidon model 3265 80 TCP setup=Y
00:04:59:00:44:E2 192.168.1.61 Unspecified device 23 TCP setup=Y, TEA=N, N¥T=Y
00:04:59:00:44:E3 192.168.1.62 Unspecified device 23 TCP setup=Y, TEA=N, NVT=Y
00:04:59:00:AC: 48 192.168.1.65 Unspecified device 23 TCP setup=Y, TEA=N, NVT=Y
00:04:59:00:4C:49 192.168.1.64 Unspecified device 23 TCP setup=Y, TE&=N, NVT=Y
00:05:59:00:48:FB 192168.1.2 Unspecified device 23 TCP setup=Y, TEA=N, NVT=Y
00:04:59:03:0E:AF 80.250.21.87 Damocles model MINI 80 TCP setup=N
00:04:59:03:0C:2C 80.250.21.84 Poseidon model 1250 80 TCP setup=Y
00:04:59:03:10:04  Jantest 485 192.168.1.148  Poseidon model 1250 80 TCP setup=Y
00:04:59:03:0C: 4B 80.250.21.86 Damocles model 2404 80 TCP setup=Y
Séarching modules... done
2) The main web page displays the product overview:
#} Poseidon model 1250 - Microsoft Internet Explorer o =] |
@ Zpet ~ ) - |ﬂ g] - Oblibené £ ﬂ | Soubor  Uprawy  Zobrazit  Oblbend  Mastroje  Mapovéda | f f
Google - I ﬂ | |Cl search | o FageRank B 20 blocked 2
Adresa |(&] hktp://192.168.1.51 findex.hm ~| £ pieji | Links (@] SteMap | ) Admin |) Hilg ?
[~
Poseidon model 1250
Dry Contact Inputs
Name Number Current ¥alue Alarm Alert
Binary 1 I1 0 (Off) Active if an
Binary 2 12 0 (Off) Active if an
Binary 3 13 0 (Off) Active if an
Sensors
Name D Current ¥alue Safe Range Alarm Alert
Sensor 240 7680 25.0 °C 10,0 ., 60,0 Cisabled
Device name: Poseidon
wieb Configuration: Flash Setup
Terrninal Configuration {TCP Setup): Connect with Telnet to 192.168.1.51 Port 39
Firmware: Version: 1.9.0 {update) / MIB / 25D
Far rore information try www HW-group.cam
a
|@ Hakawa ’_ l_ ’_ ’_ l_ |‘ Internet v

3) Detailed configuration is accessible via the Flash Setup link. See the next sections for details.
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Connecting the sensors
1-Wire / 1-Wire UNI (RJ11)

e Connect the sensor before powering up the Poseidon — the RJ11
connector must click in. (4PBC)

e Maximum total distance on each active port is 60m.

e Sensors can be daisy-chained.

e Sensors can be also connected using a star topology with the T-
Box (TBox2) hub.

e If you change the sensor topology, the sensors must be auto-detected again. (Web
interface > Flash Setup > Sensor Setup > Autodetect Sensors)

R Poseidon 4002
\ Lux [Ix] Max 60m

o m uiE B 51 52 o1 o2

umuunm} th o

10 m -@___________M]m
Hol

T-Box2

20m

E “- i ‘l
c wrH mN\*c %RH)

20m
; = Poseidon 2250 Poseidon 2250
°C F 20m—]
I
e | A
b< 20m™ |3
C %RH/ ween B 1/ L= P =1 il A
i‘ 'Y E T-Box I'fn RJ11 bl
N 3 RJ11 splitter canie
%R'H 0.1m
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Industrial Bus sensors (RS-485)

Industrial bus for connecting sensors over long distances
o Connect the sensors before powering up the unit.

e Sensors can be daisy-chained, or connected to a virtual star using
the “S-Hub” unit.

e Terminate the RS485 line with a 120 Q to 470 Q terminator. Some
sensors contain a built-in terminator, controlled with a jumper or
a DIP switch. See the sensor manual.

e Check or set the sensor address. Each sensor on the RS-485 bus must have a unique
address. The address (ID) is expressed as a letter (A..Z / a..z) or a number (65..122). The
numbers correspond to the ASCII codes of the letters, A=65, Z=90, a=97, z=122.

For details about address configuration, see the sensor manual.

« If you change installed sensors, the sensors must be auto-detected again.
(Web interface > Flash Setup > Sensor Setup > Autodetect Sensors)

Sensors are shipped with non-conflicting addresses whenever possible. The preconfigured address
is always written on the label.

Note: A particular sensor is identified by its RS-485 address. Sensors with the same
address can be swapped without the need for a new detection.
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Common features of the Poseidon product line

Displayed readings
« The Poseidon unit displays current readings from all connected sensors.
« Dry contact inputs are scanned approximately every 200ms.

e Values from all sensors on both buses (RS-485 and 1W bus) are read in a single loop that
repeats once per second; however, the actual time needed to read the sensors may vary
from 1 to 30 seconds.

e All values are in the “integer/10” format, range is £999.9.

« A value of 999.9 is out of range for all supported sensors and indicates that the sensor was
not found.

« If you have disconnected or replaced a sensor, run sensor autodetection, or remove
the sensor from the list.

« When the Poseidon unit is overloaded with network requests (as is sometimes the
case, for example, with our public online demo), -999.9 can sometimes appear even
though the sensor works properly. This is due to limited computing performance of the
unit. Try to reduce the number of concurrent network requests.

e Units are assigned to values automatically according to the detected sensor type. Supported
units include:

e Temperature: °C, °K, °F
(please note that Safe Range thresholds can be set in °C only)

e Humidity: %RH
« Voltage: V, current: A or mA
e Other units: %, ...

Input / sensor in alarm state
o Alarm state can be set independently for every input (contact) / sensor.

o For a sensor, “Alarm” occurs whenever the reading is outside of the specified Safe Range,
as long as alarm alerting is enabled for at least one notification method (SNMP / Email &
SMS).

o« Responseto a sensor being disconnected
e -999.9is displayed

e The value evaluates as an “Alarm” (reading out of the specified Safe Range). If alarm
alerting is enabled for the given sensor, e-mail or SNMP trap is sent.

TIP » For more information about data formats, identification of variables, and the
SDK, see the detailed Poseidon family manual.
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Calibration

o Each sensor can be calibrated by specifying a linear offset. The calibration value can be
written over XML. To set the calibration, use the Calibrator utility (download section on
the Poseidon 2250 page) or EX104 in the HWQg-SDK (a menu invoked by a right-click).

o Calibration value = +3 — sensor measures 0.5°C — Poseidon shows +3.5°C
« Calibration value = -3 — sensor measures 0.5°C — Poseidon shows -2.5°C
o Calibration value = -10 — sensor measures 27% RH — Poseidon shows 17% RH

i3 EX104: Poseidon & Damodles XML =10 x|
— Poszeidon Lo list:

Downloading walues...

|20.250.21.84 : feo Search... | Dawnload values from 80.250.21.84:60
Atcian number 1 done

Uzer name: Pazzward: Dowrloading walues...

I I Dowvnload walues from 20.250.21.84:20
Atcion number 2 done

Dowrloading walues...
| Dawwrload walues from 80025021 .84:80

[T Suppart oldirL Close

Atcion humber 3 done

— Dawrload manager

[ Read walues every |1EI zeconds

I walues. =il - I Read now |

Senzor list;

Device name Device addezs Senzor name Current value

] 21. 1] i |

Pozeidon 20250 21.84:30 Window 2 2 QO Switch

Pozeidon 20250 21.84:80 Droor 3 QO Switch

Pozeidon 80.250.21.84:30 Indoor 1 20403 16.8 C

Pozeidan 20250 21.84:20 Outdoor PYC A1732 128 C

Poseidon 80.250.21.84:80 Indoaor 2 53138 183 T

Pozeidon 80250 21.84:30 Outdoor silicon 38687 138 C

Pozeidon 20250 21.84:30 Indoor 1 57356 Krar ERH

Pozeidon 80 250.21.84:30 Outdoor 1 GG -3.3 C -
|D-:|ne i
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Sensor hysteresis

The Hysteresis setting defines a tolerance band for alarm alerts. This feature prevents multiple
alarm alerts if the reading oscillates around the specified threshold. See the graph for an
explanation.

T[°C]
25
hysteresis
20
15 Legend
Temperature range: -15 .. +25 °C
10 Hysteresis: 5°C
Alarm ON: ]
Alarm OFF: |
5
0
-5
-10
hysteresis \/
-15
-20
-25
Hysteresis = 5°C
s ¢ —
state
None Hysteresis

Without a hysteresis of 5°C, the alarm raised at point 8 would end at point 9. With the hysteresis
function, the alarm continues until the temperature rises above the tolerance band (point 10), that is,
5°C + (-15°C) = -10°C.

3 Hysteresis = 5°C: The unit sends 3 e-mails (SMS)

Alarm at points 0..4, 8..10, 12 and beyond

3 No hysteresis (0°C): The unit sends 8 e-mails (SMS)

Alarm at points 0..1, 2..3, 8..9, 12..13, 14 and beyond
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Overview of the Poseidon product line

Poseidon models

The Poseidon family consists of several models targeted at various applications and markets.

Common features:

« Unified, easy-to-install graphical interface

e Mutually compatible network communication protocols

« Range of inputs, outputs and sensors, several budget levels

@ o o B S

8| 8| 3| 8| 8
WEB interface Yes Yes Yes Yes Yes
Binary (dry contact) inputs 4 4 4 3 6
Outputs (contacts) - 2 2 2% 2
1-Wire Bus 3 4 10 10 12
1Wire Bus UNI - - - Yes Yes
Industrial bus (RS485) - - - 28 -
Logger - - - Yes -
HTML, XML Yes Yes Yes Yes Yes
SMTP Email Yes Yes Yes Yes Yes
Periodic reminder (Email) - - - Yes Yes
SNMP (R/W), Trap Yes Yes Yes Yes Yes
Modbus/TCP Yes - - Yes -
(é/\llﬁlr:rznseli(/:esrnal GSM modem) i i i Yes Yes
*) GSM supported only by older firmware 1.9.11
**) Outputs on the RS-232 interface only. No local conditions, if used with GSM modem together require split cable
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Poseidon 3266

Economy model for IT and Telco applications. Supports 3 external sensors
connected to the 1Wire bus and 4 dry contact inputs. Digital sensors of any
type, e.g. door contacts, electrical power meters, smoke detectors, etc., can be
connected to these inputs. Readings are available via XML, SNMP. Alarm
alerts are sent via e-mail or SNMP trap.

Poseidon 3268

Monitoring and control model for IT and Telco applications. Supports 4
external sensors connected to the 1Wire bus, 4 binary (dry contact) inputs,
and two outputs (double-throw contacts of an internal relay).

Multiple devices can be controlled using the outputs, e.g. fans, a security
alarm system, power sources, and more. The device is controlled over XML
and SNMP, alarm alerts are sent via e-mail and SNMP trap.

Poseidon 3468

Industrial monitoring and control with 4 RJ11 sensors, digital
inputs (contacts) and outputs (110/230V-rated relay). Fits on a
DIN rail.

M2M protocols: Modbus/TCP, XML, SNMP
Alerts: E-mail and SNMP trap

Up to 8 sensors:  Temp or Humidity (4 RJ11 sensors, up to 30m)
Door contact, smoke detector, flood detector...
2 relay outputs: IP Thermostat function, remote reset/power cycling

Poseidon 2250

Monitoring and logging for industrial applications. Up to 44 sensors, up to 1000 r
Stored data are periodically e-mailed as attachments or MS Excel files.

M2M protocols: Modbus/TCP, SNMP, XML.

Alerts: E-mail and SMS (GSM modem).

Two sensor buses (local and industrial). Three dry contact inputs.

Up to 10 sensors: Temperature or humidity (1Wire bus RJ11, up to 30m)
+31 sensors: Temp, Pt100, humidity, pressure, dew point, voltage, current...
(RS485: 31 RJ45 sensors up to 1000 m away)

Poseidon 4002

Monitoring of security and operating conditions for data centers.
Fits into a 19" or 10" rack. Features digital inputs (contacts) and
outputs (relay), RJ11 sensors. Supports XML and SNMP, sends
SMS, e-mail and SNMP traps.

Up to 18 sensors: Temperature, humidity, AC current (12 RJ11
sensors up to 30m away)

Door contact, smoke detector, flood detector...
2 relay outputs: Thermostat function, remote reset/power cycling
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Supported interfaces

Individual Poseidon models support several hardware interfaces for connecting the sensors. A brief
description follows. For more details, see the technical specifications of the interfaces.

e Binary inputs (Dry Contact inputs)
Digital inputs for connecting two-state sensors. Dry Contact means a
direct connection of a volt-free contact. The input signals one of two
states — “On”/“Off” (or “Open”/“Closed”), which can be further
interpreted by Poseidon as “Normal”/“Alarm”.

e Outputs and relays
Poseidon supports digital outputs. These can either be controlled over the WWW interface
(or SNMP, Modbus/TCP, XML), or used to indicate an alarm.

There are two types of outputs:
- Double-throw relay contact (Poseidon 3268)
- Voltage output to control an external relay (Poseidon 2250)

e Sensors can be connected over two bus types:

e 1-Wire bus RJ11
Digital RJ11 bus, designed to connect several sensors over (4PBC)
short wiring. The bus carries power and a single data wire. The
bus is not suitable for environments with EMC interference.

Sensors have factory-assigned unique addresses which are
detected automatically as the sensor IDs.

e Industrial bus (RS-485 supports up to 31 sensors, up to 1000m)
For convenience and ease of use, TP cables and RJ45
modular jacks are used to wire the RS485 industrial bus.

The RS-485 bus uses the blue pair of wires (pins 4 and 5),
labeled A and B. The brown pair (pins 7, 8) carries 12V to
power the sensors.

If you use the S-Hub unit and the B-Cable module, the green
pair of wires (pins 3, 6) is used for the return RS-485
connection. This wire pair is not connected at the Poseidon 2250 unit.

Sensor addresses are set by the configuration protocol or by jumpers, and are
detected as sensor IDs ranging from 48 to 127.
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Detailed interface description

Power connector - : +

The usual DC plug — 2,5mm coaxial barrel connector — is
used to connect the power. Negative terminal is connected

1
to the outer body of the plug. @ @2@3@4@ ENH . D

Ethernet

Ethernet network connects via the standard RJ45 jack next to the power l £ :li Jr é l l Eli
connector. Use a Twisted Pair (TP) patch cable to connect to a switch, or a IR RX
cross-over cable to connect directly to a PC. .

The device has a 10 Mbps Ethernet interface => it only works in 10 Mbps or 10/100 Mbps networks.
Note: The device cannot be directly connected to a 100 Mbps-only network. If you need to

connect it to a 100 Mbps (or faster) network, use a 10/100 Mbps Ethernet switch.
MAC address

MAC address is a unique number identifying the device. It is printed on the label at the bottom side of
the unit. It consists of six hexadecimal number pairs, the first three pairs are always 00:0A:59.

With the MAC address, you can distinguish individual devices in the UDP setup utility when assigning
IP addresses.

Configuration with DIP switches

DIP switches control the following functions.
If you change the settings, it is recommended to reset

the device by disconnecting and reconnecting the 1 2 3 4 E inn
power. @ [e][e][e][=] ||°

Factory default configuration is:
DIP1=0ff, DIP2=0ff, DIP3=0ff, DIP4=0ff.

Poseidon Poseidon
3XXX 2250 DIP NAME
SETUP ON =RS-232 Setup mode (RS-232 mode only),
OFF = Normal mode, network active
DIP1 DIP1 Load
Defaults Toggle the switch 3 times within 5 seconds after powering up the device
DIP2 Not used

ON = Secure mode (HW protection) — no configuration changes possible
DIP2 DIP3 SECURITY Outputs values can be changed
OFF = Unsecure mode — configuration not protected by HW

DIP4 Not used
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SETUP (DIP1)
Activates the RS-232 Setup mode. If DIP1=0ON when the device is powered up, the RS-232
Setup mode is activated and the red MODE LED blinks. The Ethernet is disabled in this mode!

To restore factory default settings: Toggle the DIP switch at least 3 times within 5 seconds
after powering up the device.

SECURITY (DIP3/ DIP2)
When set to ON, the HW-Security protection mode is active. Any configuration changes are
ignored in this mode:
e No settings can be changed with UDP Setup (using UDP Config or Hercules utilities).
e Flash Setup still opens in the browser but no settings can be changed.

e Outputs can be changed by M2M control
e« TCP Setup (at port 99 by default) is not available.

« No parameters can be changed over SNMP.
| Port 1 RJ45| | Port 2 RJ12| |Port 3 DBOM

POWER (green)
LINK (green)
SENSOR (yellow)
MODE  (red/green)

LED indicators

LEDs indicate the current mode, power being supplied,
Ethernet activity and sensors being read.

OO00O0

e POWER (green)
Indicates that the power supply is on.

e LINK (green)
Indicates that the Ethernet connection is
functional.

Common
Input 1
Input 2
Input 3

e SENSOR RS-485 (yellow)
Quick flashing indicates that a valid value has OO
been received over the RS-485 bus.

O
O

Slow flashing means that some sensors on the RS-485 bus were not found.

e MODE & RS-232 (red/green)

¢ Red slowly flashing — Device is in the RS-232 Setup mode = Ethernet is disabled (check
DIP1).

e Red continuously on — At least one sensor or input is in alarm.

Problem LED indication

Ethernet disconnected Green LED (LINK) turns off

RS-485 sensor torn off (alarm inactive) Yellow LED (SENSOR) blinks slowly
RS-485 sensor torn off (alarm active) Red LED (MODE) is on

1-Wire sensor torn off (alarm active) Red LED (MODE) is on
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DBOM - RS-232

The interface is intended for setting up the device (RS-232

1 5
Setup when DIP1=0ON) and for updating the firmware. O O
[ E]

The DTR and RTS outputs can be controlled from the Flash

setup interface, tied to an alarm state, or controlled over the - - | Not used
network. RxD | <-- | Receive Data
TxD | —-> | Transmit Data
Voltages corresponding to logic levels on these outputs: DTR | --> | Data Terminal Ready
GND | --- | System Ground

RTS
. 0 (Off) = -10V (-12..-6V)

« 1(0n)=+10V (6..12V)

DSR | <-- | Data Set Ready
RTS | -—> | Request to Send
CTS | <-- | Clear to Send

- - | Not used

OO N (WINF

DTR
. 0(Offy=0V

« 1(0n)=+10V (6..12V)

States of outputs after device restart: RTS = Off (-10V), DTR = Off (0V).

Using the RTS and DTR outputs

Port 3 complies with the RS-232 specification. If needed, the P1250 RC converter (designed for
connecting two 12VDC rated relays to Poseidon 2250 over RS-232) can be used to connect two
external relays. The converter applies approximately 10V to the relay coil, making it possible to
control 9VDC or 12VDC rated relays.

P1250 RC (Relay Cable) - Ordering No. 600 244
Relay coils connect directly to a small terminal block. Polarity is shown on
the label, closed state is indicated by a LED lighting up.
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Dry Contact inputs

Three volt-free contacts can be connected to the

terminal block against a single common pin.
The inputs are electrically connected to the power @ 1.2 3 4
[lfe][e][e]

supply.

1
O

e Unconnected inputs read as “0 (Off)”.

e Activated inputs (closed contacts) read as
“1 (On)”, resistance against the Common pin
must not exceed 500Q. —

Input 1
Input 2

Input 3

Poseidon 3268
ETHERNET

SCNSIRS

Specifications:

e Maximum wiring length: 50m

l &~ Input3
L 1

e Supported sensors: Any contact without external voltage (dry contact)
e Per-input alarm settings: Alarm activation and state (0/1), configured over WWW -

Poseidon Flash setup.
o Alarm inactive

o Alarm when the contact is opened or closed
o Alarm whenever the contact is open

Possible alarm responses: Common setting for all inputs
o No response

o Alarm alert sent as a SNMP trap
o Alarm alert sent by e-mail or text message (SMS)
o Alarm alert sent as a SNMP trap as well as by e-mail or SMS

e Polling period: 800 ms
e Range of sensor IDs: Inputs use IDs from 1 to 9
e Sensor names: Sensors can be named using up to 12 characters

e Disconnected sensor detection: None, disconnected sensor reads as “O (Off)”".

www.HW-group.com
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RJ11 - 1-Wire or 1W sensors

The digital bus from Dallas Semiconductor company, each sensor Port 1 — RJ12
has unique ID.

1 6

We recommend to keep the total wiring length under 60m, although W
functionality has been achieved over tens to hundreds of meters in
experimental settings.

+5V Power

- Not used
Data Transmit Data
GND Ground
+5V Power

- Not used

If the wiring connected to a single connector of the Poseidon unit is
longer than approximately 80m, we cannot guarantee error-free
operation, as it greatly depends on the actual wiring implementation,
topology and environment.

OO IWIN|F

Active / Passive 1W port

Active port is RJ11 connector on the Poseidon device. It guarantees full length of wiring and power
for defined quantity of 1-Wire or 1-Wire UNI sensors.

When you move the sensor from one active port to other one, the sensors seems to be disconnected.
You have to run sensors auto-detection again.

Passive port is RJ11 connector on T-Hub splitter or on the 1-Wire sensor in daisy-chain wiring.
It can’t guarantee full length and full power for all following sensors.
The power issue can be solved with using the 1-Wire hub Power.

1-Wire UNI (RJ11)
1-Wire UNI is software extension of the 1-Wire bus.

e« 1-Wire UNI sensors:

Light sensor

4-20mA sensor

0-60V (-48V DC) sensor
0-30A AC sensor
>>Various other sensors

0O O O O O

« Maximum wiring length : 60 meters of total length per active RJ11 port
Note: Distance can be limited with some 1-Wire UNI sensors or with more RJ11 male-female
connectors.

e Sensor power supply: 5V/20 mA from RJ11 connector
(can be boosted by "1-Wire hub Power")

Other parameters or 1-Wire UNI are identical with 1-Wire bus.
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1-Wire (RJ11)
RJ11
[APEC)

The digital bus from Dallas Semiconductor, each sensor has unique ID.

e 1-Wire sensors: Temperature & Humidity sensors only

e Maximum wiring length: 60 meters of total length per active RJ11
port

e Sensor power supply: 5V/20 mA over RJ11 connector

e Number of sensors on the bus: Up to 10 sensors

e Sensor power consumption: Power supplied over the bus is sufficient for all connected
sensors

e Communication cable: 4-wire telephone cable (2-wire in special circumstances)

e Alarm settings: Checking the reading against its Safe Range, configuration over WWW —
Poseidon Flash setup

e Polling period: 800ms to 10s (depending on the number of connected sensors, 10s for
41 sensors)

e Sensor address assignment: Automatic, each sensor has a unique address
e Range of sensor IDs: Sensors use ID addresses from 257 to 65535

e Sensor names: Sensors can be independently named using up to 12 characters, the
name is tied to the sensor ID

e Disconnected sensor detection: Yes, disconnected sensors read as “-999.9”

e Alarm if sensor is disconnected: If the sensor is set to alarm whenever its reading is
outside of the safe range, disconnection triggers the alarm

Remember: All 1-Wire sensors have a unique serial number. These numbers are stored with
sensor names during autodetection and shown as the sensor IDs. If you change
the sensors on the bus, you must re-run Autodetection in the Flash SETUP.

Special accessories for the 1-Wire bus

1-Wire hub Power — Power booster + Hub for 8 sensors

e 1x input: 1-Wire bus
e 1xinput: 12VDC power
e 8x output: 1-Wire bus

Poseidon 2250
o Compatible with Q
1-Wire and 1-Wire UNI bus.

sue® 17

4-20ma
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Poseidon T-Box2 — Hub for 2 sensors

e« Cablelength: 1Im

e« Maximum number of connected sensors: 2
o Connectors: RJ11

e« Bus type: 1Wire

Poseidon T-Box — Hub for 5 sensors 5 asliE

« Cable length: 10cm 1@ (o
e« Maximum number of connected sensors: 5 |
e« Connectors: RJ11

e Bus type: 1Wire

o

Poseidon 2250 Spider — Bridges 1-Wire bus to RS-485 (Industrial bus)

e The Spider unit connects to the Poseidon over the
Industrial bus (RS-485)

e Upto four 1-Wire bus sensors (temperature,
humidity, dry contacts) can be connected to the Spider
unit

e Each sensor is connected to a separate connector and
may be located up to 25m away

¢« Maximum number of connected sensors: 4
¢ Connectors:

e RJ11 for 1Wire sensors
o RJ45 for the Industrial bus to connect the Spider to the Poseidon unit

e Sensor types: 1Wire
e Connects to: Industrial bus (RS-485)

Warning: The Poseidon unit warranty explicitly excludes failures caused by connecting
sensors made by other manufacturers or with excessively long wiring.
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RJ45 — Industrial Bus (RS-485)

Port 1 — RJ45

1 g

The RS-485 bus can be used to connect up to 31 sensors over up to
1000m, even in industrial environments. For convenience and ease of W
use, TP cables and RJ45 modular jacks are used to wire the RS485

industrial bus. Not used

The RS-485 bus uses the blue pair of wires (pins 4 and 5), labeled A Not used

and B. The brown pair (pins 7, 8) is used to supply 12V to power the 485 B return
B (-

Sensors. & RS-485

A §+z Industrial bus
[ARRRnnnn

If you use the S-Hub unit and the B-Cable module, the green pair of

wires (pins 3, 6) is used for the return RS-485 connection. The green 485 A return

0 N| O O | W N -

pair of wires is not connected at the Poseidon 2250 unit. GND
iy | Ground
+12V
| POVES

e Maximum wiring length: Up to 1000m in total

e« Supported sensors: Temperature, humidity, current, voltage, and more (see the overview
of available sensors)

e Number of sensors on the RS-485 bus: Up to 31 physical RJ45
sensors

« Power: 12V/120 mA available at the RJ45 jack. Power supplied by
the bus is sufficient for up to 3 external sensors, an S-Hub can be
added to power more sensors

67654321

« Communication cable: UTP, in some cases 4-wire phone cable

e Alarm settings: Checking the reading against its Safe Range,
configuration in Poseidon Flash setup

o Polling period: 800 ms to 10 s (depending on the number of sensors, 10 seconds for 41
Sensors)

e Sensor address assignment: Manual, each sensor must have a unique address (see
sensor manual)

« Range of sensor IDs: Sensors use IDs from 48 to 122, the address corresponds to the
ASCII code of 0..9, A..Z, a..z characters.

e Disconnected sensor detection: Yes, disconnected sensors read as “-999.9”

o Alarm if sensor is disconnected: If the sensor is set to alarm whenever its reading is
outside of the safe range, disconnection triggers the alarm

General RS-485 characteristics F
e Maximum wiring length 1000 m J -
e Up to 32 devices on the bus (Poseidon unit + 31 sensors) I_——I I_——I I__—I

. . . .. . . Line {Daisy chain) RS5-435 topology
« High resistance to noise in industrial environments

« Daisy chain topology is necessary (as opposed to star topology)
o [Each device must have a unique address

e Wire polarity must be respected

e Line must be terminated at the beginning and at the end
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Termi

nation

The RS-485 bus must be terminated at its end. The following options are available:

Internal jumper on certain sensors (jumper named TERM or TERMINATOR) — for example
in Temp-485 or HTemp-485

B-Cable adapter with “LAST” configuration selected using the switches

External resistor to terminate the bus at the “last” sensor, if the sensor has no jumpers or
DIP switches (Temp-485-Pt100). Connect the resistor between the A and B terminals of the

last sensor.

The resistance of this resistor should be 120Q. For short wirings, 470Q can be used to

reduce the current consumption of the sensors.

Note:

A disadvantage is that it is necessary to have a wiring topology with a single

beginning and a single, terminated end, as opposed to the popular star topology with

a single interconnection point.

Special accessories for the RS-485 bus

B-Cable - RJ45 / 4-wire connection
The B-Cable module is an adapter that converts a RJ45 jack
connection to a block of 4 terminals A,B,+,—.

Some of the available RS-485 sensors already have a RJ45
jack; however, some only have 4 terminals labeled A,B,+,- .
Such sensors can be connected Poseidon 2250 or to an S-Hub
using either a TP cable (4 or 6 wires) or the B-Cable module.

e The 4-wire connection
length should not exceed
20cm.

e Sensor position on the RS-
485 bus (MIDDLE / LAST)
is selected with jumpers;
see the picture for details.

Sensor B-CABLE

Eg‘zl 1x MIDDLE

- {TERM=0FF, LOOP=0HN)

B-m BLE Sansor

— B p| 1x LAST
R —— {TERM=0N, LOOP=0FF)
=
o l&_@_@ Sensors M I D D L E LAST
EEJ/S-H‘Ea Al [B][C] AB + -] [AB + -
a PataYaltis (1) (2] [3)[&) @lelole) |(elelele]
87710815 s
al [ e o/ SHup | | CEE | |EICE
e Y B-CABLE B-CABLE
817 ﬁ 5
5x MIDDLE
I_ELI {T:HM=OFF. LOOP=0M) RJ-45 RJ45
1x LAST LOOP=0N LOOP=0FF
(TERM=0N, LOOP=0FF) TERM=0FF TERM=0ON
www.HW-group.com 19/105
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Sensor RJ45 MIDDLE cable
RS-485 cable, 0.5m, RJ45/4 pins. Connects
4 terminals (A, B, +, - ) to a RJ45 modular jack

RI45 U RS 485

(uses 3 pairs). GND ()| « =y 1| - Or/W|Not used
Vee (#)] TN 2 e Or _ [Not used
This cable is used to connect all sensors (A) 3l B ()|ew [Rsass
except for the last one in the chain. (B)| = Al E’;'ﬂ' Bl
Sensors connected with this cable must not Term = Off 5| A |Bw Re-HG
terminate the RS-485 bus. 5lR AMmle  |Ress
7|..GND__|Br'W|Ground
MIDDLE 8] 12V [Br [Power

Sensor RJ45 LAST cable
RS-485 cable, 0.5m, RJ45/4 pins. Connects 1_8
4 terminals (A, B, +, - ) to a RJ45 modular % RJ45 U RS 485
jack (2 pairs only).

R A(H|G [R5-485
GND  |Bow | Ground

TERMINATE the RS-485 bus in one of the
following ways:

Tﬂ[-} — 1. | Ot ot used
. . LY
This cable is used to connect the last sensor Vee {+) 2l - Or  |Not used
in the chain. (A) 3[R B (|G [Rs285
=) ol S-LC T L P
The sensor connected with this cable MUST ~ Term =0ON 5),A4,,|BWW
5]
7]
8|

LAST

+12V  |Br  [Power

« External 120Q resistor
o Jumper or DIP switch at the sensor set to TERM=0ON
e For other options, see the sensor manual
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Poseidon Spider

A converter to connect four 1Wire sensors to the Industrial bus (RS-485).

Each 1Wire sensor connects to a separate connector to enable a greater distance (up to 1000
meters, as defined by the Industrial bus specification).

S-Hub — 8x RJ45 TP hub
The S-Hub unit with one input and 8 output ports is used
to connect up to eight RS-485 sensors with TP cables.

e Makes it possible to connect sensors in a star
topology (sensors must be connected using TP
cables)

o Simpler and faster connection of sensors

« Makes expanding an installation easier

« [Easier way of powering the sensors, a standard power adapter connects directly to the
S-Hub unit

1x LAST

7]

9x MIDDLE (TERM=0N, LOOP=0FF)
{TERM =G‘FF, L{}GF“GN:I [T |
A L2] @ (4]
i /‘-\._ A \__,;l "
A 15/ S-Hub { || 5
()| 4— . Frasidon "1.':! -
@2 e O3
& ‘8708 (5) | &
|
DI
FIOT
£ S-Hub |
Wt 1
é h'l_ J'l__]

It is possible to mix the star / daisy-chain topologies with S-Hub, see the
examples in the following chapter.

www.HW-group.com
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Industrial Bus (RS-485) wiring example

© é°C /< °C

Term=0ON

w;—\_—*\

Temp-485

| ioC ) Door Contact

AN /

- E O—__ O R45Patch Straight Cable
RJ45 < 4 pins & rir2
b _~% RJ45 MIDDLE cable

C . : \ ,
<4< 4 pins, LAST (Terminated) 2 wires cable
O- __ % RJ45, LAST cable

—

— —

Catb TP cable, 2 pairs used Telephone cable, 2/3 wires used

Cat5 TP cable, 3 pairs used _

~
\_/ \\-———-—"/

e The bus leads via a 4-wire connection from a Poseidon 2250 unit to two daisy-chained
sensors, Temp-485 and HTemp-485. Two twisted pairs are used for the connection.

e An S-Hub unit is daisy-chained via the RJ45 jack to the second sensor, HTemp-485, using a
4-wire connection. The brown pair carries power, the blue pair is used for data.

e Temp-485 and HTemp-485 sensors are connected to S-Hub connectors 1 through 3 using
6-wire connections (brown pair for power, blue pair leads the bus to the device, green pair
back from the device).

e A Spider converter is connected to connector 4 of the first S-Hub with a patch cable. Three
Temp-1Wire 10m sensors and one contact are connected to the Spider (door contact
connects to the blue RJ45 pair).

e The second S-Hub unit is connected with a patch cable to the Spider output.

e Temp-485 and HTemp-485 sensors are connected to S-Hub connectors 1 through 3 using
6-wire connections (brown pair: power, blue pair: bus to the device, green pair: bus return).

e Connector 4 connects a Temp-485 sensor over a 4-wire connection (brown pair to power the

sensor, blue pair for the A/B signals of the bus).
The Temp-485 sensor is configured to terminate the bus using the TERM jumper.
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User interface

The product can be configured in various ways which are described in this section, including a
description of the parameters.

« UDP Config
Simple utility for configuring IP addresses (for Windows and Linux).

« Web interface
Primary communication interface that invokes other links and the Flash setup.

e Flash setup
Detailed user interface for configuring all features of the device.

o Telnet setup
Configuration of special features, troubleshooting.

« Backing up and restoring configuration
How to save and restore product configuration.

For automated configuration or retrieving values in third-party software, use the open communication
interfaces described in the following chapter, Using Poseidon units in your programs.

www.HW-group.com 237105



Poseidon family - Manual HW group

UDP Config

UDP Config is a freeware utility for assigning IP addresses and changing network settings over the
Ethernet.

e Windows and Linux version
« |P address is assigned to a product with a specific MAC address

e No installation is necessary, simply run the EXE file
e Provides a clear overview of device names and parameters

UDP Config 2.3.0 for HW group products {(www.hw-group.com) ﬂ
our PC network, zettings 5 |
T 7 about,.,
;Z“D'm" o ity g IF addiess:  192.1685.2
roup 3. www_hw-group.com
g Netmask:  255.265.255.0
_vewrar HUgroup.com - poiin ity for the HW gioup devices Gatewsy 19216851 <& Find Devices

Device list:

Device type

Parameters

Hame: IP address: Port:
|Paseidon model 1250 [192 1685114 SET]
AT
& Dpenn WEB Browser_ | [00:08 550306 47
I &k P wersion:
f255.255.255.0 |1.95
G ateway: Device ype;
19216551 |Paseidon madel 1250
— [ Enable IP access filter DHCP:
INUt supported
IF filter walue:
|searching modules... done ID-D-D-IJ I™ [ Enable YT -
|E-filter mask: [¥ Enable TCF setup Open |
fo.0.0.0 [ Erable DHCR
M aln feat ures _ [~ | Erable TEL authorisation
Default values
o Well-designed graphical environment i Load defonils |

° DeV|Ce name, type, MAC addl‘eSS, IP [W Check if new IP address is empty
address and communication port is 23 oy changes |

displayed after a device is found
o Compatible with all HW group products (Poseidon, Damocles, PortBox, PortStore, I/O
Controller, IP relay and other product lines)

[ready

« Windows and Linux versions available

« Displays current network settings of your computer

o Verifies whether the IP address is available before assigning it
e Single-click access to the product web page

e Ability to open a Telnet session for TCP Setup

o Ability to restore factory-default settings

Detailed program description as well as an instructional video clip are available on the CD supplied
with the device, or at our website: http://www.hw-group.com/software/udp config/index en.html
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WEB interface

Primary communication interface, provides links to other pages as well as to the Flash setup.
Poseidon 2250 offers a simple and user-friendly graphical WWW interface. Besides displaying
current readings, the interface provides access to complete device configuration and management,
including network settings, sensor configuration and alarm responses (SNMP traps).

To access the web interface, enter the Poseidon IP address into the URL field of your browser:

/2 poseidon model 1250 - Windows Internet Explorer 101 =]
@i‘ ~ |&] http:jj192.168.5.114jindex.htm El1# | x| |coogke P~
. ¥ A 7 =
W R -G @- D AE - O
-
Poseidon model 1250
Dry Contact Inputs
Name Number Current Value Alarm Alert
Contact Input 1 11 0 (Off) Active if off
Contact Input 2 2 0 (Off) Disabled
Contact Input 3 13 1 (On) Active if on
Sensors
Name ID Current Value Safe Range Alarm Alert
Sensor 1 - Temp 51423 24.8 °C 10.0 .. 28.0 SMNMP trap
Sensor 2 - Temp 74 25.9°C 10.0 .. 28.0 Email and SNMP trap
Senscr 3 - Humi 106 57.0 %RH 10.0 .. 60.0 Email
Device name: Poseidon
web Configuration: Flash Setup
Terminal Configuration (TCP Setup): Connect with Telnet to 152.168.5.114 Port 59
Firmware: ersion: 1.9.6 (update) / MIB / X5D
For more information try www.HW-gqroup.com
[ -
|D|:|ne |® Inkernet | 0w - 2

The main page with the overview of sensor and input readings automatically reloads every 15
seconds.
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Dry Contact Inputs
This section displays current states of dry contact inputs, including alarm status and settings. Active
alarm is indicated by a red background of the corresponding line.
« Name
Textual name of the input, assigned by user in the Flash Setup

e« Number
Unique input ID, as marked on the unit

e Current Value
e 0 (Off) — Open contact
e 1(0On) - Closed contact

e Alarm Alert
List of alarm alert settings for each input (triggered by value out of safe range)

e Line background color:
e White / no color = Input is not in alarm
e« Red =Inputis in alarm

Sensors

The Sensors table displays information (valid at the time of the last refresh) about detected and
activated sensors, including their states.

« Name
Textual name of the input, assigned by user in the Flash Setup
e« ID

16-bit ID of the sensor, unique within a particular device

e Current Value
Current sensor reading, including the unit
Note: If a sensor is not connected, -999.9 is displayed.

« Safe Range
As long as the reading stays within this range, alarm is inactive

e Alarm Alert
List of alarm settings for each sensor (alarm is triggered by reading out of the safe range)

e Line background color:
e White / no color = Input is not in alarm
e Red =Inputisin alarm
e Yellow = Alarming is disabled for this input but the value is out of the safe range
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Miscellaneous information

Note:

Device name
Device name assigned by the user in Flash Setup

Web Configuration
Link to the Flash Setup

Terminal Configuration (TCP Setup)
Link with the IP address and port to open a terminal session for TCP Setup

Firmware
Firmware version, option to upgrade over the web (update link)

« MIB links to the SNMP definition file
(right-click the link and select “Save Target as...” to save the file to disk)

e XSD links to the XML definition file for values.xml
(right-click the link and select “Save Target as...” to save the file to disk)

Text and link “For more information try www.HW-group.com”
Customizable link to the supplier or service provider. The text can be changed in TCP Setup,
see the detailed description of TCP Setup.

The design of the main page can be changed only after consulting the manufacturer;
we offer a “Customization” program. For more information, please contact your dealer.
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Flash setup

The Flash Setup graphical interface in Poseidon is designed for user-friendly device configuration. To
open it, click the Web Configuration: Elash Setup link at the bottom of the main web page.

The concise and user-friendly graphical interface consists of 7 tabs. The General tab contains basic
information about the connected sensors. In addition to numeric values, temperatures are indicated
graphically at the left-hand side of the page. The page reloads at the specified interval.

Note: To open a FLASH page, FLASH support needs to be installed on your PC. If the
PC is connected to the Internet, the plug-in is downloaded automatically.
Alternatively, you can install the plug-in from the supplied CD —
\Poseidon\install flash player 7.msi

{2 Poseidon Flash Interface - Windows Internet Explorer -0l x|
@ + | ] http:}50.250.21 84/indexz htm =l 42} x [ cooge R

J Soubor  Clprawy  Zobrazitk  Oblbend polofky  Mastroje  Mapowsda

W e # | Poseidon Flash Inkerface

| J @ - - @ - @vﬁtrénka - @Nés;roje - ?
[-

General Setup SHMP Ermnail & = Log & Timme  Sensors  Inputs  Outputs  Systemn Info Index Page

Name .I Current Value
vy contact 1 ]
ont

-] Sensor ID | Current Value | SafeRange Alarm Alert

10.0
15.0
10,0 .. 60.0
10.0 .. 60,0
10.0 o 60.0
-15.0
o : 10.0
2. floor hurmid 0: 79,0 %R 10.0

Values reloaded 49 times. Reload values every III [s]

[
Hokowo ’_ ’_ I_ I_ I_ Iﬁ |@ Inkernet | @, 100% - 2

e Values reloaded X times — shows how many times were the readings reloaded
« Reload values every - interval for reloading the values, in seconds
o Start/Stop button — enable/disable periodic reloading of values from the Poseidon unit
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General Setup

Network settings of the device: Network parameters, trusted IP address range, temperature units,
output states, etc.

/= Poseidon Flash Interface - Windows Internet Explorer N ] [

% ~ | €] http:j50.250.21 84/indexz htm =] [ #2/| % [5000 B

J Soubor  Cpraswy  Zobrazik  Oblbend polofky  Mastroje  Mapoweda

{Ih’ 493 & | Poseidon Flash Interface | J @ - - @ - @Pitrénka - @Nés;raje -

General SHMP Ermail & :  Log & Time  Sensors  Inputs  Outputs stermn Info Index Page
L

W Device Name Poseidon 1250 online

MNetwork Settings

Device IP Address

Metwork Mask
Security ; Gateway

IP Access Filter DNS Primary

DNS Secondary
HTTP Port

TCP Telnet Setup
User Passwords

Name

Other Settings and Informations
Display temperature in :

_ Flash Setup Version:
HW Security Protection Disabled

=
Hotowvio ’_ ’_ l_ l_ l_ lﬁ |ﬁ Inkernet | H100% v

Device Name
Name assigned to a particular device. The name is shown in all lists along with the IP address (UDP
Config); it is used as the sysname variable in SNMP.
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Security

Security settings. Details about individual modes are
shown in the following table. Lines indicate the
method of accessing the device over IP, columns
specify the restrictions resulting from the respective
security settings.

Security

IP Access Filter

Accessto-

r SNMP

User Passwords

! Name |

HW Security Protection Disabled

User Password

IP Access Filter

SNMP

No HW Communities
restriction protection
s (default) DIP = On Read Read + Rea_d & HTTP SNMP | Comunl | Comun2
only Outputs | Write
Web index v v v v v filtered
Flash setup R/W R R R/W** R/W filtered
Values.xml R R R R R filtered
Setup.xml R/W R/W** R R/W** R/W filtered
SNMP get (next) R R filtered R* R*
SNMP set W X filtered | [R¥W* | [R*W*
Modbus/TCP R/W R
TCP setup v’ X X X v
UDP Config R/W R
FW update v X X X v filtered
Outputs M2M R/W R/W R R/W R/W

* R and/or W must be enabled on the SNMP Setup tab by checking appropriate boxes.
W** Only outputs can be changed, nothing else. Even the output mode cannot be changed.

Note:

The “No restrictions” column reflects the default configuration (also shown on the

screenshots presented here). That is, HW protection DIP=0Off, no password set, IP Access
filter set to 0.0.0.0/0.0.0.0.

« HW Security Protection
A DIP switch that prevents any changes in the device configuration.

« OUTPUTS: You can change values of outputs.
e CONFIGURATION: No changes are permitted.

The protection status is displayed in the bottom left-hand corner. When the HW Protection is
active, any configuration changes, including changes of the output states, are ignored. This
mode is useful when connecting the Poseidon to a publicly accessible network.

www.HW-group.com
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e User Passwords
Two separate user accounts (username and password) can be configured for SNMP and
HTTP access.

e Account types:
« ‘Read Only’ — can only read values and configuration settings

e ‘Read Only + Outputs’ — can read values and set outputs, cannot change
configuration settings (not even sensor names)

« ‘Read & Write’ — can perform any changes

« The “Read Only” account has read-only access to values, cannot perform any configuration
changes. The “Read&Write” account can change configuration settings.

o After setting up a username and a password, you will be asked to log in every time
you try to open the Flash interface.

o Passwords also apply to access to the values.xml and setup.xml files — see the table.

e In case of “Read Only” HTTP access, you will no longer be able to change
configuration settings in Flash setup.

e |IP Access Filter
Allows you to define a range of trusted IP addresses that are allowed to access the Poseidon
over HTTP and SNMP. The trusted IP range is configured separately for each protocol.

To set up the filter, specify the base IP address and the mask that define the trusted range.
Access is granted if the following condition is true (AND represents bitwise multiplication):

(IP trying to access AND IP Mask Range) = IP Address Value

IP Filter settings | Access granted to |
IP Address Mask Value From -To
Value
192.168.1.2 192.168.1.2 192.168.1.2 Only one IP allowed
192.168.1.87 192.168.1.87 192.168.1.87 Only one IP allowed
192.168.1.0 192.168.1.224 192.168.1.0 — 192.168.1.31 32 allowed addresses
192.168.1.0 192.168.1.0 192.168.1.0 — 192.168.1.255 Ql'lloﬁf daddresses 192.168.1.x
192.168.0.2 192.168.254.255 192.168.0.2 and 192.168.1.2 | ONne address but on two
networks
192.168.0.0 - 192.168.0.15
192.168.1.0 - 192.168.1.15
192.168.0.0 192.168.252.240 192.168.2.0 - 192 168.2 15 4 x 16 addresses allowed
192.168.3.0 - 192.168.3.15
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e SNMP Access - communities (passwords)
Two different password can be configured. For each of them, it is possible to allow R or R/W

access, or temporarily disable it.

Most SNMP programs use the following (default) settings. For security reasons, we highly
recommend to change the R/W access password.
e R (get, get next)“public”

e R/W (set) “private”

Caution: SNMP Access settings are available at the SNMP Setup tab.

What to do if you forget your password

o Restore the factory-default configuration of the device by one of the following methods:

e Use the UDP Config utility (must run on the same network segment).
Right-click the line corresponding to the device and select “Load defaults” from the
pop-up menu.

e Use the DIP Load defaults feature.
Toggle the DIP1 switch several times during the first 5 seconds after powering up the
device.

e Connect to the Serial Setup (RS-232) and execute the Load Defaults function from
the terminal menu. The menu is equivalent to that of Telnet Setup.
To enter the menu: 9600/8N1, DIP1=1, restart the device.
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Network Settings Network Settings
This block configures the main network parameters for
Ethernet communication:

Device IP Address
Metwork Mask

e Device IP address Gateway
IP address of the unit. After a change, the device DNS Primary
needs to be restarted. DNS Secondary

o Network mask LA

Local network mask. After a change, the device TCF Telnet Setup
needs to be restarted.

o Gateway
Default gateway. After a change, the device needs to be restarted.
e HTTP port

Port for communication over the HTTP protocol. Default is 80.

e TCP Telnet Setup
Port for the terminal telnet setup mode. Default is 99.

DNS Settings
Primary and secondary DNS server settings. Gateway needs to be set properly for correct operation.

A DNS server is necessary for converting domain names to IP addresses. Without a correctly configured
DNS server, the following functions will not work:

e Time sync (SNTP), used in e-mails and SNMP traps to timestamp events
e E-mailing (SMTP)
e Logging of values with timestamps

Note: The DNS server is often the same as the gateway. Sometimes, the local firewall only allows
access to a specific local DNS server. Please contact your network administrator for details.

Other Settings and Information

o Display temperature in
Specifies the unit of temperature (C — Celsius / centigrade, F — Fahrenheit, K — Kelvin). The
setting only applies to the WWW interface. All other interfaces and protocols use °C, unless
specified otherwise in the interface description.

o Flash Setup Version — Version of the graphical interface
« Device FirmWare — Version of the device firmware

e Update FW button
Updates the firmware over the WWW. The link to the update page is available at the main
page, too. Firmware update erases the current device configuration.

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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The SNMP Setup tab allows you to configure the settings for communication with the device using
the SNMP protocol.

HW group

/2 poseidon Flash Interface - Windows Internet Explorer =10lx]
@ ~ | €] http:/50.250.21 84/indexz htm 1=l [#2)[x [ ooge [2]-]
J Soubor  Clprawy  Zobrazik  Oblbend polodky  Mastroje  Mapowsda
W & | Poseidon Flash Inkerface | | J - - (0~ | Strdnka - (CF Nastroje -

B

General General Setup Ernail & = Log & Time

W

Sensors  Inputs Qutputs  System Info Index Page

General SNMP Settings

W SNMP port

SNMP Access

MIB II System Group

SysContact
SysName

SysLocation

[~
|H0tm-'|:| ’_ ’_ I_ I_ I_ Iﬁ |@ Inkternet | @‘l 100% = 2

General SNMP Settings
« SNMP port

Communication port to use for the SNMP protocol (default is 161).

SNMP Access
Defines names and access rights for user groups that can work with the Poseidon unit.

e Community
Textual name of the authorized group (usually Public and Private)
e Read — The community is authorized to read variables over SNMP
e Write — The community is authorized to write values to variables over SNMP
« Enable — Enables or disables the group (community)
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SNMP Trap Destination
Define target destinations A and B for sending SNMP traps.

« Community — Textual name of the group for the SNMP trap being sent
o |P address — Destination address where the SNMP traps will be sent

e Port — Destination port where the SNMP traps will be sent

« Enable — Enables transmission of SNMP traps to this destination

MIB Il System Group
User-defined settings in the standard SNMP header.

e SysContact — How to contact the system administrator, e.g. an e-mail address
e« SysName — Device name

e SyslLocation — Location of the unit, e.g. “IT room, floor 2”

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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Email & SMS Setup

/= Poseidon Flash Interface - Windows Internet Explorer -0l x|
% - |§| http:f/80.250.21.54/indexz . htm j |E| |E| IGnu:ugIe |}'J '|

J Soubor  Opravy  Zobrazik  Oblbend polofky  Mastroje  Napowsda

{:" “J;:i' & | Poseidon Flash Interface

General General Setup SHMP Log & Time  Sensors  Inputs  Qutputs  Systern  Info

Email Settings
SMTP Server

Port

Email Sender Address
Authentication
Name/Password

Email Subject Text

Alarm Emaii Recipient
Alarm Email Copy

Periodic Log Recipient

Send Test Email

GSM SMS Interface Enable [

R5-232 G5M Module W aiting for modem

SMS Center Mumber
Alarm SM5S Recipient 1

Alarm SM5S Recipient 2

Hokawa I_ I_ I_ I_ I_ m |ﬁ Inkernet | @'l 0% - 2

e SMTP Server — Host name or IP address of the SMTP server

e Port — Port for communication with the SMTP server (25 by default)

« Email Sender Address — E-mail address that will be shown in the “From” field

o Email Subject Text — Subject of the e-mail being sent

e Alarm Email Recipient — E-mail address of the recipient (To)

e Alarm Email Copy — E-mail address of the recipient (Cc)

o Periodic Log Recipient — E-mail address of the recipient for periodically e-mailed logs

« Authentication — Enables username/password authentication if the SMTP server requires it
« Name — Username for authentication with the SMTP server
e Password — Password for authentication with the SMTP server

e Send Test Email button — Sends a test e-mail Send Test Email
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Tip: Itis not always necessary to configure a SMTP Server in order to send e-mails. The Poseidon
can work as SMTP server itself and deliver the e-mail directly to the recipient’s mailbox.
However, always test this mode in your particular environment — the e-mails sent in this mode
are often blocked by various spam filters due to missing reverse MX records.

Poseidon can only send e-mails, it cannot receive them!

Example of areceived e-mail:
E-mail is sent upon every alarm activation and deactivation.

DATE TIME Device_NAME Device_IP
10.10.2005 15:04:27 Server rooml 192.168.1.20
Email initiated: 48245 T-Room Alarm ACTIVATED
ID SENSOR Name VALUE UNIT Safe RANGE ALARM

48245 T-Room 25.30 °C -45.0 .. 22.0 Enabled
1 C-water OFF if OFF

Sensors list:

48245 T-Room 25.30 °C  -45.0 22.0 Enabled
1559 H-Room 53.00 %RH 30.0 80.0 Enabled
48 T-Srv01l -27.30 °C  -49.0 .. -25.1 Disabled
257 ABCDEFGHIJKLMNO -109.30 °C -150.0 -105.0 Enabled
1 C-water OFF if OFF
2 C-AirFl OFF if ON
3 C-Doorl OFF Disabled
Server rooml: http://192.168.1.20 00:0A:59:00:00:00
Tip: For detailed description of the e-mail format, see the “Using Poseidon units in your

programs” section.

Sending a test e-mail
Multiple systems need to be configured correctly in order to send e-mails from the device

successfully. Therefore, it is advisable to double-check the following parameters:
o Gateway for the network connection
« DNS server for the network connection
e SMTP server and port
e Authentication turned on, correct name and password
e Spam filter of your mailbox turned off
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GSM SMS Interface Enable [

RS5-232 GSM Module W aiting for modem

SMS Center Number
Alarm SMS Recipient 1

Alarm SMS Recipient 2 Send Test SMS

GSM SMS Interface
Configuration of parameters for communication over a GSM modem connected to the Poseidon via
RS-232. This function is supported, for instance, by Poseidon 3265.

e RS-232 GSM Module — found/not found
Indicates whether the GSM modem was detected after power up.

e SMS + Ring when Alarm
Not supported yet. When sending a SMS, a call to the recipient's number is dialed and then
terminated after four rings.

e SMS Center Number
Phone number of the SMS center. Please ask your mobile service provider for the correct
number. It is usually pre-configured on the SIM card.

e Alarm SMS Recipient 1
Phone number of the first SMS recipient to be informed about an alarm.

e Alarm SMS Recipient 2
Phone number of the second SMS recipient to be informed about an alarm.

e Send Test SMS button — sends a test SMS using the current configuration.

SMS example
e« Device name: Poseidl11

e Sensors in Alarm:
« Rack11 =48.5°C, threshold is 40°C
e« T-Room =48.3°C, threshold is 35°C
e« H-Room = 10% RH, threshold is 45% RH

Poseidll #ALARM Rackl1:48C/40C T-Room:48C/35C H-Room:10%/45%
Imp3:0/1 #STATUS Inp:0 0 1 Sens:-18C 21C 22C 19C 28C 48C 10% 42C

Tip: For a detailed description of the SMS format, see the “Using Poseidon units in your
programs” section.

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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Log & Time

This tab lets you configure the date, time, and logging options (if supported by the particular

Poseidon model).

/2 poseidon Flash Interface - Windows Internet Explorer -0l x|
w ~ | €] http:/50.250.21 84/indexz htm 1=l [#2)[x [ ooge R

J Soubor  Clprawy  Zobrazik  Oblbend polodky  Mastroje  Mapowsda

W & | Poseidon Flash Inkerface | |

J @ - - @ - @vgtrénka - @Nés;rcuje -

|H0tm-'|:| ’_ ’_ I_ I_ I_ Iﬁ |@ Internet

=
General General Setup SMNMP Ernail & Inputs OQutputs Systemn  Info Index Page
Actual Date / Time
W Current Date
Current Time
Time Synchronization
- SNTP Server tirne.nist.gov
Fune shift to server time (GMT) +1 Hour
Apply Changes
.4

| "0 -~

Actual Date / Time
Current date and time settings.

e Current Date — Date in the “dd.mm.yyyy” format, for example: 31.12.2006

e Current Time

Current time in the 24-hour “hh:mm:ss” format, for example: 17:38:55. The time updates
automatically as long as the browser window is open. It is only saved when the “Set Date &

Time” button is clicked.

Note: Date and time changes are not linked to the Apply Changes button and must be
confirmed by clicking the Set Date & Time button.
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Time Synchronization

SNTP server settings for time synchronization. If the time is not set (the date 1.1.1970 is displayed),
the device attempts to synchronize the time approximately once per hour until successful.

e SNTP Server
IP address or host name of the SNTP server to synchronize the time with. Preconfigured
server is ntpl.sth.netnod.se

o Time shift to server time (GMT)
Configure the offset of your timezone with respect to that of the SNTP server.
SNTP servers use UTC time, which is nearly equivalent to GMT (London time). Hence, for
Paris, Berlin, Prague, and other locations within the same time zone, set +1 hour.

Note: The clock does not run when the device is powered off. The unit contains no
battery. After a power failure, the time will be synchronized with the SNTP server.

Data Logger Settings

Settings for logging values to the circular buffer within the internal flash memory. When the buffer is
full, the oldest values are overwritten with the newest ones.
This function is supported only by certain Poseidon models, for example the Poseidon 2250.

Device Logger Settings

Store all actual sensor values to the logfile every [s]

Total estimated logfile capacity is 3 days, 10 hours and 25 minutes

Report Log Period [h] Erase log after e-mail [J

Qpen logfile Clear loofile

o Store all actual sensor values to the logfile every
Frequency of storing all current readings to the logfile.

o Total estimated logfile capacity is
The capacity estimate is given in days, hours and minutes. The Poseidon calculates the
capacity based on the number of sensors detected.

Caution:  When the circular buffer is full, the remaining capacity shown will be zero.
Clear the buffer to find out the total capacity.

e Open logfile button
Stores the current log file to disk, invokes the external /spilog.txt file.

o Clear logfile button
Clears all values from the logfile, invokes the external /spilog.del file.

Note: Any changes must be confirmed by clicking the Apply Changes button. A successful
change is indicated by an animation in the status bar next to the Apply changes button.
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This tab configures the parameters for all sensors on both buses.
-0l
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General General Setup SHMP = Log & Time Inputs Cutputs  System  Info Index Page

W

Name

|Hotove [ [ [ [ [3 e mntemet [ ® o0 - 4

Autodetect Sensors
Starts the automatic detection of connected sensors.

When you click the button, a pop-up dialog asks you whether you
want the device to stop all other tasks and start detecting sensors
automatically. Click OK to stop all activity and start the
autodetection. The process can take a long time, even 2 minutes.
When the detection completes, a dialog informs you about the
results. After a successful autodetection, all sensors are ready to
measure.

Note: For a faster autodetection with a more detailed output, see the TCP Setup
section.
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Sensors

Name

{Indoor 1 20408
Indoor 3 | s1732

The sensors must be detected with Autodetection after every change.

« Name — Name of the input, up to 12 chars (e.g. “above door”, “area1 humid”).

e Sensor ID — Unique sensor identifier, specifies its address on the bus. See “Overview of the
Poseidon product line” section for more information about sensor addresses.
The address ranges for sensors are [65..150] and [256..65535].

e Current Value — Current sensor reading.
Sensors that are not found or not working read as -999.9.

« Safe Range
Range of values that are considered “correct”. When exceeded, alarm is raised.
E.g. when set to 15.0 — 35.0, an e-mail is sent if the value is below 14.9 or over 35.1.

o Hysteresis Idle Range
Defines a tolerance band when exceeding a
threshold in order to avoid raising multiple
alarms when the reading fluctuates near the
threshold.
See the detailed description in the Sensor
Hysteresis section.

e

e Delay [s]
Delays the information about alarm beginning
and alarm end.

o Out of Safe Range Time
Defines the response if a reading is outside of
its safe range:

« SNMP Trap — Enables sending a SNMP trap upon alarm activation/deactivation
« Email & SMS — Enables sending an e-mail and a SMS upon alarm activation/deactivation

Note: SMS (text messages) are sent through a GSM modem connected directly to the
Poseidon unit via the RS-232 interface.
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Inputs
Parameters for Dry Contact inputs.
{2 Poseidon Flash Interface - Windows Internet Explorer =10l x|
w ~ | http:{/80.250.21.84/index2.htm =l 42| [ aooge [2]-]
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U6 @0 8| Poseidon Flash Interface | J f3 ~ B - o v [Steanka v (F Nastroje =
[
General General 5 SHMP Ernai = Log & Time Outputs  Systern  Info Index Page
-
Dry Contact Inputs
Dry Contact Inputs state reaction:
[~
Hokovo [ [ [ [ [ [3Emteme: [F 100 -
« Name — Name of the input, up to 12 chars (e.g. “left door”, “smoke room 17).
« |ID —ID of the input variable, unique within the device [1..32]
e Current Value — Current state of the input (“0 (Off)” / “1 (On)”)
o Alarm State — Alarm state definition for each input
e Active if On — Alarm is active whenever the input is 0 (On)
e Active if Off — Alarm is active whenever the input is 1 (Off)
e Inactive — Input has no alarm state defined
43/105
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o Delay [s]
Delays the information
about alarm
beginning and
alarm end.

Time
Delay [s]

Dry Contact Inputs

Dry Contact Inputs state reaction:

Send SMMP Trap + Email &

e Dry Contact Inputs state reaction
Response to alarm activation/deactivation, common for all Dry Contact inputs.

e Inactive — Poseidon does not react to alarm from Dry Contact inputs.
e« Send SNMP Trap — SNMP trap is sent upon alarm activation and deactivation.
e Send Email & SMS - E-mail and SMS are sent upon alarm activation/deactivation.

e« Send SNMP Trap + Email & SMS — Both the SNMP trap and the e-mail (or SMS) are
sent upon alarm activation or deactivation.

Note: SMS (text messages) are sent through a GSM modem connected directly to the
Poseidon unit via the RS-232 interface. See the list of Poseidon models for
details.
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Outputs
Configuration of output control and mode.

=101 x]
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[

General General Setup  SHMP Email & . Log & Time ¢ em  Sensors  [nputs Index Page
¥

Outputs Settings

O Manual Change to On
BinDut 1 151  oOff(0}
O Local Condition

O Manual
BinOut 2
soniticrd

HW Security Protection Enabled

Hatova [ [ [ [ [3 e mntemet [ ® o0 - 4

”

« Name — Name of the output, up to 12 chars (e.g. “top fan”, “Door rack 4”).
« |D —ID of the output, unique within the device [151..215]
e Current Value — Current state of the output (“0 (Off)” / “1 (On)”)
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nigher than Trigge - Frague outside
Tl

ual to Trigoer
nan Trigger
an Tricoer

e Output Control
e Manual — Output controlled over the web or M2M protocols (XML, SNMP..)

« Change to On / Off — Change output state (after confirming with Apply
Changes)

e Local Condition — Output is controlled by a sensor, according to a condition.
For M2M protocols, the output value is read-only (output cannot be controlled).
The control is tied to the Target Value, using hysteresis (IDLE Range) set for the
given sensor.

e Onifanyalarm
The output is closed if at least one of the inputs or sensors is in alarm.
This one condition accepts also the DELAY and HYSTERESIS settings per
defined sensors or dry contact inputs.

e« On if value equal to Trigger
The output is closed if the value matches the Target Value setting.

e On if value higher than Trigger
The output is closed if the Current Value is greater than the Target Value
setting.

e On if value lower than Trigger
The output is closed if the Current Value is lower than the Target Value setting.

e Target Value — Trigger value for the conditions.

« Dependent On — Selection of a sensor to which the condition applies.

Note: Condition-controlled outputs are not available at Poseidon model 2250.
Local conditions are also called IP Thermostat mode.
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System

/= Poseidon Flash Interface - Windows Internet Explorer B ] B
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\Y/

Configuration

onfiguration Load Configuration

System

Uptime 18 days, 5 hours, 4 minutes and 40 seconds

Device FirmWare: 1911 Check for firrmiare updates pdate Fyy

Apply Changes

[
Hatova [ [ | @ [ mntemet [ ® o0 - 4

e Save Configuration — Stores the setup.xml file with device configuration to your HDD.
« Load Configuration — Loads a XML file with the configuration from your PC.

o Uptime — Time of uninterrupted device operation (since last restart).

e Check for firmware updates
Online check if a newer firmware version is available at the HW group server.

o Update FW — Loads a .HW(g firmware file from your PC to the device.
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GSM modem (local or remote)

General Setup

\Y/

General

Address of the
remote GSM
modem (SMS GW).

Alert SMS (rings)
will be delivered to
these phone
numbers.

SNMP Ernail

Serial Port Settings

Port Function

SOAP Destination

GSM SMS Interface
G5M Function

SMS + Ring when Alarm
R5-232 G5SM Module Mot enabled
SMS Center Number

Remote Destination

G5M SMS Recipients

Alarm SMS Recipient 1

Alarm SMS Recipient 2

Text messages (SMS) can be sent in two ways:

A) Local GSM modem
A GSM modem is connected to the Poseidon's RS-232 interface. The modem is powered
from its own adapter or from the 12V terminals. An active SIM is inserted in the modem, PIN
is disabled. SMS Center should be retrieved from the SIM after start-up.

B) Remote GSM modem
Poseidon does not have its own GSM modem. “Serial Port Settings” is set to “Disabled”.
To send a SMS, a GSM modem connected to another Poseidon unit or the “SMS GW”
product is used. The remote GSM modem must be accessible over the network, using the A
address, by default at port 80, over “service.xml”.

Sensars

Index Page

Select Disabled to use a
remote GSM modem.

Select GSM Modem for a
local modem.

Select Local or Remote
GSM modem.

The communication takes place using the SOAP protocol; therefore, the sending Poseidon
unit retries sending the SMS if the connection was not established or refused.

e The throughput of the remote GSM modem is limited to 5 SMS per minute for Poseidon units
and about 20 SMS per minute for “SMS GW”.

« The modem function can be tested by pressing the corresponding button.

e The SMS + Ring When Alarm option rings the phone number for 4 seconds after sending the

alarm SMS.

Note:

Configuration changes must be confirmed by clicking the Apply Changes button.
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Info

The Info tab displays a table with a brief comparison of all Poseidon models. The right-hand side
contains a brief description of every model, its interfaces and security options.
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Poseidon device models
= Poseidon 1250
Suc r of
Poseidon Model 1250 3262/3265 3266 3268
Digital Inputs
Digital Outputs
1-wire bus sensors
RS-485 bus sensors
Logger {buffer)
Modbus/TCP
SNMP, SNMP Traps
Emails for Alarms
GSM SMS for Alarms
Hotowo ’_’_I_@I_ﬁle Internet | H100% v 5
The “Index Page” link in the upper right-hand corner quickly takes you to the Index Page

main /index.html page. n
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TCP Setup

TCP Setup is a terminal interface accessible via Telnet at port 99 (by default). It allows the

configuration of certain special parameters and of basic network settings. It complements the Flash

setup.

You can access TCP setup using a standard Telnet utility, the HyperTerminal utility (connect to an

IP address and TCP port), or the Hercules utility (use the “TCP Client” tab).

o Port [99] — By default, port 99 is used. The port can be changed in Flash setup.

e Username and password

Configured in a web browser at the “General Setup” tab in the Flash setup.

Default is an empty username and password.

Note: TCP setup mode is not accessible when DIP3 is set to ON
(HW Security Protection enabled).

List of parameters

-=[ Poseidon model 1250 - 1.9.11 - www.HW-group.com ]=

-=[ Setup ]=-
h,?.. help
i IP address [80.250.21.84]
m netmask [255.255.255.240]
g ... gateway address [80.250.21.81]
a DNS primary [80.250.21.81]
b DNS secondary [80.250.1.1061]
t trap address [78.46.99.209]
n ... telnet port [99]
k ... SNTP server [time.nist.govV]
1 SNTP time =zone [60]
1 ... l-wire [5x]
3 ... RS5-485(Temp-485) [3x B G g]
9 ... Assign RS-485 sensor address
S ... HTML string [http://www.hw-group.com/]
V ... GSM module type [Teltonika ModemCOM G10]
Z ... GSM detection [Enabled]
d ... load default setup
r ... system reboot
X ... exit

www.HW-group.com
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Accessing TCP setup from the Hercules utility
The freeware Hercules utility is available at our website, http://www.hw-group.com, or on the CD.

'-':ffi‘-Herl:ules SETUP utility by HW-group.com - IDIEI

UDP Setup | Serial  TCF Client | TCP Server | UDP | Test Mode | about |
Received/Sent dats

— TCP
Connecting to 192.163.5.114
Fart
Connected to 192.165.5.114 iodulz 7
1921685114 EE
UTser natoe: ;
Password: Fing | X Dizconnect
Device functionality will be limited and dewvice will be
restarted upon exit. —TEA authanzation
Are you SUre to enter Setup? (y/n) TEA key
—=[ Pogeidon model 1250 - 1.9.6 — www.HW-group.com ]=- t|mnzmm4 SJDSWMBDE
- | 05060703 - |0DOEOF10

o[ setup = z| %|

h,?.. help Autharization code

i ... IP address [192.168.5.114]

m ... hetmask [255.255.255.0]

g ... gateway address [192.1658.5.1]

t trap address [192.168.1.218]

n telnet port [29]

2 ... DHNS primary [B0.250.1.155]

b ... DHN2 secondary [192.1658.5.1]

k SMTP serwver [ntpl.sth.netnod. 3]

1 SHTP time zone [60]

1 ... 1l-wire [1=]

R3-455(Temp-455) [2x J 73]
9 ... Azzign B2-485 =zensor address
=2 ... HTML =tring [For more information try <a

href="http://wwvw. hv—group.com’ ">www. Hi-group .. com</ ax]

FortStore test
d ... load default setup Sraiars fes
¥ ... system reboot I~ NVT disable
¥ ... BTG
Received test data |
7|
— Send

HE# Send
| Chex sed | H[group

I [T HEx Serd vevew HW-group.com
Hercules SETUP atility
I [ HEX ﬂ Version 3.0.2

Factory-default configuration of the device can be reloaded with the “D” option in the setup mode.

To set other parameters, type the first character of the respective option (given at the left-hand side
in the list) to invoke the configuration menu for the corresponding parameter.
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Terminal setup (TCP setup and Serial setup) parameters

IP address

i ... IP address

Enter IP address (192.168.6.18):

“en

Press “i” to display the prompt. Enter the IP address for the Poseidon unit and press Enter to confirm.

Network mask

m ... netmask

Enter IP mask (255.255.255.0):

IP network mask of the local network. Communication with all devices outside of the local network
(defined by the IP address and network mask) passes through the gateway.

Default gateway

g ... gateway address

Enter gateway address (192.168.1.253):

Address of the gateway that provides access to external networks (IP addresses outside of the local
network defined by the IP address and network mask). The gateway IP address itself must be on the
local network.

Caution: Changes in the network settings take effect only after the device is restarted.

Target address for SNMP traps

t ... trap address

Enter trap address (192.168.1.39):

Target address for the SNMP trap UDP packet sent by the Poseidon whenever an alarm begins or
ends (e.g. when a specified temperature range is exceeded or a dry contact is closed).

Enter the IP address of your SNMP monitoring center (SNMP Client).

TCP Setup port

n ... telnet port [99]

Telnet port:

TCP port for accessing the TCP Setup mode. Default is 99.

SNTP server

k ... SNTP server

SNTP server name:

Hostname of the SNTP server to use for synchronizing time.
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Primary and secondary DNS server

a ... DNS primary

Enter DNS primary IP address (82.150.176.1):

b ... DNS secondary

Enter DNS secondary IP address (82.150.176.1):

Primary and secondary DNS server address. Correct setting is necessary, for example, to ensure
correct time in alarm notification e-mails.

Time zone

1l ... SNTP time zone [60]

SNTP time zone (in seconds):

Defines the time offset in seconds against the SNTP server. (Servers usually give GMT time.)

Info string

You may find it useful to display the phone number or the website of the servicing organization at the
main web page of the device. The “s” option lets you specify up to 160 bytes of text that will be
displayed on the main page. The string can contain HTML code to create hyperlinks, etc.

s ... HTML string [Detailed information can be found on <a
href="http://www.hwgroup.cz/">www.hwgroup.cz</a>]

Restoring factory defaults
This option lets you reset all Setup settings to their factory defaults. A confirmation is necessary.

d ... load default setup

Poseidon>d
Load default values? (yes/no)y
Setting, please wait ...

Caution: The IP address of the device resets to the factory default, too. Restored values
take effect after the device is restarted.

Device restart
This function is equal to powering the Poseidon off and then back on. It is necessary if you have
changed network settings.

|r ... system reboot ‘
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Exiting the Setup mode

This function is equal to switching DIP1= OFF and restarting the device. However, if DIP1 remains in
the ON position, the MODE LED starts blinking again to indicate operation in the RS-232 Setup
mode.

|x...exit ‘

Note: Please remember to set DIP1 to OFF after using the “x” option to exit from the RS-232
Setup mode. If you forget to set DIP1=0OFF, all sensors stop working after device restart
because the device enters the Setup mode again.
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Configuring temperature sensors in TCP setup

TCP Setup allows you to activate and configure all supported sensors on both buses.

Numbers in brackets indicate the number of 1 ... 1-Wire [4x]
detected active sensors, as well as (in case of 3 ... RS-485(Temp-485) [1x k]
RS-485 sensors) their addresses. 9 ... Assign RS-485 sensor address

Activating 1Wire (RJ11) sensors
Press “1” to invoke the following dialog:

|Enab1e l1-Wire temperature sensors? (yes/no) |

Use “y” and “n” to make your selection. Poseidon then automatically detects the sensors on the
1Wire bus and displays the number of sensors found:

|Searching ... 4 sensors found ‘

All 1Wire sensors that you want to use must be connected to the Poseidon while autodetecting in
TCP Setup. This is the only way to initialize the sensors. The number of sensors cannot be changed
manually. Detection is bound to the unique sensor ID addresses. Unrecognized sensors on the 1Wire
bus are ignored.

Activating Industrial bus (RS-485) sensors
It is necessary to specify the number of sensors on the RS-485 bus and the uniqgue RS-485 address
of each sensor. Autodetection simplifies this task.

Press “3” to invoke the following dialog:

|Enab1e RS485 temperature sensors? (yes/no)

ey 9

Use “y” and “n” to make your selection and press Enter.
The automatic sensor detection prompt follows:

|Automatic scanning? (yes/no)

(1)

Press “y” to proceed with autodetection on the RS-485 bus (takes a couple of seconds) and
display a list of detected sensors:

Automatic scanning? (yes/no) y

Scanning ...

found sensor n.l1 on addr z (z+023.68C)
Poseidon>)

If you chose not to autodetect RS-485 sensors (Automatic scanning? > No), proceed to manual
sensor definition:

The Poseidon prompts you for the number of sensors, a number from 1 to 32 is expected:

Automatic scanning? (yes/no) n
Set how many available? (1..32)
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After entering the number of sensors, you are prompted to enter the sensor address for every sensor.
The address is a character from the following ranges: “0”..“9”, “a”..“z”, “A”..“Z” (except “T”). If you
simply press Enter, the character in parentheses is used. The previous address is automatically
used if no new address is entered.

Set 1. sensor address : (A) A
Set 2. sensor address : (a) a
Set 3. sensor address : (3) 3
Note: The order of sensors on the RS-485 bus can be changed freely. However, the order

defines the sequence in which the sensors are displayed in the WWW interface.

Changing a RS-485 sensor address

If you use RS-485 sensors without jumpers for configuring the address, you may need to change the
factory-assigned address of a sensor. However, this is only possible when only one sensor, with a
changeable address, is connected to the RS-485 bus.

Press (9) to select the Assign RS-485 sensor address function:

Please check you have only one sensor on the RS-485 bus!
(Press enter to continue)

Enter new sensor address : Q

Address changed

Identifying RS-485 sensors

RS-485 sensor address is reflected in the “ID” variable shown in the XML interface and listed in the
WWW interface. The address (“0...9”, “a...z” or “A...Z”) corresponds to the decimal ASCII value of
the address character (“0"=48, “1"=49, “A”=65, “a"=97, “z"=122).

Using this variable, you can identify individual sensors before you name them in Flash Setup.

Serial setup

Serial (RS-232) setup is a terminal interface accessible with a standard terminal over the serial port.
Serial setup offers the same settings as the TCP setup and complements the Flash setup.

You can access the Serial setup using the HyperTerminal utility (serial port, 9600 8N1) or the
Hercules utility (“serial” tab).

e Configure your terminal program to 9600 8N1.
« Connect the serial cable to the Poseidon unit and select the serial port.
e Set DIP1=0n and power off the Poseidon unit for at least 3 seconds.

« After completing the configuration, switch DIP1 back to Off and power off the Poseidon unit
for at least 3 seconds.

Note: Some Poseidon models are not equipped with a RS-232 interface and therefore
support TCP setup only.
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Updating Firmware

Updating firmware over the Web

Upload the firmware in a .hwg file over httpto http://x.x.x.x/upload/.

Connection problems etc. must be
avoided during file transfer. If the update
fails, use the RS-232 method described
below.

Firmware in the .HWg format is available

at the Poseidon website, or on the
supplied CD.

Updating firmware over RS-232

a File Upload - Microsoft Internet Explorer
Soubor  Oprawy  Zobrazit  Oblbené  Nastroje  Mapowéda ‘
Gzpst « o= - D [2 A | QHleda » Google | 2
Adresa |&] hitp://192.168.6.19/upload | @t |Odka2y »
=
Upload Firmware
Frochazet.. Upload |
[~
|&] Hotavo l_l_l_lﬁ Inkernet Y

Poseidon devices version 1.6.2 and later support firmware updates over the RS-232 interface. The
firmware consists of a single file with a .HWg extension. You can download the file at our website or

ask to have it e-mailed.

Caution: Please contact us in case of any problems with firmware upload.

Poseidon Firmware Upload — step by step

e Power off the Poseidon.

e Connect the Poseidon to the
serial port on your PC using a
RS-232 cable with the
“‘Laplink” wiring.

e Set the Poseidon DIP switches
to: DIP1=0ON, DIP2=0OFF,
DIP3=0OFF, DIP4=0OFF.

¢ Run the Hercules Setup utility
and select the “Serial” tab.

e Select the serial port where the
Poseidon is connected.

e Click the “HWg FW update”
option and select the firmware
file you want to upload to the
Poseidon.

e When the screen with the
progress bar appears, power
the Poseidon back on.

i#i. Hercules SETUP utility by HW.cz _ o) x|
UDP Setup  Serial | TCP client | TCP serverl UDpF I Test model About I
Recieved/Sent data .
— Serial
COMZ opened
X [Hame
Serial port closed
COM3 opened ICDM3 jv
@ Baud
| 0] =l
- Connect device's Port 0 [USARTO] to your selected serial port COM3 Dt size
- Switch OFF power supply
- Switch SETUP = ON [DIF1=0N] IS 'l
- Switch OM power supply By
Inone 'l
Sending file: Handfisz
D:404Possidon_Fwil 77.hwg [oFF 2|
37886/150132 bytes sent bode
ENNEEEEEEE = |
(% Ty again | @ Cancel |
S Cleee
e Eiess,
Modem lines
’7 @c @R @o0sR @crs [ DIR [ RIS ‘ Hisf P update: |
— Send \\__/
[THna [~ HEX Send | H I.U
group
ITQ? I_ HEX Send | vruu. HW-group.com
Hercules SETUP utility
Tal ["/HEX  Send | Version 2.6.7

e After uploading the firmware, previous configuration settings are retained. The Poseidon

restarts and is immediately operational.

e Remember to return the DIP1 to DIP4 switches to their previous positions.
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Sensors and accessories
Accessories

k SN S8

\%\\ : 1@ E T Sy /15"'\ “3,2:;
A ; 4 v ‘
> . »y b’ "; \“ ”
0 o i / ‘ ‘ ’
‘;u' / '
T-Box2 T-Box RJ1L B-Cable Poseidon S-Hub
600 280 600 356 600 044 600 041

o S5
T 3 S5
'\’/.c"rx . :
’ i & aq #
< (\(/ y 7
- ,
T-Box2 GSM Modemcom G10 12V power adapter 3pin ATX Spider
600 280 600 312 600 079 600 273
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Temperature sensors

1W bus (1-Wire RJ11)

o Several sensors with a single Poseidon:

e« Use a T-Box/ T-Box2 hub

o Daisy-chain the sensors (if they have two RJ11 jacks)
e Maximum total wiring length is 10 / 30m.

. =
A S
/7 /\\\«j)

\

Temp-1Wire Temp-1Wire 3m Temp-1Wire 10m
1.09yd 600 005 600 056
600 242
Indoor Indoor
Indoor

o =

HTemp-1Wire Box2
600 344

Temp-1Wire Rack19
600 329

HTemp-1Wire Rack19
600 330

19" Rack / Cabinet 19" Rack / Cabinet

Indoor

Temp-1Wire-Outdoor 3m
600 242

Outdoor, IP67, stainless
steel, silicon cable

Temp-1Wire-Flat 3m
600 337

Fridge probe IP67,
stainless steel, flat cable
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Industrial bus (RS-485 RJ45)

Several sensors with a single Poseidon:
e Use an S-Hub

o Daisy-chain the sensors
e Use the Spider converter to connect four 1Wire sensors / dry contacts
Maximum total wiring length is 1000m.

Important: A unique address on the RS-485 bus must be assigned to each sensor

For details, see the description of individual sensors.

For resolution of conflicting addresses, see the Poseidon family manual, chapter
“TCP Setup”, section “Configuring temperature sensors in TCP Setup”.

> )

,’/'

& B (1

Temp-485 Box2

Temp-485-Pt100 “Box”

Temp-485-Pt100 “Cable” Temp-485-Pt100 “Frost”
600 342 600 113 600 114 600 309
Indoor Outdoor, IP67 Indoor / outdoor, can For subzero temperatures

measure up to 650 °C as low as -100°C
Temp-485-2xPt100 “DIN” Temp-485-Pt100 “Cable2”
600 112 600150
‘
i DIN rail mount converter for
TBVFS 4x0,22/ 1m

Boxed converter for an

two external PT100 sensors external PT100 sensor
A

Pt30 - 2m Pt100
600 115

External Pt100
sensor, IP67,

stainless steel, 2m Temp—4gng;11(1)0 DIN” Temp-485-Pt100 “Head”
silicon cable 600 110

DIN rail mount converter for Head type A converter for

two external PT100 sensors an external PT100 sensor

?/’
[

HWg HTemp-485 T3411

600 368 HWg HTemp-485 T3419 HWg PHTemp-485 T7410
600 369 600 370
Indoor

Indoor / 1m cable

Indoor
www.HW-group.com
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Humidity sensors

1W bus (1-Wire RJ11)
« Several sensors with a single Poseidon:
e« Use a T-Box/ T-Box2 hub

o Daisy-chain the sensors (if they have two RJ11 jacks)
e Maximum total wiring length is 10 / 30m.

HTemp-1Wire Box2 Humid-1Wire 3m HTemp-1Wire Rack19
600 344 600 279 600 330
Indoor Indoor 19" Rack / Cabinet

Industrial bus (RS-485 RJ45)

e Several sensors with a single Poseidon:
« Use an S-Hub
o Daisy-chain the sensors

Use the Spider converter to connect four 1Wire sensors / dry contacts
e Maximum total wiring length is 2000m.

Important: A unigue address on the RS-485 bus must be assigned to each sensor.
For details, see the description of individual sensors.

For resolution of conflicting addresses, see the Poseidon family manual, chapter
“TCP Setup”, section “Configuring temperature sensors in TCP Setup”.

o
,@,’
- @/

® _— O/
- HWg HTemp-485 T3411
/ | 600 368
‘

;|‘ Indoor

HTemp-485 Box2 HWg HTemp-485 T3419
600 343 600 369 AR
Indoor temperature Indoor / 1m cable HWg PHTemp-485 T7410
& humidity - 600 370
- L)

Indoor
i
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Voltage and current sensors

Industrial bus (RS-485 RJ45)

When using multiple sensors with a single Poseidon unit, daisy-chain the
sensors, use a Spider converter, or use an S-Hub unit. Maximum wiring
length is 1000m. An address must be assigned to each sensor if the
factory-preset addresses are in conflict.

For details, see the “TCP Setup” chapter, section “Configuring
temperature sensors in TCP Setup”.

Sens-485-Ul
600 116

Voltage + current
converter, DIN ralil

Dry Contact inputs

Connect directly to the Poseidon unit to one of its input terminals.
See the sensor documentation for details.

PowerEgg
600 237

Power 110/230V
detector / controller

Outputs

Relay control outputs (RS-232 DB9)

Poseidon 2250 supports two outputs for controlling two external relays. For easier relay
connection, we supply RS-232 to terminal block adapters.

DIN Relay 2s
600 085

DIN Rail 12V relay,
DPDT contact

Poseidon 1250 Relay cable DIN Relay 1s
600 244 600 084
Converter to connect 2 relays DIN Rail 12V relay,

SPTD contact

www.HW-group.com 62 /105



Poseidon family - Manual HW group

“On/Off” sensors

Dry Contact inputs

Connect directly to the Poseidon unit to one of its input terminals. See the sensor
documentation for detalils.

7
/;7
— ‘ '[,' ‘
s s
Door Contact Flood detector AirFlow sensor 5101
600 119 600 240 600 304
Door position sensor Water level sensor, Airflow speed sensor
battery powered
Pt —
Gas Leak Detector Smoke detector SD-212SP Motion PIR detector
600 239 600 310 600 236
Battery powered Battery powered Battery powered

Special accessories

e 2x L profile, "A" size [600 023]
2x sidewise "L" brackets for wall mounting. See the Poseidon
housing drawing for mechanical dimensions.

« DB9 Prolong cable 2m [600 064]
DB9 extension cord — wired 1:1, 2m long. Used for connecting
sensors to Portl.

« DB9 LapLink cable 2m [600 063]
RS-232 communication cable, “LapLink” wiring, for connecting a PC to Port2 (necessary for
updating firmware over RS-232).

e 12V power adaptor 3pin ATX [600 079]
Strong power supply for powering Poseidon and several sensors over RS-485

e 12V Wall plug adaptor — EU [600 080]
e« 12V Wall plug adaptor — USA [600 081]
e 12V Wall plug adaptor — UK [600 082]
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Sample solutions and connections

Poseidon 2250 is extremely versatile. The following examples should answer most questions about

what can be connected where.

Connecting 10 sensors to the 1-Wire bus

Eight temperature sensors and two humidity sensors are connected via the 1-Wire bus (RJ11) to a
Poseidon 2250 unit. 10 sensors in total are connected using two T-Box hubs and one T-Box2 hub.

Temp-1Wire
= Poseidon 1250 -
T-Box2 /_.Jm REOC
o] Humid-1Wire
b %
@"'--._____-____"n . ""‘.‘
coen @ [ | %RH
-]
7
Thus  T-BOX | T-Box
N~
BEED EIREY

S~

)
3

E]

=
&
T

/ / \“‘ITbus
m im

h:l-'""ﬂ__'""@

LA NN
VO ) 1 e B

7 pieces of Temp-1Wire

Bus used to connect the sensors: 1Wire

o Total bus length: 10m
Maximum number of sensors: 10

e Sensors used:
e 2x Humid-1Wire 1m

e 8x Temp-1Wire 1m

e Accessories used:
e 2X T-Box
e 1IxT-Box2

Conclusion:
This solution is limited by the maximum 1Wire bus length. It is suitable for applications that use 1 to
10 sensors at one place (one location, 19” rack cabinet, etc.).
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Poseidon Spider — bus converter

This solution combines the advantages of both buses. Two Spider units are far apart, connected
using a Patch cable with RJ45 modular jacks. Both Spider units are used to connect four temperature
or humidity sensors, each with a 10m cable. One Temp-485 sensor is located at the end of the chain

and terminates the bus.

One Temp-1Wire temperature sensor with a 10m cable is connected directly to the Poseidon
1250 (2250) unit to the RJ11 jack.
Six temperature sensors and two humidity sensors are connected via the 1Wire bus (RJ11)
to the Spider units. Each sensor is connected with a 10m cable.
e Two Spider units are connected to Poseidon 1250 with a standard RJ45 Patch cable
over the Industrial bus. Bus length is limited to 1000m.
e The Spider unit has 4 inputs for external sensors and supports one sensor per
connector — for a maximum of 4 sensors.

The Industrial bus is terminated by connecting a Temp-485 sensor with termination enabled
over a 4-wire connection. The Spiders have different addresses and the “middle” mode set.

3 Poseidon 1250 Temp-485
Ethernct E ‘
‘ °G
Industrial Bus
300m
/
" = g 300m
300m
Industrial Bus
T ’5\1\ 10m 1ﬂ’n 10m 3m 10m 10m 10{ 3m
»Lm \ / \
""" = / E b g c \ /ne Aby b
¢ ‘ 1 £ “‘ £ £ if “‘.
r: X G T > B A
‘ A2 C _ %RH °C °C) | @°C %RH
- EC 3 pieces of Temp 1Wtre Humld 1Wsro 3 pieces of Temp-1Wire Humid-1Wire
Te;ndeire

e Bus used to connect the sensors: 1Wire bus, Industrial Bus

o Total bus length: 1000m + 9x 10m
e Maximum number of sensors: 40
e Sensors used:

e 6X Temp-1Wire 10m

e 2X Humid-1Wire 3m

e 1x Temp-485
e Accessories used:

e 2x Poseidon Spider

e 2x RJ45 Patch cable 300m (RJ45 — RJ45)

e 1x RJ45 TP cable 300m (RJ45

Conclusion:

— 4 pins, “LAST” wiring)

This solution is not limited by the 1Wire bus length. The Spider units can be up to 1000m apart. The
solution is suitable for large-scale applications with many sensors (e.g. server rooms).

www.HW-group.com
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Using the Industrial bus — star topology

This solution demonstrates a star-like connection of sensors to the Industrial bus using an S-Hub
unit. The S-Hub is the central point that connects individual sensors. The maximum bus length
decreases to 500m because the cable lengths of all sensors connected to the S-Hub must be
counted twice. A Temp-485 sensor with termination is at the end of the bus.

e« One Temp-1Wire temperature sensor with a 10m cable is connected directly to the
Poseidon 1250 unit to the RJ11 jack.

e The Industrial bus connects to the S-Hub input via a RJ45 patch cable. At the same time, the
cable carries power to the sensors and to the S-Hub; extra power can be supplied by an
external power adaptor.

e Sensors must be connected to the S-Hub in proper sequence, starting from output
No. 1. Outputs cannot be skipped. (For instance, connecting outputs 1,2,5,6 while
leaving outputs 3 and 4 unconnected will not work.)

o First three temperature (Temp-485) and temperature/humidity (HTemp-485) sensors are
connected in sequence to the first three outputs. An RJ45 / 6-wire cable, wired according to
the “MIDDLE” version, is used to connect them.

e The Spider unit is connected with a patch cord. The Spider connects four Temp-1Wire
sensors at 4x 10m distances. The Spider unit is in the “MIDDLE” mode.

e The Industrial Bus is terminated at the Temp-485 sensor connected to the S-Hub at position
No. 5. The connecting cable is wired according to the “LAST” version, termination is enabled
at the sensor (Term=0n).

—
P idon 1250
T S-Hub
Ethernat 1.-’:'—"1 ﬂﬁﬁﬁﬁ T
s 3 2 W
Industrial Bus
B——
100m 100m
100m Somn = som
N .
c) E (8 (g | gt
Temp-1Wire i GC_ G %WRH | \ ﬁc L gc.
_ Temp-485 HTemp-485 Temp-485 Temp-485

1D|r| 10m 10 1hm

Eﬁ
Hﬁ
Eﬁ
O

4 pieces of Temp-1Wire
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Using the Industrial bus — daisy chain

This solution demonstrates daisy-chain linked sensors on the Industrial bus. Note the distances
between sensors. The Spider unit connects four local temperature sensors. At the end of the bus,
there is a Sens-Ul voltage and current sensor with termination enabled.

e« One Temp-1Wire temperature sensor with a 10m cable is connected directly to the
Poseidon 1250 unit to the RJ11 jack.

« Two HTemp-485 temperature/humidity sensors are connected at the beginning of the bus,
using a 4-wire cable connected to the terminals.

e The bus continues to the Temp-485 temperature sensor, still using 4 wires.

e« The Temp-485-Pt100-Cable uses a 4-wire connection as well. The temperature is measured
by a Pt100 sensor mounted on a 2m silicon cable.

e The next Temp-485-Pt100-2xDIN converter, mounted on a DIN rail, uses a 4-wire
connection. Two external Pt100 thermometers measure two temperature values.

e The following Temp-485-Pt100-Box sensor, designed for outdoor environment, includes
a probe for precise temperature measurement. 4-wire connection.

e The Spider unit is, on the contrary, connected via a RJ45 jack. The Spider connects four
Temp-1Wire sensors located 4x 10m away.
Please note the crossing of cables. It is necessary to respect the input and output
designation of the RJ45 jacks. The Spider is in the “middle” mode.

« The Industrial bus finally leads, via a 4-wire connection, to a Sens-Ul sensor that measures
external voltage and current.
At this sensor, the bus is terminated by an external 120Q resistor.

H'_ramp—4_35 H‘_ramp—-laﬁ T-a_rmp—d-u_ﬁ Tgmp43_5-Pt10ll—Cahle
|°C %RH | 'C %RH @ °C @ °C /[T

Poseidon 1250

RN
=R=0= “— — d._,‘iﬂlﬂ'm ~ 100m= ™~ 100m= ~ 100m=
Industrial Bus
100m
IT b 2 pairs (brown=power, blue=A_B) !
. .'//,"3"“ ________ /! Temp-485-Pt100-2xDIN
iic 200m— — — t | EZI 1
m - — — . > C ]
/ I 200 qoom | @ °C 0
Temp-1Wire I,.f \/ _— [ *C >

2 el I 2 P00
Ly Temmination resisior 1200}
EX..

— ANV m% | fom  10m 0 ‘H
— 0, 20mA s [Dz un. /mm / ] 10m

Sens-Ul i 1-55_ ' ‘ 15 1 __-:_- | .15 ‘ Temp-485-Pt100-Box
. @°C) @°C )/ e°C | @°C

4 pleces of Temp-1Wire

"y -
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Software

o Configuration & monitoring software

« UDP setup — Freeware utility for configuring the IP addresses
« PD trigger — To shutdown servers (PC) in case of power outage or overheating

o Development software supports third-party SW applications

« SDK - Software Development Kit with sample code for VB, .NET, Borland C,
Microsoft C, Delphi

« PHP logger — centralized, server-based data logging software
« JAVA demo — examples of data collection and analysis using XML and SNMP in Java
« VB Excel example — shows how to transfer readings to a MS Excel sheet using XML

« PosDaminstWiz — Poseidon and Damocles installation wizard for third-party
applications

e Applications by third parties
e« Food & Pharmacy apps: CapTemp

e IT-market-compatible SW: IBM Tivoli, HP Open View, NMS dashboard, SNMPc,
LoriotPro, MRTG, CA Unicenter TNG, NetDecision

o Software for security and surveillance applications: PowerCon, GisWare

e SW compatible with industrial applications: FactoryLink v7.5, Wonderware
InTouch

Conclusion

An up-to-date list of software products compatible with the Poseidon family is available, including
details about third-party software applications and their functions, at the following website:
http://www.hw-group.com/software/index_en.html

www.HW-group.com 68 /105


http://www.hw-group.com/software/index_en.html

Poseidon family - Manual HW group

Using Poseidon units in your programs

Poseidon & Damocles Installation Wizard

The Installation Wizard simplifies the use of Poseidon and Damocles products in your applications.
Simply call the wizard from within your application to add, remove or configure a Poseidon or
Damocles unit.

Applications that use remote inputs and outputs over the network need to have device support
added, for instance using XML, which is easily achieved with our HWg SDK. However, the user then
still needs to link the Poseidon or Damocles unit to the application.

To do so, one can either prompt the user for an IP address and a port, or search the network for units
automatically. The latter, user-friendly method, is exactly what the Installation Wizard supports. The
wizard guides the user through the process of identifying the devices, and returns one or more IP
addresses of the selected devices to your application.

Source code of the wizard is available in the HWg SDK for several programming languages, together
with an example application that invokes the wizard.

Installation Wizard - Select Device x|
A Search Devices | | 80.250.21_85:80

Device list:
I Device Mame I MAC Address P Address Setup Device Madel
I 00 0 59: 03 0C: 4B 20,250,217, 86:20 Change P Damocles model 2404
[x] 00:04; 59:03:0C: 2C a0.250.21.84:80 Change IF Poszeidon model 1250
i[x] (00 0 59: 03 00 Dy a0.250.21.85:80 Change IF Poszeidon model 3265
Hemote IP: |30.250.21.84 Add Device | ‘ ~ Finish |

Advantages of using the wizard
o User-friendly device detection
« Ability to find one or more devices
e Quick and easy way to add support for our products to your application
« Visual look-and-feel matches the Poseidon and Damocles style
« All functions that you need to call from your application are available in source form

Conclusion:

The installation wizard is completely free. It is intended for SW developers and aims to simplify
support for Poseidon and Damocles line of products.

For detailed information, see: AN30: Poseidon & Damocles Installation Wizard
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PosDamIO — Command line control

Poseidon Damocles I/0O is a command-line utility for Windows and Linux that allows you to control
Poseidon and Damocles units over the XML interface. The utility can display the states of sensors,
inputs and outputs, as well as set an output high or low.

The PosDamolO utility is intended for command-line scripts and applications that need a simple way
of controlling or reading remote sensors, digital inputs and digital outputs. You can modify the utility
to suit your needs — it is included in the HWg SDK.

. . £ DS - s L een 5 Crnabeson __:;'.:Z- =0 x|
Basic functions | : =
. Ellii:::?h{.:lﬂ:i::ﬁdng;H:;qﬂ?;njmnms [PORT <default: B8 1 [
o Dump the states of sensors, digital oo
inputs and outputs to the screen, or B pwepae wr g*: :::::I:: :*;:“5:‘;“12*.::1:1;‘{?_ L. OF. oW
- -§ ., —Filanamsn ] - - ile wilth «onfiguration far uploaling Ea b
to a flle Va values YALUES . £HL Hqgtgadggﬂli: j:::uligz?:t:yﬂrizﬁl. Format
. 8. ==setup SETUP.EAL File to store remote device conf iguratiom
° Set the state Of an Output W|th a -t, —text ﬁgg_n:it.tx:r :_H; te store :-I::tuﬁ.lul.rhllllts in text Format
_Ii e —pattword PASSWORD  HTTF amthorization password -
Command Ilne Command h. __:h:]pi E:iml: this Jleiip :ng. ﬂdti 4 i
« Read the state of an input and set errer-levsl Print svror lovels and exit
the ErrorLevel return value R e g 192.168.8.41
- poadanio =5 ciwdatassetup.onl v o:sdataswalues . xnl 1920160 6. 41
accordingly beseant 3 1 it s
« Download or upload the values.xm| | """ = =t s
K T i F:\IIMP‘osIﬂ\p?:dnniu}msdnriu o 1=0 192.160.0.144
file containing the current readings 5t aurpui e on oo o
l||'|:|1'|.
e Download or upload the setup.xml [z DanPos 1 0upnzdanin dpoadanis 152.168.1.144
- . - . - . connect ing
file containing device configuration [ serup-ssi. ox
for easy device cloning B B Bl BT
l‘_"____';'EEE____________Ef!‘_":__'f‘lfi__“_’_Ef'_'____*'_'_'iE_EEE‘:'______
_ﬂl.HI’IH stat-ﬂ
JJ.!":I‘H &.en.:mr J"‘I.H o ZEI.IH 1.7 .F;El:.h;'l: - lH..il ...25-.:.1. )
“!nn-ur:
Features 1 Binbut 1 oH
H H H i Ei:.:::utlz E:’E Imact ive
e Windows and Linux version ? Renamed In 2 OFF Tnactive
- - 4 Dinary oH Tnact dve
e Source code included in the HWg 12300 Sensar 248 2.8 €  Active 1.8 .. 25.3
SDK Paseidon 12681 httpt -i92.168.4.144
« All communication with the device =
[FisDanPaz I0wposdanio :_I

takes place over the XML interface

« Before uploading, the utility transforms the XML file to the format required by the
device (see product manual)

Conclusion:

PosDamlO is a free command-line utility that enables simple control of Poseidon units from within
batch files. Its source code is freely available in the HWg SDK package.

For detailed information, see: AN29: PosDamlO — use command line to control outputs
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HWg SDK

HWg SDK is a library of functions, as well as examples of their use, for Unix and Windows. The
functions are intended to help third-party SW solutions communicate with our products over IP. SDK
reduces the time needed to implement support for our products into your SW.

« HWg SDK is free of charge; however, you need to register before downloading. After
registering, you will automatically receive a link to the latest version by e-mail.
http://www.hw-group.com/software/sdk/index_en.htm

« HWg SDK is available in English only.
e SDK installs to the Windows environment, its interface is HTML-based.

When is the SDK useful for you? For example, Poseidon products make the readings available in a
well-documented XML file. A simple XML parser is sufficient to transform the data into another
structure. However, to receive alarm alerts, a SNMP trap parser needs to be implemented, etc.

All of these functions use standard interfaces. On the other hand, unless you already have a
complete SNMP implementation in your software, it is easier to use HWg SDK functions that invoke
the respective event handlers in your software.

Basic SDK features

« HWg SDK is simple to understand
e HWg SDK speeds up the implementation of HW group products in your SW

« With HWg SDK, you don’t have to worry about future changes of structures, interface
updates, and so on

« HWg SDK is ready to work with most programming languages

Structure according to the programming language

e Visual Basic (6.0) (all 3xx examples)

e Borland C++ (all 1xx examples)

e Delphi (all 4xx examples)

e Microsoft Visual C++ (all 2xx examples)

e .NET (all 5xx examples)

o other examples that do not directly use SDK functions (all 9xx examples)
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SDK contents

« Ready-made examples of functioning, complete programs that can be reused

o Documented functions, examples of use

Ready-made examples in HWg SDK (for Borland C++ builder)

o EX101: UDP setup
Simple application to handle UDP setup functions in Borland C++
Builder using the HWg SDK. Includes searching for devices as
well as reading and writing their basic network parameters.

Functions used: hwudps_init, hwudps uninit, hwudps reinit,
hwudps search, hwudps search finish, hwudps count,
hwudps record, hwudps setup, hwudps setup finish

« EX102: I/O Controller example
Simple example to demonstrate UDP search for devices,
reading and writing basic network parameters and controlling
I/0O pins of the I/O Controller device. Written in Borland C++
Builder using the HWg SDK. I/O pins are controlled with NVT
commands based on a RFC2217 extension by HW group.

Functions used: hwudps_init, hwudps uninit, hwudps reinit,
hwudps search, hwudps search finish, hwudps count,
hwudps record, hwudps setup, hwudps setup finish,
hwnvt init, hwnvt uninit, hwnvt open, hwnvt close,
hwnvt open finish, hwnvt clr callback struct,
hwnvt in change2callback, hwnvt get in,
hwnvt wait finish, hwnvt get in cache, hwnvt get out,
hwnvt get out cache, hwnvt set out pin
Demonstrated features

o UDP broadcast search for devices

« Displaying discovered devices

o Editing the parameters for a specified MAC address

« Applying changes to a specified device

o Reading the state of 8 input bits

e Writing the state to the output register (bit by bit)

¥ UDP setup example =] 3]

~ UDP satup
Name:

MR Fosir

00:04:53.030C.48 P

000453 030CES
04530300 50.250.21 65
i iy

Tezeh 355 255,255 240
(B
| Aermes B0 25021 &1

I~ MWT enable

. I/0 Controller example ;IEIEI

—UDP setup

Device's MAL list: I

i (1 BT 192.168.1.74
0008 5% 02 0E: 94

000455 00 AZFE Pt
0045503 0004 53
P4 (13 10 20

0045503 0593 Mask:
00:04:59:030C: 48 255.255.255.0

Search Bty
192.168.1.1
TR

|P%/atchdog lite 200

r— Connection ~Inpul r— Outpul

I~ InD ™ Out0

Status: = I I~ Out1
| i ™ Out2

Mot t

o o Cih3 I ow3
| mi e I Oud
I~ InG ™ Outh
I~ IhE ™ OuE
| i ™ Oou?

Connect Fiead values

e Using a callback function to quickly detect changes at input pins

e« EX103: Remote serial port control

An example to demonstrate UDP search for devices, reading and writing basic network
parameters and controlling the parameters of a remote serial port. Communication with the
remote device, reading and writing data over a TCP connection. Written in Borland C++
Builder using the HWg SDK. Serial port settings are controlled with NVT commands based

on a RFC2217 extension by HW group.
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EX104: XML file downloader XML A -ox
An example to demonstrate UDP search for devices, Ear al E

reading their basic network parameters, and
downloading and parsing the XML file with sensor and
binary input states. Values can be downloaded from
one device only at a time. Written in Borland C++
Builder using the HWg SDK.

1250

1260 19216814380  Tret 3 a -

oseidon 1250 1921681.4380  Sensor 240 11180 260 C 10.0 230
eidon 1250 1921681.4%80  Sensor 1 33329 267 c 10.0 60.0
eidon 1250 1921681.4380  Sensor 242 14769 262 C 10.0 0.0
eidon 1250 1921681.9380 Sensor 243 3897 265 #RH 10.0 60.0

Functions used: hwudps_init, hwudps uninit,
hwudps reinit, hwudps search,

hwudps_ search finish, hwudps_ count,

hwudps record, hwxml init, hwxml uninit,
hwxml open, hwxml close, hwxml get values,
hwxml get values cache, hwxml finish

Done YA

Demonstrated features
« UDP broadcast search for devices
« Displaying discovered devices and selecting five of them
e Downloading the XML file with readings via the HTTP protocol and parsing it
« Storing all values from a device into a table
o Downloading the readings manually or automatically every XX seconds
e All errors are logged to the log window

EX105: XML file downloader XML B

An application to demonstrate UDP search for devices, reading basic network parameters,
and downloading and parsing the XML file with sensor and binary input states. Readings can
be downloaded from up to five devices at a time. Written in Borland C++ Builder using the
HWg SDK.

Functions used: hwudps_init, hwudps uninit, hwudps reinit, hwudps search,
hwudps search finish, hwudps count, hwudps record, hwxml init, hwxml uninit,
hwxml open, hwxml close, hwxml get values,

hwxml get values cache many, hwxml count modules, hwxml finish

EX106: SNMP traps receiver

An application to demonstrate UDP search for LIl

devices, reading basic network parameters, and e — -

downloading and parsing the XML file with o Sirezy 1 0P 152 161 s

sensor and binary input states. Readings can be — :

downloaded from up to five devices at a time. SNMP receiver status

Written in Borland C++ Builder using the HWg o

SDK. S o ;,
— Distails via XML

Functions used: hwxml init, hwxml uninit, Poseidor: [192168145 [0 | MNemeofPoseicon |[Pasedeniz®0

hwxml open, hwxml close, Sosme || ||l Min M

hwxml:th_values,i hwxml get values cache, - -

hwxml finish, hwxml error, hwsnmp init, Binary 3 o - -

- . . - _ Sensor 240 286 C 10.0 eon
hwsnmp uninit, hwsnmp trap recv_ create,
hwsnmp trap recv create finish,
hwsnmp clr traps callback,
hwsnmp traps2callback Fead now
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Demonstrated features
e Receiving traps from multiple devices at a time
e Support for Poseidon and Damocles family
o Parsing known traps and writing them to the log
o Downloading detailed information about all sensors from a specified device

« EX107: Installation Wizard
The application shows how to find a device,
change the basic network parameters, and get
detailed information about a device and its
sensors. Can be used as a simple installation
wizard in your application. This example uses the
PosDamSDK.dlII high-level library. It is written in
Borland C++ Builder using the HWg SDK.

to Installation Wizard
for Poseidon & Damocles Devices

Demonstrated features

W Concel

e Using the PosDamSDK.dll high-level library
e Support for Poseidon and Damocles products
e Searching for all available devices on local network
« Displaying discovered devices, reading and writing their network settings
« Downloading detailed information about a device
e Downloading information about all connected sensors

« EX108: Show Installation Wizard

The application shows how to use the Installation Wizard in other =i
languages. The installation wizard is added into the PosDaminstWiz.dll e
library and is available for other applications. This example is written in h
Borland C++ Builder using this high-level HWg SDK library.

Cean | Bemove | aad. |
Functions used: InstWiz_Show, InstWiz_GetDevice, e —
InstWiz_FirstDevice, InstWiz_AddDevice, InstWiz_RemoveDevice, InstWiz_Clear [roaE2ice e addmenuely

« EX109: Polling data
The application shows how to search for H=== i
a device on the local network and add o2 v e | eyamon | | | 22 )
the device to the “device list”. Sensor Pk dove i
readings are dovynlor_:tdgd perlodlcglly e 50 3 0 et
from all devices in this list. All readings B seach e
from all devices are shown in a single 3
sensor list. Written in Borland G4+ s  ——— 2 T
Builder using the HWg SDK. T T T S— R
Functions used: SearchDevice T I T e TRomd——— o
. ’ 152168.1.49 39947 Sensor 243 296 ZRH Analog sensor input Inactive Mommal 00:20:02

SearchDone, GetDevicelist, T R R (L e TRomd——— o
AddTo Devi ce Li s t , c 1 ea rDevi ceLi s t , B0.250.21.84 3 Door off Switch Binary input Inactive Mommal 00:20:02 LI

CreatePolling, GetNowPolling,
DestroyPolling, LockPolling, UnlockPolling
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Demonstrated features
e Using the PosDaminstWiz.dll high-level library
e Support for Poseidon and Damocles products
e Using the Installation Wizard
« Storing all values from all devices into one large shared table
e Setting the digital outputs
o Setting the safe range thresholds for analog sensors

o« EX110: Setting outputs T — B
The application shows how to use the T 5 Fae  Jow o Jow o]
3 R ) (AN <ct binary output x| Switch  OfF nif
Installation Wizard to add a device to the host e uh_Jor_on
application. All sensors and digital T | b, T
inputs/outputs are shown in a single sensor list. EoEEm | T ——
It is shown how to change values of digital CRELT e i
. . Wit - - I
outputs and sensor safe ranges. Written in R T S TR I
Borland C++ Builder using the HWg SDK. & Lomricntst | 3 setomnu | _2fiseioge. |
I

Functions used: InstWiz Show, InstWiz GetDevice,

InstWiz FirstDevice, InstWiz AddDevice, InstWiz RemoveDevice, InstWiz Clear,
AddToDevicelist, ClearDevicelist, CreatePolling, DestroyPolling, GetNowPolling,
LockPolling, UnlockPolling, SetBinaryOutput, SetSensorRange

Demonstrated features
e Using the PosDaminstWiz.dll high-level library
e Support for Poseidon and Damocles products
e Using the Installation Wizard
« Storing all values from all devices into one large shared table
e Setting the digital outputs
e Setting the safe range thresholds for analog sensors

e EX111: Simple Setting of Outputs

A very simple application shows how to change the values of =9
digital outputs. Written in Borland C++ Builder using the HWg o waTe o
SDK.

e Fr—— |

Open output 2 | Cloge output 2 |

Functions used: SetBinaryOutput

Demonstrated features
e Using the PosDamSDK.dII high-level library
e Support for Poseidon and Damocles products
e Setting the digital outputs
e No HTTP authentication support ==

IP adshess Fart
[192.188.1.67 [en
° Nare:

Password:

www.HW-group.com

P Close output 1 |

Open output 2 O o2 |
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EX112: Setting Outputs, Non-blocking

The application shows how to change the values of digital outputs. It shows how to create a
non-blocking application that does not “freeze” the graphical user interface. HTTP
authentication is supported for access to the device. Written in Borland C++ Builder using
the HWg SDK.

Functions used: hwxml init, hwxml uninit, hwxml open, hwxml close,
hwxml authenticate set, hwxml clr callback, hwxml callback, hwxml send setup xml,
hwxml finish, hwxml get setup cache

Demonstrated features
e Support for Poseidon and Damocles products
e Setting the digital outputs
e HTTP authentication support
e Non-blocking graphical user interface (GUI)

« EX113: Device Config
The application shows how to change the configuration of WEB51-based devices through
TCP setup. Quiet mode of TCP Setup is used. Written in Borland C++ Builder using the HWg
SDK.

« EX114: PortStore2 Downloader
The PosDow utility is designed for batch scripts and applications that need to easily
download data from the remote buffer. It is written in C and compiled in Borland C++
Builder using the HWg SDK.

« EX115: Poseidon & Damocles I/O
The PosDamolO utility is designed for batch — EEEEIEEEEEEEIERES
scripts and applications that need to easily

Get actual values and print list

.. . K= et output ¥ {1..64> to value ¥ (B. 1, OFF. ON>
control or log remote sensors, digital inputs tenane SETUE i1 ;;égt'élg‘g:‘;ggf:gg;“;;ga?g"i,y:gfz:ilzﬂf"t”'e
and outputs. It is written in C and compiled PRERTAT R b s el itler SEE
in Borland C++ Builder using the HWg SDK. : HTTP suchorizstion passunnd

CHe. FERSTE R e
Demonstrated features bebdamio g 192,160,041
d \data\r‘en“.)ﬂ).(g% —v c:indataswalues.xml 192.168.8.41
o Displaying a list with sensor states, 3223::;2 Tp Lo Lz ten 0.0 ome

G:“hug“projectshsdki\srchexanplesShehexi15_posdamio

digital inputs and outputs on the
screen, or recording it to a file

e Setting an output using the command line
o Reading the state of an input and setting ErrorLevel according to the returned value
e Downloading and uploading the values.xml file

o Downloading/uploading the setup.xml configuration file of the device — easy device
cloning
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Documentation for programmers
o Generated automatically using the Doxygen system
e Opens after SDK installation or by clicking HW group SDK > HWg SDK main page

4} HWg SDK documentation - Microsoft Internet Explorer i ] 9]
J soubor Uprayy  Zobrazit  Oblbené  Mastroje  Wapowéda | :,'
J J ™ \_) ™ \ﬂ @ \j‘:( @ J GDEngE|Gv jGo +@& | * Bookmarksw @21 blocked | Z?Check 4 Autolink -~ 2 @Settingsv
Jnglresa I@ C:\Program Files\HW groupiHwg-50Kdoclindesx. bl j Prejit |J0dkazy [C2) Admin () Hwa »
|'E|W9 SDK documentation Main Page | Modules | Classes | Related Pages
[£] HWg SDK documentation
E"III Modules .
9@ Lowlevel HWg SDK documentation
@ High-tevel Version:
@ PosDamSDK.dIl 440
El PosDaminstwiz.dil N
=8 - Revisions:
(0 ciass List el
@ DEVICE_DESCRIPTION_T
~[E] HWAO_DATA_T Date: 11.06. 2007

e HWACCESS_FILTER_T i
3rd parties components:

5 HWACTIVE_MODE T Hwwg SDK uses two libraries of 3rd sites those have been installed by installation program into your
2] HWAYT_T system. There are libml2 for implementation of XML parser and Net-SHMP used by SNMP trap
[E] HWCHAR TIME_T receiver. If you are goining to distribute your application making use of HWg SDK, you must also
-~ distribute these components: —

@ HWDOWTTY_SETTINGS_T

~[E HwrAULT_T « hwgapidil, limi2.dil, netsnmp.dil
- [E] HWFLASH_BUFFER_SETUP T « ifyouwant to parse SMMP traps, you neet all default MIB-table files and POSEIDOM-MIB it

) Nt _TimE_T You can find DLL libraries in you system directories and MIB tables is stored in install directory of Hywg
e HWIO_CONTROL_SETUP_T SDK.

~[E] HWIP_SETUP_T
~[E] HWMODULE_T

o Sructure of SDK:

B HwNOP_T _
HWg SDK - level 2
@ HWNWT_PIN_CALLBACK_T
@ HWHNVT_SETTINGS_T -_ — — — —| _  — — —
| Delphi | Borland C++ Builder .
HWPIN_BYTE_T P ActiveX
- components | components |
B nwem_t | ompenemE o | components
~[E] HWPOSEIDON_SETUP_ENTRY_CC -
@ HWPOSEIDON_SETUP_T | Object Pascal —| ot clasces
@ HWPOSEIDON_VALUES_ENTRY _( classes |
@ HWPOSEIDON_VALUES _T L — — — —
@ HWQUIET_CONF_SETTINGS_T
[E] HWQUIET_CONF_T
| - [E] e IBITY SETHD "' _ILI r HWg SDK - level 1 | -
q > =
&l [ [ [ [ [ Tento podia Y

Conclusion:

Register and download the current SDK version using the e-mailed link:
http://www.hw-group.com/software/sdk/index_en.html
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Poseidon formats and interfaces

SMS - Interface description

SMS format

DEVICE NAME #ALARM SENSOR1 NAME:VALUE/EXCEEDED THRESHOLD
SENSOR1 NAME:VALUE/EXCEEDED THRESHOLD #STATUS: INP: 0 0 O
SENS:VALUES OF ALL SENSORS CONNECTED TO UNIT

Description:
e Values are separated with spaces
e DEVICE_NAME is truncated to a maximum of 8 characters
e SENSOR1 _NAME is truncated to a maximum of 6 characters
e Values are only positive or negative integers — no decimal places
e The list always shows all sensors, including those in alarm
e Temperature is displayed in the following format: 48C
e Humidity is displayed in the following format: 10%.
e Only one SMS is sent, so the list of all sensors at the end may be truncated

SMS example
« Device name: Poseid1l
e Sensors in Alarm:
« Rack11 =48.5°C, threshold is 40°C
e T-Room =48.3°C, threshold is 35°C
e H-Room =10% RH, threshold is 45% RH

Poseidll #ALARM Rackl1:48C/40C T-Room:48C/35C H-Room:10%/45%
Imp3:0/1 #STATUS Inp:0 0 1 Sens:-18C 21C 22C 19C 28C 48C 10% 42C
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E-mail — Interface description
e 6l-—m— >
<-=-10---> <-==8--> <-————- 16-————- p S S T— 15--——- >
<=-5-> <-——--- 15----- > <---11 -=-=> <-=———- l6--—-—--- > <-=8--->
DATE TIME Device NAME Device IP
XX XX XKXX XX XX XX XXXXKXKXXKXKKKXKKK XXX XKK XXX XKX
| -1
Email initiated: XXXXX XXXXXXXXXXXXKXX XXXXXXXXXKXKXXXX
| -1
1D SENSOR Name VALUE  UNIT Safe RANGE ALARM
| -1
ALARM state:
XXKXKXK XXXKXKXXXKXKXKKK XXXK XK XXX XXXX X .. XXXX X XXXXKXKX
|
| =2
Sensors list:
XXKXKXK XXXKXKXXXKXKXKKK XXXK XK XXX XXXX X .. XXXX X XXXXKXKX
XXKXKXK XXXKXKXXXKXKXKKK XXXK XK XXX XXX X .. XXX X XXXXKXKX
)0:0.0:0.010'0:0:0.0:0.0:0.0:0:0.0:0.0.0.GI):0.0:0. 00 0.4 0:0. QD ¢:0.0: 0D GENIED-0.0:0. G0 E:0.0:0.0:0:0.0:¢
|
| -2
Device NAME: http://Device IP 00:0A:59:xx:xxX:XX
Description
o When a sensor is not available (disconnected, not found), “-999.99” is shown
« All texts that exceed the reserved length are truncated
o Device name is 16 characters long, sensor names are 15 chars long
« Readings are listed with two decimal places, safe range thresholds with one
o All numbers in e-mails and logs use a period as the decimal separator
« Besides Alarm, the reason for sending the e-mail can also be “Periodical report”
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E-mail subject:
The following strings are appended to the specified e-mail subject:

“Test” for the test e-mail
“‘Periodical report” for the periodically e-mailed report

“T-Room Alarm ACTIVATED” when the alarm for the sensor named T-Room is activated

“T-Room Alarm DEACTIVATED” when the alarm for the sensor named T-Room is

deactivated

Alarm activation:

DATE TIME Device NAME Device IP
10.10.2005 15:04:27 Server rooml 192.168.1.20
Email initiated: 48245 T-Room Alarm ACTIVATED
ID SENSOR Name VALUE UNIT Safe RANGE ALARM

48245 T-Room 25.30 °C -45.0 .. 22.0 Enabled
1 C-water OFF if OFF

48245 T-Room 25.30 °C -45.0 22.0 Enabled
1559 H-Room 53.00 %RH 30.0 80.0 Enabled
48 T-Srv0l -27.30 °C -49.0 .. -25.1 Disabled
257 ABCDEFGHIJKLMNO -109.30 °C -150.0 -105.0 Enabled

1 C-water OFF if OFF

2 C-AirFl OFF if ON
3 C-Doorl OFF Disabled
Server rooml: http://192.168.1.20 00:0A:59:00:00:00
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Alarm deactivation:

DATE TIME Device_NAME Device_IP
10.10.2005 15:04:27 Server rooml 192.168.1.20
Email initiated: 48245 T-Room Alarm DEACTIVATED
ID SENSOR_Name VALUE UNIT Safe_RANGE ALARM

48245 T-Room 21.30 °cC -45.0 22.0 Enabled
1559 H-Room 53.00 %RH 30.0 80.0 Enabled
48 T-Srv01l -27.30 °cC -49.0 .. -25.1 Disabled
257 ABCDEFGHIJKLMNO -109.30 °c -150.0 -105.0 Enabled
1 C-water OFF if OFF
2 C-AirFl OFF if ON
3 C-Doorl OFF Disabled
Server rooml: http://192.168.1.20 00:0A:59:00:00:00
Periodic e-mail report:
DATE TIME Device_NAME Device_IP
10.10.2005 15:04:27 Server rooml 192.168.1.20
Email initiated: Periodical report
ID SENSOR_Name VALUE UNIT Safe_RANGE ALARM
ALARM state
1 C-water OFF if OFF
Sensors list:
48245 T-Room 21.30 °C -45.0 22 .0 Enabled
1559 H-Room 53.00 %RH 30.0 80.0 Enabled
48 T-Srv01l -27.30 °cC -49.0 -25.1 Disabled
257 ABCDEFGHIJKLMNO -109.30 °C -150.0 -105.0 Enabled
1 C-water OFF if OFF
2 C-AirFl OFF if ON
3 C-Doorl OFF Disabled
Server rooml: http://192.168.1.20 00:0A:59:00:00:00
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XML - Interface description

Poseidon supports the following XML files:

e values.xml
Small file for periodical polling of sensor readings. Subset of setup.xml — only basic
identification and sensor readings are included.

e setup.xml
Complete configuration of the device.

&l p://poseidon.hwg.cz/values.xml - Windows Internet Explorer -

htt don.h | I - Wind Ink t Expl 0| %
@: - I& htkp: /fposeidon.bweg, cz/values, xml ﬂ 2| % IGaagIe pelifs
Googlt|Gv jG-:- 4»& 2 B~ | PageRark o | “ autorill () Settingsw  Fle 7 Links

T RE @@ A A L OF

<?xml version="1.0" encoding="utf-8" 7=
- <Root=
- <Agent=
<\Version=1.9.6</Version=
<¥miVer=2.20</Xmlvers
<DeviceMame »Poseidon 1250 online</DeviceMName =
=zModel=10</Model=
<VendorlD>15934</VendorlD =
<MAC=00:0A:59:03:0C:2C </ MAC>
=Title=Poseidon model 1250=/Titlex
<Contact=All about Poseidon: <a href="http:/ /www.google.com/search? —
hl=cs&as_qdr=all&g=%22HW+group%22+poseidon&binG=Hledat&Ir=">on Google</fa>
Added by Igor Cesko</Contact=
=</Agent=
- <TemperRange:
=Min=18</Minz=
=Max>29 </Max>
</TemperRange=>
- «BinaryInSet>
- <Entry=
<MName=Window 1</Name=
<\Value=0</Value=
<AlarmState=2</AlarmState =
<Color=0</Colorz
<Idx=1</Idx=
</Entry >
- <Enfry:=
zMame>Window 2 </Name >
Value=0</Value=
zAlarmState =2 </AlarmState =
=Color=0+<=/Colorz
<ldx=2 </ Idx>=
</Entry > ;l

Done I_ I_ l_ I_ l_ I_ |e Internet "‘\ 0% =
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Reading values using XML

Sensor readings are available as a HTML page intended for human users, and as a XML page
(values.xml). Any application can easily read the values from XML tags.

XML record example for a temperature sensor:

<Entry>
<Name>Sensor 16</Name> -
<Interface>RS485</Interface> -
<ID>75</ID> -
<Value>27.8</Value> -

Sensor name

Sensor interface

Unique identifier within the device
Current temperature, string with a

decimal separator, no units
<Min>10.0</Min> - Lower alarm threshold, string with a
decimal separator, no units
<Max>50.0</Max> - Upper alarm threshold, string with a
decimal separator, no units
<Hyst>0.0</Hyst> - Hysteresis, string with a decimal
separator, no units
<SNMPTrap>1</SNMPTrap> - SNMP Trap, 0 = off, 1 = on
<EmailSMS>0</EmailSMS> - E-mail, SMS, 0 = off, 1 = on

<AlarmState>Active</AlarmState>
<Color>0</Color> -
<UnitType>C</UnitType>

</Entry>

Note:

Writing values to the device using XML

- Alarm,

Active or Inactive
Line color, represents sensor status

You can back up your device configuration by downloading the setup.xml file.

The setup.xml and values.xml files can be uploaded to the Poseidon unit, if allowed by the protective
measures (HTTP password, IP address filter, DIP switch setting).

For downloading or uploading XML files from/to the Poseidon unit, we recommend the utility attached
to Application Note 29: AN29: PosDamlO controls outputs from the command line.
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setup.xml format — version 2.35

Information Section

<Agent>
<Version>1.9.1</Version>
<XmlVer>2.35</XmlVer>

<DeviceName>Poseidon in kitchen</DeviceName>
only (64 chars)

<Features>

<RS485 />

<Wirel />

<Binaryln />

<BinaryOut />

<SNTP />

<SNMP />

<SMTP />

<Modbus />

<GSM />

<Telnet />

<Datalogger />
</Features>
<Model>10</Model>
<VendorID>10</Vendor|D>
<MAC>00:0A:59:03:0C:91</MAC>
<Uptime>564620</Uptime>
<Title>Poseidon model 1250</Title>

<Contact>Information: www.HW-group.com</Contact>

</Agent>

<TemperRange>
<Min>19</Min>
<Max>27</Max>

</TemperRange>

Input, Output and Sensor Section

<BinaryInSet>

<Entry>
<ID>1</ID>
<Name>Binary 1</Name>
<Value>0</Value>
<Alarm>0</Alarm>

inactive

<Delay>0</Delay>
for Alarm End reaction)

<State>0</State>
activated

</Entry>
<Entry>
<ID>2</ID>
<Name>Binary 2</Name>
<Number>12</Number>
<Value>0</Value>
<Alarm>2</Alarm>
<Delay>0</Delay>
<State>0</State>
</Entry>
<Entry>
<ID>3</ID>
<Name>Binary 3</Name>
<Number>13</Number>
<Value>0</Value>
<Alarm>2</Alarm>
<Delay>0</Delay>
<State>0</State>
</Entry>

- Read only device parameters group

- Device firmware version (Read only)

- XML file version (Read only)

- Device name — User configurable, Identical with <SysName> value, here read

(Here read only, change in <Network> part of XML)
- Basic features of the device

- Technical device type — available also over UDP Setup (5 chars)

- Vendor ID number — 0 .. 65565 16. bit number in ASCII

- Unique device MAC address

- Total running time since last restart

- Customizable device title — Top of the HTML page (Read only),
Marketing device name (more in customisation) (max 32 chars)

- User definable contact message, HTML code support (max 254 chars)
(Read only here, updatable over TCP setup only, more in customisation)

- Visualisation value for the Flash setup temperature bargraf
- Min value from all displayed thermosensors
- Min value from all displayed thermosensors

- Binary dry contact inputs (next only “Binary input”)

- Entry identification, ID (1..64), source for <CondInputlD>
- Defined name of the input (text string, 20 chars)

- Current value 0/1 (Read only)
- alarm settings for this Binary input — 1 byte 0 = active if on, 1 = active if off, 2 =

- 0..255 Time delay in seconds to prolong Alarm state reaction. (used for Alarm Start even

Similar to Hysteresis but in seconds.
- Current sensor state 0 = normal, 1 = Alarm value - Alarm not activated, 2 = alarm

- Binary input 2

- Binary input 3
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<AlarmAction>0</AlarmAction>

</BinaryInSet>

<BinaryOutSet>
<Entry>

<ID>151</ID>
<Name>RTS</Name>

<Type>1</Type>

<Mode>0</Mode>

value equal to Trigger) — Poseidon 3268 future

<Value>0</Value>

<CondInputlD>74</CondInputID>
<Trigger>-18.5</Trigger >
</Entry>

<Entry>

<ID>152</ID>
<Name>DTR</Name>
<Type>2</Type>

<Value>0</Value>
<Mode>3</Mode>

<CondInputlD>75</CondInputID>
<Trigger>22.5</Trigger >

</Entry>

</BinaryOutSet>

<SenSet>
<Entry>

<ID>57856</ID>
<CondInputID>

<Name>Sensor 240</Name>
<Units>C</Units>

<Value>23.0</Value>
<Calib>-0.15</Calib>

<Min>-1.5</Min>
<Max>24.6</Max>
<Hyst>0.0</Hyst>

<SNMPTrap>1</SNMPTrap>
<EmailSMS>0</EmailSMS>

<Delay>0</ Delay>
for Alarm End reaction)

<State>0</State>

</Entry>

<Entry>

<ID>74</ID>
<Name>Sensor 23</Name>
<Units>C</Units>
<Value>23.8</Value>
<Calib>0.19</Calib>
<Min>10.0</Min>

- Alarm routing of Binary digital dry contact inputs (common for all inputs)
0 =inactive, 1 = send SNMP trap,
2 = send Email & SMS
3 =send SNMP trap & Email & SMS

- Binary outputs settings & values

- Entry identification, ID (151..214), source for <CondlnputID>
- Output name (Read only)
- Type of the binary outputs
0: XY =“On”/ “Off” (Relay output),
1: X/Y = “On (+10V)" / “Off (-10V)” (RTS output)
2: XIY ="“On (+10V)” / “Off (0V)” (DTR output)
Output control mode (Manual / Local + condition)
0 = Manual output control (value defined by Value tag)
1 = Local output control (On if any alarm) — Poseidon 3268, 1250, 2250
2 = Local output control (On if

3 = Local output control (On if value higher than Trigger) — Poseidon 3268 future
4 = Local output control (On if value lower than Trigger) — Poseidon 3268 future
5..8 reserved for Damocles G1,G2

- 0/1 Current output value

0=Y (“Off" / “Off (-10V)" / “Off (OV))
1=X(*On”/“On (+10V)’/ “On (+10V)")

R/W for the ,Manual output control”

R for the ,Local output control” (On if any alarm)

- Condition related input ID — Poseidon 3268 future
- Trigger value for condition — Poseidon 3268 future

- Entry identification

- All detected sensors

- Entry identification, Unique ID address of the sensor (Read only), source for

- Defined name of the sensor (text string, 15 chars)
- Unit of send value "C" for temperature,
"%RH" for humidity, "V" for voltage "mA" for current

wan

“s” for Switch (0/1) “p” for counter pulses (1/10 digit can be used)

- Current value, one defimal value, decimal separator is “.” (Read only)

- Sensors calibration shift value (Value = Raw sensor value + Calib)
Not implemented yet - ready to use in the future

- SafeRange minimal limit
- SafeRange maximal limit
- Hysteresis (non sensitivity range) value

- SNMP trap alarm enable 0 = don't send, 1 = send if value out of SafeRange
- E-mail & SMS alarm enable 0 = don't send, 1 = send if value out of SafeRange
- 0..255 Time delay in seconds to prolong Alarm state reaction. (used for Alarm Start even

Similar to Hysteresis but in time
- Current sensor state

0 =normal, 1 = value out of SafeRange - Alarm not activated,
2 = value out of SafeRange - Alarm activated, 4 = sensor invalid (not connected)
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<Max>60.0</Max>
<Hyst>0.0</Hyst>
<SNMPTrap>0</SNMPTrap>
<EmailSMS>0</EmailSMS>
<State>0</State>

</Entry>

</SenSet>

Destination Section

<SnmpTraps>

<Entry>
<ldx>1</ldx>
<Community>public</Community>
<IPaddr>192.168.1.39</IPaddr>
<Port>162</Port>
<E>1</E>

</Entry>

<Entry>
<ldx>2</ldx>
<Community></Community>
<IPaddr></IPaddr>
<Port></Port>
<E>0</E>

</Entry>

</SnmpTraps>

Configuration and Services

- SNMP Traps settings

- Entry identification

- SNMP Community settings (32 chars)
- SNMP trap destination IP address

- SNMP trap destination port

- Enable / Disable destination (0/1)

<Global>
<Units>Celsius</Units>

<Logo>logo.swf</Logo>
required

<HWSec>Disabled</HWSec>
</Global>

<Network>

<Name>Poseidon in kitchen</Name>
<DHCP>0</DHCP>
<IPAddr>192.168.1.80</IPAddr>
<Submask>255.255.255.0</Submask>
<Gateway>192.168.1.100</Gateway>
<DNSPrimary>147.230.16.1</DNSPrimary>
<DNSSecondary>213.180.44.4</DNSSecondary>
<HTTPport>80</HTTPport>
<TelnetPort>99</TelnetPort>
<SNMPPort>161</SNMPPort>

</Network>

<MIBIISysGroup>

Section
- Global settings
- Temperature units displayed in a Flash setup interface “Celsius”, “Fahrenheit”, “Kelvin”
- show this file as logo (the Flash setup interface - left upper corner) swf format (*.swf) format
- HW DIP security value - “Enabled” / “Disabled”
- Network settings

- Device name (64 chars) Identical with item <Agent><DeviceName>, here RMW

- 0/1 - Enable DHCP, when enabled show assigned IP values.

- IP address of the device (Read only when DHCP enabled)

- Value of the IP subnet mask (Read only when DHCP enabled)

- IP address of the Gatteway (Read only when DHCP enabled)

- Primary DNS server (you have to set DNS server as IP address) (Read only when DHCP enabled)
- Secondary DNS server (Read only when DHCP enabled)

- Internal device WEB server port

- Telnet setup (TCP setup) port. “0” = TCP setup disabled

- SNMP pooling port settings

- MIB |l settings

<SysContact>support@HWgroup.cz</SysContact> - MIB's administrator e-mail (64 chars)

<SysName>Poseidon in kitchen </SysName>
<SysLocation></SysLocation>
</MIBIISysGroup>

<Email>
<Server></Server>
<Port>25</Port>
<From>user@domain.com</From>
<MailDest>
<Entry>
<ldx>1</ldx>
<To>recip@domain.com</To>
<Cc>recip@domain.com</Cc>
</Entry>

- MIB's database name (64 chars) Identical with item <Agent><DeviceName>, here R\W
- MIB's system database placement (64 chars)

- E-mail settings

- DNS addres or IP address of remote SMTP server (40 chars)
- Port for communication with remote SMTP server

- Email address of sender (40 chars)

- Alert email
- Recipient of Email (40 chars)
- Recipient of Email (40 chars)
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<Entry>
<ldx>2</Idx>
<To>recip@domain.com</To>

</Entry>

</MailDest>

<Subject>Subject_0</Subject>

<Auth>0</Auth> - SMTP server Autentisation (O = not required, 1 = required)

<Name>User login name</Name> - SMTP autentification Login name (40 chars)

<Pswd></Pswd> - SMTP autentification Password (20 chars)

<State>0</State> - Email processing report from last TEST EMAIL Constant “0” to “15” — check documentation
<Message></Message> - SMTP server report message from last TEST EMAIL (100 chars)

</Email>

<Time> - Time settings

<SNTPServer>ntpl.sth.netnod.se</SNTPServer>
<TimeShift>1</TimeShift>

- LOG periodic report email
- Recipient of Email (40 chars)

- Subject of Email message (50 chars)

- DNS addres or IP address of SNTP server (time server) (40 chars)

- time shift (in hours)

<Date>31.12.1970</Date> - date

<Time>03:09:33</Time> - time

</Time>

<SMS>

<E>0</E> - Enable GSM modem (0/1) — Setup Checkbox

<Module>NOT FOUND</Module>
<CenterNmr><CenterNmr/>

- FOUND / NOT FOUND of GSM serial terminal
- SMS center number (15 char)

<Recpl1>222222222</Recpl>
<Recp2>333333333</Recp2>

- SMS1 destination Number (15 char)
- SMS2 destination Number (15 char)

<RingOut>0</RingOut> - Enable Ring alert (0/1) (ready to use in the future)
<State>0</State> - Test processing report

<Message></Message> - SMS Test report message from last SMS test (30 chars)
</SMS>

<DatalLogger>

<StorePeriod>360</StorePeriod>
0 = Logger disabled, max. value is 65535
<LogCapacity>100.2.23</LogCapacity>

- Log period in sec. Minimal is 1 cycle through sensor and is depend on sensor count.

- estimated log capacity (How long device can storage data.)
format hours.mins.secs it is only aproximate value

<Report> - Periodic email with current value and logged data

<E>0</E> - Enable periodic reporting

<Period>5</Period> - Reporting period in min. Minimal is 5 minutes

<Erase>0</ Erase> - 0/1, 1=Erase reported (delivered to SMTP server) values from Lodfile
</Report>
</DatalLogger>

Security Section

<HTTPIPFilter> - HTTP acces filter values

<IPAddr>0.0.0.0</IPAddr> - IF ((IPAddr AND Mask) XOR (TestAdress AND Mask)) = 0 than access enabled
<Mask>0.0.0.0</Mask>

</HTTPIPFilter>

<SNMPIPFilter> - SNMP acces filter

<IPAddr>0.0.0.0</IPAddr> - IF (IPAddr AND Mask) XOR (TestAdress AND Mask)) = 0 than access enabled
<Mask>0.0.0.0</Mask>

<ISNMPIPFilter>

<SnmpAccess> - SNMP access settigs

<Entry>

<ldx>1</Idx> - Entry identification
<Community>public</Community> - Community name (32 chars)
<R>1</R> - Read access (0/1)

<W>0</W> - Write access (0/1)

<E>1</E> - Enable / Disable comunity (0/1)
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</Entry>

<Entry>

<ldx>2</ldx>
<Community>private</Community>

<R>1</R>
<W>1</W>
<E>1</E>
</Entry>
</SnmpAccess>
<User> - secure of HTTP server by password
<Entry> - Read only access to setup.xml and Flash setup interface
<ldx>1</ldx>
<Name></Name> - Name (32 chars)
<Pswd></Pswd> - Password (filled by “*”)(32 chars)
</Entry>
<Entry> - Read &Write Outputs, Read only device configuration
<ldx>2</ldx>
<Name></Name> - Name
<Pswd></Pswd> - Password (you can see current Password in Flash Setup)
</Entry>
<Entry> - Read&Write access to setup.xml and Flash setup interface
<ldx>3</ldx>
<Name></Name> - Name
<Pswd></Pswd> - Password (you can see current Password in Flash Setup)
</Entry>
</User>
<Info>1</Info> - Info tab in the Flash setup interface (0 = disabled, 1 = enabled)
</Root>

Auxilliary Section
Note: this sets up Flash application design layout and has to be at end of XML

<Info>1</Info> - Info tab in the Flash setup interface (0 = disabled, 1 = enabled)
</Root>

Command Format
Note: this format is valid only for POST operations

<?xml version="1.0" encoding="utf-8"?>

<Root>
<Cmd> - only 1 command from following group of tags will be processed (last one wins)
<SensAutodet/> - sensor autodetect (will restart device)
<SMTP/> - send test e-mail
<Datetime/> - currently does nothing
<SMS/> - send test SMS to all destinations
<Restart/> - restart device (after a XML response is sent)
</Cmd>
</Root>
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Logger format

Logged data from the logger:

x.X.x.x/spilog.bin binary format of the logged data

X.X.X.x/spilog.txt
X.X.X.x/spilog.del

Text format (CSV) of the logged data
call this file to delete logged data and start logging again

Logger is circuit buffer = oldest data are rewrited by newer data.

spilog.txt

vyyy/mm/dd;:hh:mm:ss;log type:;log group;value count;value id[0];value[0];value id[1];value[l]; ...

value id[value count - 1];value[value count - 1];

e log_type

O
O
O
O
O

O

O
O
O
O

log_group

0 - normal (periodical), 1 - alarm
Type of sensors

0 - Wirel sensors,
1 - RS232 sensors,
2 - RS485 sensors,
3 - inputs,
4 — outputs

value _count
value_id[i]

# of values in this record
Unique ID in the Poseidon device

1..64 — Digital inputs,

128.. — Digital outputs,

65 (‘A") .. 122 ('2') - RS485 sensors,
0..1-RS232 sensors,

256 .. 65535 - Wirel sensors

valueli]

the most important number in this babel of digits

spilog.txt SCV file format example

2007/04/02;14:26:51;0;0;7;54896;243;28078;242;27385;243;25539;245;55499;243;14127;243;4127;246;
2007/04/02;14:26:51;0;2;2;74;245;106;359;
2007/04/02;14:26:51;0;3;3;1;0;2;0;3;0;
2007/04/02;14:26:51;0;4;2;128;0;129;0;
File spilog.bin
u_char occupied bytes; // record lenght (total include lenght)
u_char type; // log type - type of record
time t time; // time of sampling (u long)
u_char type; // log group - sensor type
u_char count; // value count

u _short 1id;

int

Aspilog.bin format

- Log current values
- log digital inputs and outputs

/*

// value id[i]
val; // value[1i]

when Alarm started and finisher
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* RECORD STRUCTURE

* spi record header|data record header|data 1l|data 2|...|data n

*

*/

typedef struct {
u_char occupied bytes;
u_char type;
time t time;

} TSpiRecordHeader;

typedef struct {

u char type;
sensors, 3 - inputs, 4 - outputs

u_char count;
} TDataRecordHeader;

typedef struct {

u_short id;

int val;
} TIdval;

typedef enum

//

{ WIRE 1 TEMP = 0, RS232 TEMP, RS485 TEMP,

DataType;

// record lenght

(data + TSpiRecordHeader)

// Record type: LOG _FILE DATA TYPE: LOG - 0, ALARM - 1
// sampling time (u_long)

Sensor type 0 - Wirel sensors,

BINARY IN,

BINARY OUT }

1

- RS232 sensors,

2

- RS485
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Modbus over TCP — Interface description

Modbus is a communication protocol designed for measuring devices that communicate over RS-485
or RS-232 (sometimes named Modbus RTU). The Modbus protocol itself allows to share the
memory area for variables, e.g. the readings, over one of the physical interfaces. Modbus/TCP is
an extension of this protocol for communication over Ethernet.

Its advantages include easy implementation in industrial visualization systems.

Mapping of variables for the Modbus/TCP protocol

Analog quantities
Address /O | Type | Function Units Description

Current number of installed (configured in
Setup) sensors

Current value of the sensor No. 1 through X,
101-10x | Input Int 4 0.1°C (K, F) |where x is the value at address 100. Units are
configured in Flash Setup.

100 Input Int 4

Binary values
Address I/0 Type | Function Units Description
100 - 102 In bit 2 0/1 Current values of binary inputs
200 In bit 1 0/1 Reads the current value of the DTR output
200 Out bit 5 0/1 Sets the value of the DTR output
201 In bit 1 0/1 Reads the current value of the RTS output
201 Out bit 5 0/1 Sets the value of the RTS output

The Poseidon works as a TCP Server at port 502 (Modbus standard). The Modbus/TCP
communication takes place using the given addresses. For details, see http://www.modbus.org.

Caution: The supported Modbus/TCP implementation requires that the “Slave ID” variable is set
to 2. If the connection cannot be established, check this setting. (The actual name may
differ in your software — it used to be an address to distinguish multiple devices on a
RS-485 line in case of Modbus/RTU).

Note: For details about Modbus/TCP, see AN28: Damocles family & Modbus/TCP at our
website.
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Testing Modbus/TCP with “Modbus Poll 3.20”

The supplied CD contains the Modbus Poll utility, which e —
can serve as a simple client for reading Modbus/TCP SoEsro s mennes ¥
values — for 30 days after it is run for the first time. e

In the demo mode, you can see the sensor readings
and dry contact states for the first 4 minutes.

Configuration files that define the addresses of sensors
and digital inputs for the online Poseidon demo,
“Poseidon Sensors.mbp” and

“Poseidon Inputs.mbp”, are available on the CD or
as an archive on the Internet.

For Help, press F1. For Edit, double click on a value [ ow | Vi

Open these two files, select a TCP/IP connection and the address of our online demo, and establish
the connection.

Connecting over Modbus/TCP to our online demo

A permanently running Poseidon unit with a public IP address is installed in the HWg office. The
current address, as well as a link to that address, is available at our website in the “Site Map” section.

All values are multiplied by 10 because decimal values are not supported.

7/'¢Modbus Poll - Pos1250_online_demo O] x|

File Connection Setup Functions Display  Wiew ‘Window Help

DEEE X[ 2| 105061516 22 23| 101 T K2

Eﬂ'PuleSl]_unline_demu

Tx = 17: Err = 0: ID = 2: F = 04: 2ZE = 1000m=

=10l x|

30102 = 228 — Mode
30103 = 291 = BT ASCl
s0104 = 475

IE'E':":I Baud j" ~ Response Timeout———— Cancel |
|1EIEIEI
IE [rata bitz vI
Im — Flows Control
eraly 2V opse T ocTs
|1 Stap Bit vI ¥ FTS Toogle |1 mz RTS dizable delay

Remote Server
|F Address Puart

|an. 250.21.84 |5|32

For Help, press F1. For Edit, double click on a value, |NLIM o
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SNMP - Interface description

SNMP (Simple Network Management Protocol) is a protocol designed for
exchanging basic system information using short packets sent over UDP/IP.

-

',"3’5‘ P
\ s LU

Individual variables are described in a MIB (Management Information Base)
table that pertains to a particular device. The MIB is distributed as a separate
.mib file. For Poseidon products, the MIB is available on the supplied CD and
at our website.

SNMP is an asynchronous protocol based on the client/server model (SNMP Client / SNMP Agent in
this case). This means that a monitoring center (SNMP Client) requests the states of individual
variables, and the SNMP Agent implemented in the device responds.

SNMP support is implemented in many languages designed for creating dynamic websites (PHP,
ASP, Java, Perl, Python, and so on). Thanks to available modules, read and write access to data
provided by a device over SNMP is relatively quick to implement.

In the standard communication mode, a “request and response” communication model is used.
Variables are defined by a hierarchy (sequence) of numbers that is described in the MIB table, where
the meanings, names and formats of individual variables are given. If you know the hierarchy
(number sequence, for example “.1.3.6.1.4.1.21796.3.3.1.1.2.3” for the state of the third binary input),
you do not need the MIB table.

For clarity, the following terms need to be understood:

« MIB table — The .mib file is a text file that describes individual variables supported by the
device. It contains the addresses, names, descriptions and numeric formats of the variables.

o OID is a variable identifier in the table. It is the “long” number that defines the position of the
variable in the tree of variables.

Some programs for working with SNMP do not support MIB files. In this case, you need to enter the
OID strings manually. These strings can be found in the MIB table. However, to save you some time
in first experiments with SNMP, a list of several variables with their OIDs follows:
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Downloading the MIB file from the main product web page
/2 poseidon model 1250 - Windows Internet Explorer -0l x|
"{_7“'\:_)" - |g http:ff192.168.5.114] j || X IG::u:ngIe 2~
| Google [Cl» || @E @ EY v | Pachenk, » () settingsw |Links > | Fie ”
Gk MR B G @R A S f 0P
[
Sensors
Mame ID Current Value Safe Range Alarm Alert
Sensor 1 - Temp 61423 32.6 °C 10.0 .. 28.0 SMNMP trap
Sensor 2 - Temp 74 24.9 °C 10.0 .. 28.0 SNMP trap
Sensor 3 - Humi 106 35.8 %RH 10.0 .. 60.0 SMNMP trap
Device name: Poseidon
Web Configuration: Flash Setup
Terminal Configuration (TCP Setup): Connect with Telnet to 132.168.5.114 Port 99

Firmware:

a|

For more information try www.HW-gqroup.com

Wersion: 1.9.6 (update) [/ MIB [ w=n
Open

Open in Mew Tab
Cpen in Mew YWindow

Save Target As...

Print Target

20

|htt|:|:,|',|'192. 168.5.114/poseidon. mib

T oy

The MIB file is located in the device itself. Use the right mouse button in your browser to download

and save it.
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OID descriptions of SNMP variables

The following table lists the variables, their OID addresses and values. The values apply to the

specified Poseidon configuration shown in the HTML page screenshot on the right.

e Firmware: 1.9.6

e Dry contact states: 1=0ON, 2=0ff, 3=0ff, no alarms

« Connected sensors:
e 1x HTemp-485 (1x temperature [ID 80], 1x humidity [ID 112])
e 1x 1Wire bus (temperature [ID 50176, 47872])

Variable OID Value Description
1.3.6.1.21.1.1 Poseidon SNMP | Textual description of the
sysDescr .iso.org.dod.internet. mgmt.mib-2.system.sysDescr Supervisor v1.9.6 | entity
Time (in tens of
milliseconds) since the last
sysUpTime 1.3.6.1.2.1.1.3.0 . . 0:17:12:32.18 | init of the network
.iso.org.dod.internet.mgmt.mib-2.system.sysUpTime management portion of the
system
1.3.6.1.4.1.21796.3.3.1.1.2.1

Input 1 state *).inpTable.inpEntry.inpState On (2) Binary input states (integer)
.1.3.6.1.4.1.21796.3.3.1.1.2.3

Input 3 state *).inpTable.inpEntry.inpState Off (1)

.1.3.6.1.4.1.21796.3.3.1.1.3.2 ; ; . ;

Input 2 Name % inpTable.inpEntry.inpName Binary 2 Binary input name (string)

Alarm for the binary input,

Input 3 Alarm '1.'3'6'1'4.'1'21796'3'3'1'1'4'3 No (0) generated by the device
*).inpTable.inpEntry.inpSetupAlarm under defined conditions
.1.3.6.1.4.1.21796.3.3.2.1.2.2 ; . ;

RTS Output (Port 2) ) outTable.oUtEntry outState Off (1) Binary input state (integer)
.1.3.6.1.4.1.21796.3.3.3.1.2.1 ’

Sensor 1 Name *).tempTable.tempEntry.sensorName HTemp temp Sensor name (string)
.1.3.6.1.4.1.21796.3.3.3.1.4.1

Sensor 1 State *).tempTable.tempEntry.sensorState normal (1) Binary input states (integer)
.1.3.6.1.4.1.21796.3.3.3.1.4.2

Sensor 2 State *).tempTable.tempEntry.sensorState alarm (2)
.1.3.6.1.4.1.21796.3.3.3.1.6.1

sSensor 1 Value *).tempTable.tempEntry.tempValue = _

Sensor 2 Value | -1-3.6.1.4.1.21796.3.3.3.1.6.2 - )
*).tempTable.tempEntry.tempValue of the temperature (integer)
.1.3.6.1.4.1.21796.3.3.3.1.6.4

Sensor 4 Value *).tempTable.tempEntry.tempValue 223
.1.3.6.1.4.1.21796.3.3.99.1.2.1.2.2 : ’

Sensor 2 Name *).setup.tempSetup.tempSetupTable.tempSetupEntry.tempSensorName HTemp humid | Sensor name (string)

Sensor 11D 1.3.6.1.4.1.21796.3.3.99.1.2.1.4.1 80 Unique sensor ID (integer)

*).setup.tempSetup.tempSetupTable.tempSetupEntry.tempSensorAddr

*) Text version of the OID begins with “.iso.org.dod.internet.private.enterprises.hwgroup.charonII.poseidon” which corresponds to the numerical OID

*.1.3.6.1.4.1.21796.3.3".
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Shortened OID list

Poseidon family SNMP OID description

Device description (string)

Device name

Dry Contact Inputs
.1.3.6.1.4.1.21796.3.3.1.1.2
.1.3.6.1.4.1.21796.3.3.1.1.2

.1.3.6.1.4.1.21796.3.3.1.1.3.1
.1.3.6.1.4.1.21796.3.3.1.1.4.1

.1.3.6.1.4.1.21796.3.3.3.1.2.1
ol o30Bol ol oo 2179630330102
.1.3.6.1.4.1.21796.3.3.3.1.4

.1.3.6.1.4.1.21796.3.3.3.1.5.1
.1.3.6.1.4.1.21796.3.3.3.1.8.1

.1.3.6.1.4.1.21796.3.3.3.1.9.1
4=V, 5=mA,

ol o3oBol ol oI 21796,3:302.1.3.1

Contact Input 1 state
Contact Input 3 state

Dry Contact Input 1 Alarm state

Sensor 1 current value *10
Sensor 2 current value *10
Sensor 10 current value *10

Sensor 1 name
Sensor 2 name

Sensor 1 state
2=AlarmState,

Sensor 1 current value, units included (string)

Sensor 1 units
6=unknown, 7=pulse, 8=switch)

Output 1 state
Output 2 state

Output 1 name

(string)

(integer, 1=0ff, 2=0n)
(integer, 1=0ff, 2=0n)

Dry Contact Input 1 name (R/W string)

(integer)

(integer)
(integer)
(integer)

(R/W string)
(R/W string)
(integer, 0O=Invalid, 1=Normal,

3=Alarm)

Sensor 1 unique ID (integer)

(integer, 0=°C, 1=°F, 2=°K, 3=%,

(R/W integer, 1=0ff, 2=0n)
(R/W integer, 1=0ff, 2=0n)

(R/W string)

For more details, analyze the MIB file or see the detailed device manual.
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SNMP Trap — Interface description

Whenever a value gets outside of the safe range for a l
sensor, the sensor enters the ALARM state. To notify ‘
about the alarm state, a SNMP trap is send to the
specified IP address.

—

e
§  Poseidon

Port 2 Port 1
DBOM - RS232 DBSF

Ethernet

SNMP trap

SNMP traps consist of two UDP packets sent by the
SNMP Agent to the monitoring center (SNMP Client).
The packet format is detailed in the MIB table. The first
packet contains information about raising the ALARM, the second packet contains additional info
about the sensor causing the alarm. When the alarm state ends (e.g. the temperature returns to the
safe range), two more UDP packets are sent to inform about the termination of the alarm state.

This method was developed for faster notification of alarms because — in the normal request /
response SNMP mode — the polling period may range from hundreds of milliseconds to minutes or
even days.

For dry contacts, alarm can be sent upon opening/closing, or turned off completely.

SNMP traps sent by the Poseidon

The MIB table contains a list as well as detailed descriptions of SNMP traps. An overview follows.

e Cold Start + Link Up Trap
A pair of SNMP traps sent after the device starts up. If a sensor is in alarm upon startup, two
more traps immediately follow.

e Alarm raised on a dry contact
A pair of SNMP traps sent when an alarm is activated for a dry contact. The first trap
contains alarm activation identification for maintaining the “alarm table”. The second trap
contains, for instance, the name of the input in alarm.

e Alarm terminated on a dry contact
A pair of SNMP traps sent when an alarm ends for a dry contact. This pair is always
preceded by the traps related to the alarm activation. The first trap contains alarm activation
identification for maintaining the “alarm table”. The second trap contains, for instance, the
name of the input in alarm.

e Alarm activated due to sensor value
A pair of SNMP traps sent when a sensor alarm is activated (temperature, humidity and
others). Alarm is activated if the reading gets out of the defined range + hysteresis. The first
trap contains alarm activation identification for maintaining the “alarm table”. The second trap
contains the assigned sensor name and the value causing the alarm.

e Alarm activated due to sensor value
A pair of SNMP traps sent when a sensor alarm is activated (temperature, humidity and
others). Alarm ends when the reading returns back to the safe range * hysteresis. The first
trap contains alarm activation identification for maintaining the “alarm table”. The second trap
contains the assigned sensor name and the value causing the alarm.
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Recommended SW for SNMP experiments

Getlf

Getif is a utility for working with SNMP variables. It allows browsing the variables in the SNMP tree,

reading the values, setting the values, and displaying details according to the supplied MIB.

Before using the utilities, we recommend to watch the demonstration Flash animation that is available

at our website.

e License: Freeware

e Supported OS: Windows 2000, XP, 2003 Server
« Communication protocol: SNMP, contains MIB Manager

e Alarm response: No, SNMP trap reception not supported

[ Getif [80.250.21.84]

F'arametersl Interfacesl Addlessesl Routing Tablel Arp I Gen. Tablel F!eachabilityl Tlacernutel NSLDDkupI Ip discovery  MErowser | Graphl

=101 ]

I.iso.nlg.dnd.intemet. private. enterprizes. hiwgroup, charonll, pozeidon. inpT able.inpE ntre

I.'I.3.5.1.4.1.21?95.3.3.1.1

=l possidon

-- zetup
El inpT abls
=R iF ity

: inpS etupdlarm
[ autT able
- sensTable

;I Type

Inther

Enums I vI
Access Innaccess Status I

An entry containing information applicable

to a particular binary input.

=

c

entarprizes..hwgroup.charonIl.poseidon.npTabl e inpEntry . inpState .l ot f
enterprizes . hwaroup.charonIl.poseidon.inpTable.inpEntry. inpState. 2 off
enterprizes . hwaroup.charonIl.poseidon.inpTable.inpEntry. inpState .3 off
enterprizes . hwgroup.charonIl.paseidon.inpTab]le.inpEntry. inpMame .1 Windaow 1
enterprizes . hwgroup.charonIl.paseidon.inpTab]le.inpEntry. inpMame. 2 Windaow 2
enterprizes . hwaroup.charonIl.poseidon.inpTable.inpEntry.inplame.3 @ Door
enterprizes . hwgroup.charonIl.poseidon.inpTab]le.inpEntry . inpSetupAl arm.l @ no
enterprizes . hwgroup.charonIl.poseidon.inpTab]le.inpEntry. inpSetupAl arm.2 @ no
enterprizes . hwgroup.charonIl.poseidon.inpTable.inpEntry. inpSetupAl arm.3 @ no

|1.36.1.41.21796.3.3.1.1 fr inullab) = Jentryls) Set| Addtograph| Addto Gen
[Reacy Exit |
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iReasoning MIB Browser + Trap Receiver

Two freeware utilities for working with SNMP variables. They allow browsing the variables in the
SNMP tree, reading the values, setting the values, and displaying details according to the MIB that
can be loaded to the utility.

Before using the utilities, we recommend to watch the demonstration Flash animation that is available
at our website.

~ioix
File Edit Operations Tools Help
Address: |su.250.21.35 v | Advanced... | oID; | 1.3.6.1,4.121796,3,4.99.1.2.1.85 | Operations; I_ - | &
Result Table |
s MIB Tree = Marme/oID Yalue =
[-[3) RFC1213-MIB.is0.0rg.dod inkernet. mamt mib || = > floor & o B
E}&) POSEIDOM-MIE. iso.org. dod.internet. private .« censMame. 2 > floor B D
E sgtup senshlame.3 2. floor C
= |T§ble senshlame. 4 2. floor D @
inpEntry senshame.5 2. flaor humnid
ﬁ outTable senshame, 1 2. Floor &
E}E nsTabIe senshlame. 2 2. Floor B
=Ey I |senshame.3 2. Floor
sensindex senshlame. 4 2. flaor D
senshame senshame.5 2. Floor humid
: sensitate sensState. 1 normal
sensatring «|| |sensState.2 normal e
f 0 spnsiallp
4| f _,I_I sensState. 3 niorral
sensState. 4 niotmal
Mame sensEntry sersShate, 5 niarmal
oID .1.3.6.1.4.1.21796.3.3.3.1 sensatring. 1 26.3C
Synkax GensEntry sensString. 2 26,8 C
Access not-accessible sensstring. 3 26,7 C
Status Furrent senstring. 4 27.0C
Dl sensSting. 5 45.5 %
Indexes sensindex sensvalue, 1 263
Diescr An entry cortaining information applicabl censvalue, 2 263
pareicalar sensor. sensialue, 3 267
sensialue. 4 270
sensialue. 5 455
sensialuzRaw. 1 422
et = -
Jis0,0rg.dod.inkernet. private.enterprises. hwgroup, charonll, damocles, setup, sensSetup, sensSetupT able. sensSetupEntry . sensHysteresis, 5 || 2:08:45 PM || 41 of 7M. |E]
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Connectors and connections
@+

Ethernet Port3: RS-232
DIP switch Port2: 1-Wire
Port4: Dry Contact Inputs Port1: RS-485

Port 3 - RS-232 — DBOM

1 7 5
12 3 4 |(A0AN
© |zag > D O\we/O
E @
1 - - Not used
2 | RxD | <-- | Receive Data
g'e':i%d |:sgtnu 3| TxD | --> | Transmit Data
L Input 1 P 4 | DTR | --> | Data Terminal Ready
DIP3 = on 5| GND | --- | System Ground
| Input 2 HW protection 6 | DSR | <-- | Data Set Ready
" nout 3 7| RTS | -—> | Request to Send
P 8| CTS | <—- | Clear to Send
9 - - Not used
RJ11
oo Port 1 - RJ11
1 B 1 +5V Power
2 - Not used
W 3 Data Transmit Data
4 GND Ground
5 +5V Power
6 - Not used
Port 1 — RJ45 M-
1 i Not used
2 Not used W
3 485 B return
4 B “ RS-485 RJ45 GND
5 III'IAISRIII Industrial bus e y . PWR (Vcc)
6 485 A return ﬁ
I| || ”I B — RS485
GND 87654321 £
" \uinin | Ground 0
) +12V Power A — RS485
]
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Industrial Bus (RS-485) connections

Connecting the 4-terminal block to the RJ45 jack

1 [

RS E RS 485

1 L

RIS E RS 485

R A#H|G RS-485
L GHND B | Ground
+12¥  |Br  |Power

R_AMIG [RS-485
__E!'I_[:!_“ Be'W | Ground
+12¥  |Br  |Power

GND (-)] « =y | OrfW|Not used 1. | CrfW]hot used
Vee (+) \\ 2l - Or  |MNot used 7] Or _[Not used
(A)| = \\ 3R B)|GMw [RS-485 3R B [)|GwW |RS-485
(B)| == 4| B () B . 4_B(O |8 -
Term = Off 5. A, [Bvw 5.0 08, [BYW
6 b
7 7]
3l 8

MIDDLE

Connecting certain sensors

(5+6) — green + blue/white

Pt100 & Pt1000 connections

Pt100
rad red
red b= klua
imm Fi100 P00
whilb whilé i ek
white
RS-485 bus 2 wires 3 wires 4 wires
RJ45 connector
(5+6) — green + blue/white
n
<
2 5 (8) - brown | < 104
58
& § 7)—-b /whit 20_
3} — prown/wnite
5 L )_ ————————— | m 30—

(4+3) — blue + green/white 7

Connecting Pt100 sensors
e Pt100 and Pt1000 sensors normally require a 3-wire connection
e All three wires must have the same properties (diameter, ...)
« When connecting a Pt100 using two wires only, connect the third terminal locally

Addresses of Temp-485 units with Pt100 sensors
« When shipped, the configured sensor address is in the A..Z range and shown on the label.

« Address on the RS-485 bus can be changed in the TCP setup mode, see the “Configuring
temperature sensors in TCP Setup” section.
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Temp-485 and HTemp-485 address configuration (RS-485)

A4 A3 A2 Al A0 Address \ A4 AS‘AZ Al‘AO Address [l A4 A3 A2 Al A0  Address

X | X | X | X | X | Adrby SETUP X|O|X|O|O K O| X |0 |0 |X \Y

X[ X|X|X]|O A X|O|O|X|X L O[X|O |0 |O W
X|IX|X|0O|X B X|O0|O|X|O M OO X|X|X X

X[ X|X|O|O C X|O|O|0O|X N O|lO0O|IX|X|O Y

X[ X|O|X|X D X|0O|O0|0O|0O O O[O X|O|X Z
X|IX|O|X|O E O X|X|X|X P O|O| X|O|O| AdrbysSETUP
X[ X|O|O|X F O|X[X|X|O Q O[O |O| X | X | AdrbySETUP
X X|O|O|O G O|X|X|O|X R O|O|O| X|O| AdrbySETUP
X[|O| X | X|X H O X|X|O|O S O[O |O|0O| X | AdrbysSeTUP
X|O[X|X|O I O| X |O| X | X [restricted O|O|O|0O|0O/| AdrbyseTuP
X|O|X|O|X J O X|O|X|O U

II
O

Note: O (open) jumper, X (closed) = jumper in place

Ala B/b Cic D/d Ele Fif GIg H/h

=) () () (0 () (09) (65) (0 0)

@@ @@) @@ @@ E=5
® @

|—| O@ =3 @@ E=5

@eoEPeEeeEPeEe P e @@

ID o065/097 66/98 67/99 68/(100 69/101 70/102 71/103 72/104

i Jj Kk LI Mm N/n Olo Plp

g@@@@@&@ﬂ

74/106 75/107 76/108 77/109 78110 79/111 80/

Rir Si/s Ulu Viv Wiw Xix Yly

=
=y
N

— ®
A0 (@ Q) (B=3) (@0 @0 (=3) @@
(CI)NCI ) CIIACI CION CXIRCINCXO) Connecting HTemp-485 directly to RJ45

ID 81113 821114 83115 85117 86/118 87/119 88/120 89121
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List of ordering IDs

OID ’ Product name Product description
600 080 | Wall power adaptor 12V Power supply adaptor 0.5A, Euro plug (UK = 600 082, US = 600 081)
600 251 | Back-up power supply 12V | Power supply 12V / 0.4 A backed up with a rechargeable battery
600 023 | 2x Wall Bracket "A" size “L” brackets for mounting on a wall
Note: Ordering ID numbers (OID) for our products mentioned here may change. Please see our

website for valid OID numbers before placing your order.

1Wire bus (RJ11)
Up to 10 sensors connected at the same time, maximum bus length 10m

600 005 | Temp-1Wire 3m Temperature sensor, 3m cable (Im =600 242 , 10m = 600 056)
600 279 | Humid-1Wire 3m Humidity sensor, 3m cable (Im = 600 278)

600 040 | Poseidon T-Box Hub to connect five RJ11 sensors to the unit

600 280 | Poseidon T-Box2 Hub to connect two RJ11 sensors to the unit, 3m cable

Industrial bus — RS-485 (RJ45)
Up to 31 sensors connected at the same time, maximum bus length 21000m

600 041 | Poseidon S-Hub Hub to connect up to 8 sensors to the RS-485 bus (8x RJ45)

600 233 | Sensor RJ45 MIDDLE cable | Cable 0.5m to connect sensors with a terminal block to a RJ45 jack
600 044 | Poseidon B-Cable RS-485 adapter — converts RJ45 to a block of 4 terminals ( A,B,+,-)
600 273 | Spider-485 Connects up to four 1-Wire (RJ11) sensors to RS-485

600 105 | Temp-485 Temperature sensor — vertical wall mount, indoor use

600 106 | HTemp-485 Temperature and humidity sensor — vertical wall mount, indoor use
600 116 | Sens-485-Ul Voltage (0..15V) and current (0..25mA) sensor, DIN rail

600 113 | Temp-485-Pt100 “Box” Platinum temperature sensor, accuracy: +0.15°C, IP65 for outdoor use
600 114 | Temp-485-Pt100 “Cable” Pt100 — platinum temperature sensor on a 2m cable, +0.2 °C

600 112 | Temp-485-2xPt100 “DIN” Adapter for two external Pt100 temperature sensors, DIN rail
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Digital outputs (DB9)

Two RS-232 serial line outputs

600 244 | P1250 RC (Relay Cable) Adapter for connecting two 12V relays to Poseidon 1250 via RS-232
600 237 | PowerEqgg AC output control (110 to 230V)
600 085 | DIN Rail Relay 2s Double-throw relay — 10A / LED indicator, DIN rail

Binary inputs (terminals)

Three inputs for “Dry Contact” sensors

600 120 | 3 Door Contacts Door open/close detector (set of 3 pieces)
600 237 | PowerEqgg AC voltage detector (110 to 230V), controlled AC output (110 to 230V)
600 240 | Flood detector Fluid level detector
Smoke detector lonizing smoke detector
600 239 | Gas Leak Detector 12V Flammable gas detector
600 236 | Motion PIR detector Infra-red sensor to detect people moving in a room

www.HW-group.com 104 /105


http://www.hw-group.com/products/sensors/PowerEgg_en.html
http://www.hw-group.com/products/sensors/PowerEgg_en.html
http://www.hw-group.com/products/sensors/Flood_detector_en.html
http://www.hw-group.com/products/sensors/Smoke_detector_en.html
http://www.hw-group.com/products/sensors/Gas_leak_en.html
http://www.hw-group.com/products/sensors/Motion_detector_en.html

Poseidon family - Manual HW group

Connecting supplied accessories

Connecting the optical smoke detector o - D
« The relay output connects to the dry contact inputs. ool ]|
o Power can be supplied with any polarity. J
« Power can be shared with the Poseidon unit. Input 1

—_— Input 2
—— Input 3
Poseidon 4002
Optical smoke
detector FDR26
5 (GND) 6 (REL) el = -
6 (REL) 5 (GND) \ |
3 (REL) 2 [+12V)

Poseidon 2250 Power

12v DC
3 (REL) 2 (+12V)
+(2)
PO i il AN NG
|| (2) Input 1 REL (6)
DC Power Strip (1) Common REL (3)
d/ &1 Poseidon 3266
P daptor 12V i Power
ower adaptor Poseidon 3266 v e
D o
L2y
~ -(8)
REL (6) +(2)
REL (3)
- (5)
| Dry Contact Input 1 REL (6}
REL (3)
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